DoS Attack Email Messages - Dennis Bishop

To: IT Staff

CC: Help Desk Staff

Subject: Important: LMS Attack

Dear Staff,

We recently learned that our LMS has been shut down by a Denial of Service attack. It is extremely crucial that we resume normal operations as soon as possible. Please make the following your highest priority:

System Admins: If possible, please determine the time when we ceased normal operations. I recommend scouring the access logs to determine when and from where the offender(s) attacked our LMS system. Once you locate the offender(s), please block access via the firewall so that we might get the LMS back up and running. Also, please pay attention to the resulting incoming traffic to ensure the attackers don't resume the attack from a different IP. Finally, please monitor our other systems to determine that this attack isn't more widespread than we currently understand.

Please call or message me on my cell phone to keep me apprised of your progress. Also, note that I will be visiting your office as I'm able to offer help in isolating this problem.

Help Desk Staff: Please tell our students and faculty that we are experiencing a problem with our LMS system and that we hope to locate the problem and resume normal operation as soon as possible. While I don't have an accurate estimate of when we will have this problem resolved, please assure everyone that this issue has our undivided attention and that we are working to resolve this as soon.

As able, I will be visiting the help desk to offer as much help as possible in speaking with our anxious constituents.

Hang in there everyone! We will get though this rough spot as quickly as humanly possible.

Best regards,

Dennis Bishop, CIO

===

To: Faculty and Staff

CC: IT Staff, Help Desk Staff

Subject: Accessing the LMS

Hi All,

We recently learned that access to our LMS has been interrupted. We understand that this is a crucial time in the term and resumed access to the LMS is our top priority and the IT offices is working as quickly as possible to resume normal services. 

I will keep you apprised of our progress in this situation as we learn more. Thank you in advance for your patience in this matter. 

As always, if you have any questions or comments please don't hesitate to contact me directly.

Best regards,

Dennis Bishop, CIO

