Internet Security and Tools – SFTP and SSH
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Jason Seaman, CIT Lab Director

Security flaws with FTP and Telnet:

With FTP and Telnet, data is sent in clear-text, including usernames and passwords. 

This was done because it was easy. Unfortunately, today network sniffing is also fairly easy.  “The Internet is a hostile environment and security is everybody's responsibility. If you are connecting across the open Internet, then we recommend you use SSH.” (PuTTY docu)

SSH (Secure Shell) is a “high-security protocol. It uses strong cryptography to protect your connection against eavesdropping, hijacking and other attacks.”


SSH applications on Windows

WinSCP 

WinSCP is an open source SFTP (SSH File Transfer Protocol) and SCP (Secure CoPy) client for Windows using SSH (Secure SHell). (http://winscp.sourceforge.net/eng/) Current version 3.3.8

To install WinSCP, download the WinSCP installer and run it.
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PuTTY

PuTTY is a free (MIT-licensed) Win32 Telnet and SSH client (http://www.chiark.greenend.org.uk/~sgtatham/putty/). Current version 0.55

To Install PuTTY, 

· Download the application itself. 

· Create folder c:\Program Files\PuTTY

· Move application to folder

· Add shortcut to your Start > Programs menu
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SSH applications on Mac OSX

Cyberduck (http://www.macupdate.com/info.php/id/8392) , works like Fetch.

Terminal program in OSX has SSH built-in

Linux command line

SSH (and Telnet) connects you to the command line of the web server

Here at LCC our web servers use Linux command line.

Linux File System

File System is viewed as a tree of Directories, and Files at the bottom.

Path is the list of folders from the top of the tree to where ever you are.

Directory names are separated by slashes “/”

Some Linux commands:

	pwd 

	show working directory

	ls 

ls –al


	list files

	cd
	return to home directory

	cd .. 
	move up one level

	cd <directory name>
	move down one level

	
	

	rm <filename>
	Remove files

	cp <filename> <filename>
	Copy files

	mv <filename> <filename>
	Move files

	
	

	mkdir <directory>
	Make a directory

	rmdir <directory>
	Remove a directory

	
	

	more <filename>
	To View a file 

	Then

Enter

move down one line

Space

move down one screen

Arrow keys, Page Up and Page Down

work as expected

“/” <search pattern>

Search for text

Q

to quit



	vi <filename>
	To Modify a file

	Then

Arrow keys

As expected

I

to insert, 

complete with escape

Del

to delete character to right of cursor

:wq

to exit and save changes

:q!

to exit without saving changes

Escape

To get out of what ever you got into.



	exit

logout
	To end session,


Wild Card Expansion

	Patterns:

“*” – matches all characters

“%” – matches any single character
	Examples

*.htm

myfile.*

a*.htm




File name completion

When entering a command, 

Type first part of a file or directory name,

Press Tab

