WebStar Notes

Relying on virtual memory is a big mistake, since it significantly slows down your server.  If you are running multiple applications on your sever machine, then use Apple's recommended 1 MB of Virtual Memory, because this will alow the operating system t give more memory to whoever is using it most.  On the other hand, if WebStar is the only or only important application on the machine, turn Virtual Memory completely off.

Turn off File Sharing.

Turn off "Calculate folder sizes" setting under Preferences in the General Controls control panel.

Neon Software's CyberGauge is a good example of bandwidth monitoring software.

Since Macs are not the best multi-taskers only run applications directly related to WebStar internet serving.

Even during peak hours there should always be at least 2-3 Mb free of memory that is allocated to the application.

Strip out any unnecessary Plug-Ins.

Web Connections: under the Persistent Connections control panel under Connections - 


connections per client: 2


connection duration: 35-40 secs

Number of connections - check the high water mark on the status window.  Maximum number should be 25% more than the record high.

The Data Cache Plug-In speedometer should read between 80-100% efficiency.  Change options under Caching to obtain this level.

Eliminate any unnecessary suffix mappings.

Put the most commonly used suffix mapping entries at the top of the list.

Make sure that there is an entry in the suffix table for all types of files used.

The Status Report Delay setting in the Web Logging Options screen should be set to 30-60 seconds for busy servers.  For troubleshooting set to 5-10 seconds.

Make sure that the QuickTime auto-launch a CD-ROM feature is turned off.

Enable the Restrict CGIs to the CGI-BIN setting.

Disable the SSI Plug-In's #exec and #include commands.

Make sure that uploads into the cgi-bin folder (via FTP or the File Upload Plug-in) are not permitted.

Under Encryption options, pick all of them.

https pages can be served from any folder.

The WebStar SSI-WebInclude Plug-In is a possible security risk.

Some third-party products come in both CGI and plug-in forms.  Whenever possible, to ensure best performance, use the plug-in version.

Turn off verbose logging.

Make sure to backup WebStar settings file and WebStar Web Users file.

Turn NetCraft Registration on.

