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Even if You Don't Read Manuals, Please Read this Chapter!

plements the Java Servlet APl and JavaServer™ Pages (JSP) standards defined by

Sun Microsystems. ServletExec 2.2 allows you to build web-based applications
that can be deployed with Microsoft Internet Information Server (11S & PWS) on Win-
dows, Netscape FastTrack & Enterprise servers on UNIX and Windows NT, the Apache
Server on UNIX and Windows NT, and Mac OS web servers such as WebSTAR and Ap-
pleShare IP.

T his manual is for ServletExec 2.2, a Java™-based web application server that im-

ServletExec 2.2 implements the Java Servlet API as defined by the Java Servlet Devel-
opment Kit (JSDK) 2.1, and the final JavaServer Pages (JSP) 1.0 specification.

This chapter will help you verify your ServlietExec installation, register your copy of
ServletExec, and explain the ssimplest method for invoking servlets. Finaly, this chapter
tells you how to contact us for technical support.

Changes from ServiletExec 2.1
The following major enhancements were made in ServletExec 2.2:

» JavaServer Pages (JSP) 1.0 (p. 54)
ServletExec 2.2 implements the final JSP 1.0 specification.

e Microsoft VM ( p. 31)
ServletExec 2.2 supports the Microsoft VM for Windows in a high-performance
In-process configuration.

In addition to the major enhancements listed above, the following key changes were
made from ServletExec 2.1 t0 2.2:

» Microsoft 11S Extension Mapping (p. 58)
The Extension Mapping feature of Microsoft I1S 4.0 can be used to control access
to JSP pagesviaNT File System (NTFS) security.

» Error Page per Virtual Server (p. 27)
A URL may be specified on the Virtual Servers admin page, which will be in-
voked when a ServletExec error occurs.
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Error Page for the SSI Servlet (p. 39)
A URL may be specified for the SSI Servlet, which will be invoked when errors
occur during processing of SSI pages.

Netscape Enterprise SSI (p. 38)
ServletExec 2.2 allows you to invoke servlets and JSP pages from within an NES
server-side includes page.

JDK 1.2 ava. pol i cy File
With ServletExec 2.2 it's no longer necessary to modifyjthea. policy file
when using JDK 1.2.

Changes from ServletExec 2.0

The following major enhancements were made in ServletExec 2.1:

Java Servlet Development Kit (JSDK) 2.1
ServletExec 2.1 implements version 2.1 of the Servlet API as defined by the
JSDK.

Sun HotSpot Performance Engifpe 31)
ServletExec 2.1 implements support for Sun’s HotSpot Performance Engine for
JDK 1.2.x for improved performance.

IBM Developer Kit for Windows, Java Technology Edition, Version 1(f.331)
ServletExec 2.1 implements support for IBM’s Developer Kit for Windows, Java
Technology Edition, Version 1.1.7 for improved performance.

Internal Performance Enhancements

The internal ServletExec threading and security mechanisms were redesigned for
improved performance. Already the fastest servlet engine available, ServletExec
2.1 is up to twice as fast as previous versions.

ServletExec Debuggép. 8)
The FREE ServletExec Debugger 2.1 is a companion to ServletExec that allows
you to develop and debug servlets within your favorite Java IDE.

Apache Multiple VM Supportpp. C-8, C-17)
For the Apache server, you can now run multiple ServletExec instances, each
within its own Java VM, each associated with a different virtual host.

In addition to the major enhancements listed above, the following key changes were
made from ServletExec 2.0 to 2.1:

VM Settings(p. 31)
The Class GC and Async GC options can now be enabled/disabled.

JSP and Page Compilation Configurat{pp. 55, 61)
I's no longer necessary to add Servlet20.zip to the classpath before using JSP or
Page Compilation.
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Microsoft 11S User Accounts (p. A-9)
For Microsoft 1S, servlet requests are no longer processed under the SYSTEM ac-
count, but are run under the account of the authenticated user.

Microsoft [1S Admin Users (pp. 6, 29)

For Microsoft 11S on Windows NT, it is no longer necessary to specify a pass-
word for the ServletExec Admin user, or for admin user for virtual servers. In-
stead, the Windows NT User password is used to authenticate access to the Serv-
letExec Admin Ul.

Servlet Initialization Vaues (p. 17)
Servlet initialization argument values can now be enclosed in single- or double-
guotation marks to allow the equals sign or comma characters in value strings.

Upload Servlet Enhancements (p. 65)

ServletExec’s built-in Upload Servlet now supports an initialization parameter to
limit the size of uploaded files, and a request parameter to specify the name of the
uploaded file.

Changes from ServietExec 1.1
The following major features were added in ServletExec 2.0:

JavaServer Pagép. 54)

ServletExec 2.0 implements the JavaServer Pages (JSP) standard based on Draft
Specification 0.91. ServletExec will be upgraded to support the final JSP specifi-
cation after it becomes available. This upgrade will be free to owners of Serv-
letExec 2.0.

Apache Server
ServletExec 2.0 supports the Apache Server 1.3.1 and greater on UNIX and Win-

dows NT. See appendices C1 and C2 for complete installation instructions.

In addition to JavaServer Pages and Apache Server support, the following key changes
were made from ServletExec 1.1 to 2.0:

Allowed IP Addresse§. 6)
Access to the ServletExec Admin Ul can be restricted to specified IP addresses.

View Logs Admin Pagép. 13)
ServletExec log files can be viewed remotely via the ServletExec Admin Ul.

Servlet Initialization Ordefp. 17)
The initialization order of configured servlets can be specified.

Servlets as Default Paggs 21)
Servlets can be invoked as default pages for directory index requests.

Servlet Securityp. 30)
Set Factory, Print Job Access, and Clipboard Access have been added to servlet
security settings.
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= ]IS Security (p. 36)
For Microsoft 11S, access to servlets and URLs that map to servlets can be re-

stricted to authorized users.

» Upload Servlet in Servlet Chains (p. 66)
The Upload Servlet can be used in servlet chains. Servlets in the chain after the
Upload Servlet can retrieve the request parameters.

Verifying Your Installation

Most of the ServletExec installers and installation scripts make all of the needed changes
to your system to alow you to run servlets. Except for the Apache Server, if the Serv-
letExec installer for your web server completed properly, there is no need for additional
manual configuration. For the Apache Server, see appendices C1 and C2 for instructions
for the manual configuration steps required to complete the ServletExec installation.

After running the ServletExec installer, restart your web server (if you're running Serv-
letExec for Netscape/WAI or Apache, you must also start the ServletExecWAI or Serv-
letExecApache application; see the appropriate appendix for instructions).

After restarting your web server you should verify your ServletExec installation using the
included sample servlets. Invoke the sample servlets by entering the following URLS in
your browser:

http://ww. yourserver. coni servl et/ Dat eServl et

htt p: // ww. your server. conf servl et/ Test Servl et

Replaceww. your server. comin the above URLs with the host name or IP address of
your server. (Note that theer vl et/ virtual directory in the URL must be all lowercase
and does not end with an “s”. Alsdg not configure a servl et/ virtual directory for
your web server; if you do, ServletExec will not work properly).

If you're unable to successfully execute these sample servlets please review the installa-
tion information in Appendix A, B, C, or D (depending on your web server) to verify
your installation. Also, check our on-line support FAQ for additional information:

nttp://ww. newat | anta. conf support-faq. ht nl}

If necessary, contact us for help by sending email to the following address:
Bupport @ewat | anta. com

These examples illustrate the simplest way to invoke servlets. Because these servlets did
not require any configuration we refer to them as “unconfigured servlets.” The next sec-
tion explains how to register your copy of ServletExec; the last section of this chapter
discusses unconfigured servlets in more detail.
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Registering ServletExec

You can register your copy of ServletExec by entering your seria humber via the Ad-
ministration User Interface (Admin Ul). Access the ServletExec Admin Ul via the fol-
lowing URL.:

htt p: // ww. your server. conf servl et/ adm n

The upper portion of the Admin page accessed viathis URL isillustrated in Figure 1.

Serial Number: |

Mode: Demo

In Demo mode, ServletExec is fully functional for 100 requests.
After processing 100 requests, ServletExec changes to Lite mode.

Register |

Figure 1. Registering ServletExec

Notice that prior to being registered, ServletExec operates in “Demo” mode. While in
Demo mode, you have access to all ServletExec features, except that you won't be able to
enter the admin user name and password. This gives you an opportunity to “try before

you buy.”

ServletExec will process 100 HTTP requests while in Demo mode, then switch to “Lite”
mode. You can return to Demo mode by stopping and restarting your web server. There
is no limit to the number of times you can run ServletExec in Demo mode. Running
ServletExec in Demo mode is usually adequate for developing and debugging servlets.

While in Lite mode, the following ServletExec features are disabled:

» Servlet Aliases

» Servlet Chains

* Servlet Filters

* Remote Servlets

» Server-Side Includes (SSI), including #&ERVLET> tag
* Multiple Virtual Servers
» Session Tracking

* Page Compilation

» JavaServer Pages

* Presentation Templates
* File Upload Servlet

* IS Security
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Also, you won'’t be able to enter the admin user name and password while in Lite mode.
ServletExec will process an unlimited number of requests while in Lite mode, so you can
use it in this mode for free, forever!

You can register ServletExec while in either Demo mode or Lite mode by entering your
serial number and clicking “Register.” After ServletExec is registered you won't be able
to change the serial number. YOU MUST PURCHASE A SEPARATE SERIAL NUM-
BER FOR EACH WEB SERVER ON WHICH YOU INSTALL SERVLETEXEC. Do

not reuse the same serial number on multiple web servers, as this would be a violation of
the License Agreement.

Setting the Admin User Name & Password

After registering you should immediately assign the admin user name and password. This
is done from the same ServletExec Admin Ul page used to enter your serial number, as
illustrated in Figure 2 on page 6 (for Microsoft IIS on Windows NT, the “Admin Pass-
word” and “Confirm Password fields are not displayed; see further discussion below).

This user name and password will be required for all future access to the ServletExec
Admin Ul. For Microsoft IIS on Windows NT, the “Admin Password” and “Confirm
Password” fields are not displayed. Instead, the “Admin Username” must be that of a
Windows NT User. The password defined for the Windows NT User is used for authenti-
cating access to the ServletExec Admin Ul. Also, IS 4.0 users must make sure that Basic
Authentication is enabled (see Appendix A).

(If you forget your ServietExec Admin username and password, you can reset them by
deleting theservers. properti es file from theServl et Exec Dat a directory. This file
contains your ServletExec serial number and virtual server configuration data, in addition
to the admin username and password. If you delete this file you'll need to re-enter your
serial number and any virtual server configuration data you may have entered.)

Admin Username: |
Admin Password: |

Confirm Password: |

A]lowed[[’s:l*.*.*.*

Submit | Resetl

Figure 2. ServletExec Admin Username & Password

The Allowed IPs field allows you to specify a comma-separated list of IP addresses from
which clients are allowed to access the ServletExec Admin Ul. The specified IP ad-
dresses may include the’“character to represent all IP addresses in a subrange. For ex-
ample, the following list of IP addresses would allow access to the ServletExec Admin
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Ul from aclient with the IP address 168.121.97.133, or any IP address in the range from
204.84.126.1 to 204.84.126.255:

168. 121. 97. 133, 204. 84. 126. *

Access to the ServletExec Admin Ul is always alowed from the local machine on which
ServletExec is running regardless of the setting of the Allowed IPs field.

Unconfigured Servlets

Servlet class files are stored in the Ser vl et s directory. The default location of the Ser v-
| et s directory varies based on your operating system and web server. See the appropriate
Appendix for your web server for the location of the Ser vl et s directory. The name and
location of the Ser vl et s directory can be changed using the Configure Virtual Servers
feature of the ServletExec Admin Ul (see Chapter 2).

If you examine the Ser vl et s directory after installing ServletExec you'll find two files:

Dat eServl et. cl ass and Test Servl et. cl ass. Notice that the names of these files,
without the “ cl ass” extension, are the same names we used to invoke the sample serv-
lets in the URLs at the beginning of this chapter. This demonstrates how unconfigured
servlets are invoked: place the class file for the servlet within the Servlets folder, and then
invoke the servlet using a URL of the form:

htt p: // ww. your server. coni servl et/ Servl et Nane

whereww. your ser ver . comis the host name or IP address of your sengat,vi et/ is
a virtual directory that ServletExec maps to the physieall et s directory, andser v-
| et Nane is the name of the servlet class file without thel ‘ass” extension.

A servlet does not have to be configured if all of the following conditions are true:

* The class that implements theGet (), doPost (), Orservi ce() methods is not
part of a named Java package (the Java source file does not begimpauiklage
statement).

« The servlet class files all reside on the local web server within the Servlets folder
(see below for a discussion of servlets that consist of multiple class files).

» The servlet does not need to be initialized when the web server initializes.
* The servlet does not require initialization parameters.
* The servlet will never need to be manually unloaded.

* Only one instance of the servlet needs to be created.

If any of these conditions are not true, the servlet must be configured via the ServletExec
Admin Ul. See Chapter 2 for a discussion of configuring servlets.
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Servlets with Multiple Class Files

If aserviet consists of multiple class files, the individual class files may be stored directly
in the Ser vl et s directory or within a compressed or uncompressed Java . jar/.zip ar-
chive within the Ser vi et s directory.

If class files are placed directly in the Servl et s directory, the directory structure must
match the package structure of the classes. (Remember, in order to invoke an unconfig-
ured servlet, the class that implements the doGet (), doPost (), Or servi ce() methods
must not exist within a Java package and must reside directly within the Ser vi et s direc-
tory. Other classes, however, are free to exist within Java packages).

If classfiles are placed withinaJava. j ar/ . zi p archive, the name of the archive must be
the same as the name of the class that implements the doGet () , doPost (), Or ser vi ce()

methods, plus the .jar/.zi p extension. Classes within Java packages must be placed
within . j ar/. zi p archives under a directory structure that matches the package structure.
Java .jar/.zip archives must be placed directly within the Ser vl et s directory and not
within nested sub-directories.

Finally, classes that are shared by multiple serviets, or multiple instances of the same
servlet, cannot be placed in the Ser vl et s directory. Instead, such shared classes must be
placed in a directory that appears in the ServletExec classpath (see Chapter 2 for a dis-
cussion of the ServletExec classpath).

See Chapter 2 for amore detailed discussion of the Ser vl et s directory.

ServletExec Debugger

The best way to develop servlets that you plan to deploy on ServietExec is to use the
ServletExec Debugger 2.2. The ServletExec Debugger is a basic web server that has the
complete ServletExec servlet engine built in. The ServletExec Debugger alows you to
develop and debug servlets in an environment that very closely simulates the ServletExec
deployment environment.

The ServletExec Debugger can be used with amost any Java Integrated Devel opment
Environment (IDE) and comes with detailed instructions for use in the following popular
Java |DEs:

* Symantec Visual Café 2.5 and 3.0

» Borland JBuilder 2 and 3

* Metrowerks CodeWarrior Pro 5

* IBM VisualAge for Java 2.0

* Sybase PowerJ 3.0

Support for additional IDEs is being added continuously, so check our web site to see if
support for your favorite IDE has been added.
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The ServletExec Debugger can be downloaded from our web site:

http://ww. newat | ant a. conl downl oads/ | ndex. ht nl|

Best of al, the ServletExec Debugger is absolutely FREE for all users!

Technical Support

If you're having problems installing or using ServletExec, first check our on-line techni-
cal support FAQ:

http://ww. newat | ant a. conl support-faqg. ht n|

If you still need help after reviewing the FAQ, send us email describing the problem to:
Bupport @ewatT anta. conh

Please indicate the operating system and web server you're using, and provide a complete
description of the problem. You'll get a response within 24 hours (sooner in most cases).
Be sure to include your phone number so we can call you if necessary.

Also, consider joining the ServletExec mailing list, a public discussion forum for servlet
developers, and where we answer general questions about ServletExec.

To subscribe to the ServletExec mailing list, send email to:

LI st-request s@ewat | anta. com

and include the following text in the message body:

subscri be servl et exec

You'll receive a confirmation message with instructions on how to post messages to the
list and how to unsubscribe.

What Next?

By this point you should have verified your ServletExec installation and registered your
copy of ServletExec (or, you're running in Demo/Lite mode until you're ready to make a
purchase). Don't forget to set the admin user name and password after registering!

You also know how to access the ServletExec Admin Ul and invoke unconfigured serv-
lets. The ServletExec Admin Ul contains extensive online help and should contain all of
the information you need to use ServletExec’s features. However, if you prefer a length-
ler discussion or printed documentation, Chapter 2 discusses each of ServletExec’s fea-
tures in detail and describes how to configure them via the ServletExec Admin Ul.
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ServletExec Administration

Using the ServietExec Admin User Interface (Ul)

known as the ServletExec Admin Ul. You've already received an introduction to
the ServletExec Admin Ul if you've registered your copy of ServletExec as de-
scribed in Chapter 1.

3 Il ServletExec features are accessible from the administration user interface,

The ServletExec Admin Ul contains extensive online help that duplicates much of the
information contained in this chapter. After working with the ServletExec Admin Ul for a
short time you should be able to rely on the online help and may no longer need to refer
to this manual.

Access the ServletExec Admin Ul via the following URL (if you're running ServletExec
for Netscape/WAI or Apache, you must start the ServletExecWAI or ServletExecApache
application before you can access the ServletExec Admin Ul; see Appendix B3, C1, or
C2 for instructions):

htt p: //ww. yourserver. conf servl et/adm n

wherewww. your server . comin the above URL with the host name or IP address of your
server. If you haven'’t registered your copy of ServletExec the Register ServietExec page
is displayed as a result of entering this URL. After registering, the Configure Servlets
page is displayed for this URL.

The features of the ServletExec Admin Ul are grouped into five major headings as dis-
played in the menu on the left side of the ServletExec Admin Ul pages as illustrated by
Figure 3 on page 11. These headings are:

ServletExec- contains general features related to the overall operation of
ServleteExec including Help, Register, View Logs, and the
About page.

Servlets- contains features for configuring servlets, servlet aliases, serv-
let filters, and the servlet logging function.

Server-Side Includes contains features to configure ServletExec’s built-in Server-
Side Includes (SSI) functions such as page counters and the
SSil file cache.

10
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Advanced —contains advanced features such as configuring multiple virtual
servers, servlet security, session tracking, classpath, and the
Java Virtual Machine (VM) settings. This heading also con-
tains the Shutdown feature for stopping the ServletExec WAI
or ServletExec Apache application.

lIS Security— contains features to restrict access to servlets and URLs to
specified Windows NT users. This feature is available only for
Microsoft IIS.

The ServletExec Admin menu varies slightly based on your web server and operating
system. Except for the 1IS Security features, the differences are all in the options avail-
able under the Advanced heading; all other features (except IIS Security) are the same for
all web servers and operating systems.

ServietExec

Help

Register
About

View Logs

Servlets

Configure
Aliases

Filters
Logaing

Server-Side

Includes
Counters
File Cache

Advanced
Virtual Servers
Security

VM Seftings
Session Tracking

IS Security

Groups
Resources

Figure 3. ServletExec Admin Menu for Microsoft 11S

ServletExec for Microsoft IIS and Netscape/NSAPI allows you to specify Java Virtual
Machine (VM) configuration settings, including the classpath, using the VM Settings op-
tion. For ServletExec for Mac OS, the only Java VM setting that can be configured is the

11
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classpath; therefore, under Advanced options, ServletExec for Mac OS has a selection for
Classpath rather than VM Settings.

For ServletExec for Netscape/WAI and Apache, VM configuration settings are defined
when the ServlietExecWAI or ServlietExecApache application is started (see Appendix
B3, C1, and C2 for details). Therefore, the VM Settings page for ServletExec for Net-
scape/WAI and Apache only display information about the currently running VM, but do
not alow modification of the VM settings. Also, the ServlietExec for Netscape/WAI and
Apache admin menus contain an additional option to Shutdown the ServlietExecWAI or
ServletExecA pache application.

The ServletExec features can be accessed by clicking the hypertext links in the Serv-
letExec Admin Ul menu as illustrated by Figure 3 on p. 11. The sections below discuss
each feature in detail.

ServletExec

The menu options under the ServletExec menu heading contains general features related
to the overall operation of ServletExec including Help, Register, View Logs, and the
About page.

Help

Each of the ServletExec Admin Ul feature pages contains help text. In some cases, links
to additional help pages are aso provided. Therefore, this Help page smply contains a
brief description of each feature page.

Register

This page allows you to enter your serial number to register your copy of ServletExec. It
also allows you to set or change the admin user name and password, and the allowed cli-
ent |P addresses for accessing the ServletExec Admin Ul.

Prior to being registered, ServiletExec operates in “Demo” mode. While in Demo mode,
you have access to all ServletExec features, except that you won’t be able to enter the
admin user name and password. This gives you an opportunity to “try before you buy.”

ServletExec will process 100 HTTP requests while in Demo mode, then switch to “Lite”
mode. While in Lite mode, the following ServletExec features are disabled:

» Servlet Aliases

» Servlet Chains

» Servlet Filters

* Remote Servlets

» Server-Side Includes (SSI), including #&ERVLET> tag
* Multiple Virtual Servers

» Session Tracking

* Page Compilation

» JavaServer Pages

12
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* Presentation Templates
* FileUpload Servlet
* IS Security

Also, you won'’t be able to enter the admin user name and password while in Lite mode.
ServletExec will process an unlimited number of requests while in Lite mode, so you can
use it in this mode for free, forever! In order to switch back to Demo mode from Lite
mode you must restart your web server.

You can register ServletExec while in either Demo mode or Lite mode by entering your
serial number and clicking “Register.” After ServletExec is registered you won't be able
to change the serial number. YOU MUST PURCHASE A SEPARATE SERIAL NUM-
BER FOR EACH WEB SERVER ON WHICH YOU INSTALL SERVLETEXEC. Do

not reuse the same serial number on multiple web servers, as this would be a violation of
the License Agreement.

Setting the Admin User Name & Password

After registering you should immediately assign the admin user name and password. This
user name and password will be required for all future access to the ServletExec Admin
Ul. For Microsoft IIS on Windows NT, the “Admin Username” must be that of a Win-
dows NT User. The password defined for the Windows NT User is used for authenticat-
ing access to the ServletExec Admin Ul. Also, IIS 4.0 users must make sure that Basic
Authentication is enabled (see Appendix A).

The Allowed IPs field allows you to specify a comma-separated list of IP addresses from
which clients are allowed to access the ServletExec Admin Ul. The specified IP ad-

dresses may include the’“character to represent all IP addresses in a subrange. For ex-

ample, the following list of IP addresses would allow access to the ServletExec Admin

Ul from a client with the IP address 168.121.97.133, or any IP address in the range from
204.84.126.1 to 204.84.126.255:

168. 121. 97. 133, 204. 84. 126. *

Access to the ServletExec Admin Ul is always allowed from the local machine on which
ServletExec is running regardless of the setting of the Allowed IPs field.

About
This page displays the ServletExec version humber. Also contains information for sign-
ing up for the ServletExec mailing list (a discussion forum for servlet developers).

View Logs

This page allows you to view the contents of various log files created by ServletExec as
illustrated in Figure 4. Select the log file you wish to view from the pop-up menu. These
log files are described below.

ServletExec creates a log file nam&d vl et Exec. | og in the ServiletExec installation
directory to which it writes informational and error messages. Output from calysto
tem out andsystem err made by servlets are also written to $aevl et Exec. | og file.

13
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When servlet logging is enabled (see Logging, p. 23) and a servlet invokes its | og()
method, the output is written to the Servl et . | og file in the Servl et Logs directory.
Note that ServletExec buffers output to the Servl et . | og file; use the Flush Log Buffer
button to immediately write the contents of the buffer to the log file.

Log File: |Sewlet_|og |

Display Last: |25 Entries

Yiew Log File | Reset |

Flush Log Buffer |

NOTE: the Servlet.log tile may have entries cached in memory so you
should flush the log buffer before viewing thiz log file.

Figure 4. View Logs Admin Page

For Microsoft 1S and Netscape FastTrack & Enterprise on Windows, ServletExec creates
a log file named Servl et ExecNat i ve. | og in the ServletExec installation directory to
which it writes informational and error messages generated by the native code portions of
ServletExec.

Servlets
The menu options under the Servlets heading contain features for configuring servlets,
servlet aliases, servlet filters, and the servlet logging function.

Configure

In some cases ServletExec can execute servlets without being configured. However, in
many cases it's necessary to configure servlets before they can be invoked. Gesvlets
be configured if any of the following conditions are true:

* The class that implements theGet (), doPost (), Orservi ce() methods is part
of a named Java package (if the Java source file begins withkage state-
ment).

» The servlet classes are to be loaded from a remote web server.
* The servlet needs to be initialized when the web server initializes.
* The servlet requires initialization parameters.
* The servlet may need to be manually reloaded.
* More than one instance of the servlet needs to be created.
If none of the above conditions are true for a servlet, the servlet can be invoked without

being configuredFor unconfigured serviets, the Serviet Name is the name of the class
that implements the doGet (), doPost (), Or service() methods. Use this class name

14
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wherever you would use the Servlet Name in the following discussion (also see the dis-
cussion of unconfigured servletsin Chapter 1).

Figure 5 shows the configuration of a fictional servlet, as it would appear in the Serv-
letExec Admin Ul. Thisfigure will be used to illustrate the following discussion. Config-
ured servlets are listed on the configuration page in alphabetical order based on Servlet
Name.

Servlet Name: |Foobar

Servlet Class: Inewatlanta. servlets.FoobarServlet

Code Base: |
Initialization foo=true, bar=false ;|
Arguments:
=
Init Load Order: Il ¥ Loaded Submit | Reset |

Figure5. Servlet Configuration Admin Page

Invoking Servlets

Servlets can be invoked by specifying the Servlet Name in a URL or within the
<SERVLET> tag of a server-side includes (SSI) page (refer to the SSI documentation in
Chapter 3 for a description of the <SERVLET> tag). When invoking servlets via URLS,
precede the Servlet Name with the / ser vl et/ virtual directory. For example, the follow-
ing URL invokes the servlet named Foobar:

htt p: //ww. newat | ant a. conf servl et/ Foobar

The /servl et/ virtua directory, Servlet Name, and Servlet Class are case-sensitive. In
this example, the doGet () or service() method of the Servlet Class corresponding to
Foobar getsinvoked. In this example the Servlet Classis:

newat | ant a. ser vl et s. Foobar Ser vl et

Notice that the Servlet Class specifies the full name of the class including package infor-
mation. Also, notice that the mapping of Servlet Names to Servlet Classes is arbitrary;
that is, there are no rules for defining Servlet Names based on the value of Servlet Class.

Again, / servl et/ inthe above URL isavirtua directory that gets mapped to a physical
directory by ServletExec when it looks for the Servlet Class (see the following discussion
on Servlet Directories).

One instance of the Servlet Class is created for each Servliet Name configured for that
class. Multiple Servlet Names may be configured for a Servlet Class to create multiple
Instances of that class; this may be useful if servlet behavior is controlled by initiaization
arguments because different instances of a Servlet Class could be given different initiali-
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zation arguments. The instance that gets invoked is determined by the Servlet Name
specified in the URL.

Servlet Directories

Servlet classes can reside on the local web server or a remote web server. By default, lo-

cal classes are placed in the Servi ets directory. This is the directory to which the
/'servl et/ virtua directory gets mapped for local serviets. (Microsoft 1IS users: do not
create a “servlet” virtual directory! ServletExec performs this mapping internally. If you
create an IIS virtual directory named “servlet” it will interfere with ServletExec’s opera-
tion).

The default location of thger vl et s directory varies based on your operating system and
web server. See the appropriate Appendix for your web server for the location of the
Servl et s directory. The name and location of the vi et s directory can be changed
using the Configure Virtual Servers feature of the ServletExec Admin Ul (see below).

Servlet classes can be stored in Jgwa /. zi p archives within theser vl et s directory,

or the individual cl ass files can be placed in tlser vl et s directory. In the latter case,
the directory structure within thger vl et s directory must reflect the package structure
of the classes. For example, the directory structure for the servlet ngassl an-

ta. servl et. Foobar Servl et would appear as follows:

Servl ets

+- newat | ant a

+-servl et

+Foobar Ser vl et . cl ass

If a servlet’s classes are stored in a Jgwa /. zi p archive, the archive file name must
be the same as the name of the class that implementsdétg ) , doPost (), Or ser v-

i ce() methods, excluding package information. For example, jtae archive fornew

atl anta. servl et. Foobar Servl et would be named-oobarServiet.jar and placed
directly in theSer vl et s directory:

Servl ets

+- Foobar Servl et . jar

Finally, classes that are shared by multiple servlets, or multiple instances of the same
servlet, cannot be placed in ther vl et s directory. Instead, such shared classes must be
placed in a directory which appears in the ServletExec classpath (see the Mdading
Settings, below, for a discussion of the ServletExec classpath).

Remote Servlets

For servlet classes that reside on remote web servers, the Code Base parameter specifies
the location of the directory ofj ar/ . zi p archive that contains the servlet classes. For
example:
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htt p: // ww. newat | ant a. contf cool servl ets/

htt p: //ww. newat | ant a. conf servl ets/ cool servlet.jar

The directory specified by the Code Base parameter is the directory to which the
I/ servl et/ virtua directory gets mapped for remote servlets. The Code Base parameter
isnot used for local servlets.

Remote servlets are always untrusted and therefore have the following restrictions:

* cannot use Java networking classes

» canonly read alimited set of System properties
» cannot invoke an external (native) process

» cannot load adynamic (native) library

» cannot create a class loader

» cannot perform any operations on files

* cannot set stream and socket handler factories

e cannot initiate print job requests

» cannot access the system clipboard

Because of these security restrictions, remote servlets must exist as asingle . cl ass file
or.jar/.zip archive. A security exception will occur if aremote servlet existsin multi-
ple. cl ass files.

Servlet Loading & Initialization

Initialization arguments are passed to the servlet’'s i nit () method when the servlet is
loaded. Initialization Arguments are specified as comma-separated name-value pairs; the
“value” must be enclosed in single- or double-quotation marks if the value contains either
the equals sign=f or comma () characters. Otherwise, the quotation marks are optional.
For example:

namel=valuel, name2="value2, in quotes”, name3=value3

Normally, servlets are loaded and initialized the first time they're invoked. In some cases
it may be desirable to load servlets when ServletExec initializes (when the web server
initializes). For example, a servlet may create a background thread that needs to be run-
ning before the servlet is invoked the first time.

The Init Load Order parameter takes a numeric value that specifies the order in which
servlets are loaded during ServletExec initialization. If this parameter is left blank the
servlet is not loaded during ServletExec initialization, but will be loaded the first time it's
invoked.

The Loaded checkbox indicates whether a servlet is currently loaded. Servlets can be
manually loaded by checking the Loaded checkbox (and submitting the form). Servlets
can be manually unloaded by unchecking the Loaded checkbox (and submitting the
form). Unloading servlets manually can be useful when modifications are made to remote
servlet classes, or when changing servlet initialization arguments.
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Local servlet classes are examined for modifications whenever the servlet is invoked; the
new classes are loaded if changes are detected (even if the class files reside in a Java
.jar/.zip archive). Remote servlet classes are not checked for modifications when in-
voked because this could cause unacceptable performance degradation due to networking
delays. Manually unloading a remote servlet will cause the classes to be reloaded the next
time the servlet is invoked. In this manner, ServletExec can be forced to reload modified
remote servlet classes.

Aliases

Servlet aliases provide an aternative to the/ ser vl et / Ser vl et Nane method of invoking
servlets. Servlet Aliases also provide a mechanism for specifying servlet chains for re-
guest processing (servlet chains are discussed in more detail below). Figure 6 illustrates
the configuration of several servlet aliases and serves as a reference for the remainder of
this discussion.

The Servlet Name(s) with which a Servlet Alias is associated must be configured using
the Configure Servlets page as described above.

Servlet aliases are case-sensitive and exist in two forms: suffix and prefix. A suffix aias
is one that begins with*"; any URL that ends with the suffix invokes the specified
servlet or servlet chain.

Alias Servlet Name(s)
| |
Ifdate IDatESerlet
Ifsv Iinvoker
I*.foobar IFDDSerlet,BaISErlet
I*.jhtml IJISerlet
*.shtml 353I%ervlet
| |

Submit | Reset |

Figure6. Serviet Aliases

For example, in Figure 6, both “shtm ” and “.foobar” define suffix aliases. The

“x_ shtnl " alias is defined by the default ServletExec configuration and causes all URLs
ending with the “sht ni ” extension to be processed by ServletExec’s internal SSIServlet.
(Note that you can change the extension used by ServletExec for SSI file processing by
changing this default suffix alias). With this configuration, the following URLs will be
sent to ServletExec’s internal SSIServlet for processing:

htt p: //ww. newat | ant a. cont ssi exanpl e. shtni

http://ww. newat | ant a. conf ssi exanpl e. sht m ?quer y=ar gs
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htt p: // ww. newat | ant a. conl sone/ pat h/ nyfil e.shtn

As illustrated by the*. shtm ” and *. f oobar ” examples, suffix aliases are often used

to implement “file extension mapping.” That is, any file with the specified extension is
mapped to the specified servlet or servlet chain. However, there is no requirement to limit
use of suffix aliases to file extensions.

Any alias which is not a suffix alias (does not being witt) is automatically a prefix
alias. In Figure 6,/“dat e” is a prefix alias; any URL beginning with this prefix is routed
to the DateServlet for processing, for example:

htt p: //ww. newat | ant a. coni dat e
http://ww. newat | ant a. conf dat eof t oday
http: //ww. newat | ant a. conf dat e/ t oday. ht m

Note that if you don't include the path separator, When configuring a prefix alias
then ServletExec adds it automatically.

If a URL matches both a prefix and suffix alias, only the servlet or servlet chain associ-
ated with the prefix alias is invoked (prefix aliases are checked before suffix aliases). The
order in which URLs are compared to servlet aliases is the order in which they're listed
on the ServletExec Admin Ul page as illustrated in Figure 6.

Netscape WAI Aliases

For ServlietExec for Netscape/WAI, in addition to configuring servlet aliases via the
ServletExec Admin Ul, you must also addNaneTrans directive to the Netscape
obj.conf configuration file for each alias. TheameTr ans directives for the aliases in
Figure 6 would appear as follows:

NameTrans fn="assign-name” from="/date*” hame="servletexec”
NameTrans fn="assign-name” from="/sv*” name="servletexec”
NameTrans fn="assign-name” from="*.foobar” name="servletexec”
NameTrans fn="assign-name” from="*.shtml|” name="servletexec”
NameTrans fn="assign-name” from="*jhtml” name="servletexec”

Note that for suffix aliases, the “from” parameter of HageTr ans directive takes the
same form as the alias as configured in the ServletExec Admin Ul. For prefix aliases, the
“f r o’ parameter includes an additional trailing asterisR)(*

See Appendix B3 for more information regardingdhgconf file for Netscape/WAI.

Apache Aliases
(Note: beginning with Apache 1.3.4, use of $he.conf configuration file has been dep-
recated, and all configuration directives are now placecpd.conf).

For ServletExec for Apache, in addition to configuring servlet aliases via the ServletExec
Admin Ul, you must all add directives to the Apach@.conf configuration file for each
alias. For each suffix alias, adHandl er directive must be added tom.conf in the
following format:
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AddHandl er servl et-exec <suffix-alias>

For each prefix alias, a Locati on directive must be added to srm.conf in the following
format:

<Location /prefix-alias>
Set Handl er servl et - exec
</ Locati on>

The Apache srm.conf directives for the servlet aliases in Figure 6 would appear as fol-
lows:

<Locati on /date>
Set Handl er servl et - exec
</ Locati on>

<Location /sv>
Set Handl er servl et - exec
</ Locati on>

AddHandl er servl et - exec foobar
AddHandl er servl et-exec shtm
AddHandl er servl et-exec jhtn

See Appendices C1 and C2 for more information regarding the Apache srm.conf file and
configuring servlet aliases.

Servlet Chains

Servlet chains can be configured to allow multiple servlets to process a request. Servlet

chains are defined by specifying multiple Servlet Names, separated by commas, for a
servlet dlias. In Figure 6, the *. f oobar ” suffix alias is associated with a servlet chain.
Requests for URLs that end with thef 6obar” file extension are first processed by
FooServlet. The output stream from FooServlet is directed to the input stream of
BarServlet, which then produces the final output stream that is sent to the client.

Generally, servlets must be specifically designed by the servlet developer to participate in
servlet chains. The exception is the first servlet in the chain, which is not required to do
any special processing to participate in the chain. Servlets that are not first in the servlet
chain must read the output stream of the previous servlet in the chain.

(Servlet Developers: the “output stream of the previous servlet in the chain” is read from
a Ser vl et | nput St r eam object, which is retrieved by invoking thet | nput St reant()
method on thet t pSer vl et Request Or Ser vl et Request Object passed as a parameter to
your servlet'ser vi ce(), doGet (), ordoPost () method.)

One possible use of servlet chains is to implement a complex servlet as a chain of modu-
lar servlets. Another possible use is to implement a “post-processing” servlet that could

be chained to any other servlet (this specific, or per-chain post-processing is in contrast to
the generic post-processing facility provided by Servlet Filters, discussed in the next sec-
tion).
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The “invoker” Servlet

ServletExec recognizes a special Servlet Name that can be used to provide alternatives to
the/servl et/ virtua directory used in URLS to invoke servlets (see the heading Invok-
ing Servlets, above). The Servlet Name i nvoker may be mapped to prefix aiases asil-
lustrated in Figure 6. The name i nvoker must be al lowercase, and the prefix alias must
not end with 7”. In this case, the virtual directorygv/ may now be used in URLSs to in-
voke servlets. For example:

http://ww. newat | ant a. coni sv/ Test Ser vl et

Thei nvoker cannot be used in servlet chains.

Servlets as Default Pages

ServletExec allows you to invoke servlets as default pages for a web server based on suf-
fix aliases. For example, if the default page for the web server is configured as

i ndex. shtm , ServletExec will translate directory index requests (URLs ending with
“I™) to “/index. shtm " and then forward the request to the SSIServlet (because of the
*. shtnl suffix alias).

Generally, there must be a file that matches the default page name in the directories for
which this feature is enabled. For example, assume a suffix-aliasiis defined for the
DateServlet and a default paigedex. dt mis specified for the server. In this case a file
namedi ndex. dt m must be placed in directories for which the DateServlet is to be in-
voked as the default page. The contents of tlaex. dt mfile are irrelevant.

Invoking servlets as default pages in this manner is supported for the following web serv-
ers (with limitations, if any, described below):

* Netscape FastTrack & Enterprise for Solaris (NSAPI)

* Netscape FastTrack & Enterprise for Windows (NSAPI)
* Microsoft IS

* Apache Server

Invoking servlets as default pages is not supported for the following web servers:

* Netscape Enterprise/WAI
* MacOS web servers

Details of how this feature is implemented for different web servers, and their limitations
(if any), are described in the following sections.

Netscape FastTrack & Enterprise (NSAPI)

With Netscape FastTrack & Enterprise (NSAPI) servers, ServletExec determines the de-
fault pages by extracting them from the following directive inotfjeonf file:

PathCheck fn="find-index” index-names="<default1>,<default2>"
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When ServletExec receives a request for a directory index (a request URL ending with

“/™) it searches the directory for a default page in the order in which the default pages are
listed in thePat hCheck directive inobj.conf. If ServletExec finds a default page that
maps to a servlet via a servlet alias, then the servlet is invoked to process the request.

When the default pages in tipat hCheck directive inobj.conf are modified, the web
server must be restarted for ServletExec to pick up the changes.

Microsoft 1IS 3.0

Microsoft 1IS 3.0 allows only one default page to be configured. When ServletExec re-
ceives a request for a directory index (a request URL ending withif‘the default page
maps to a servlet via a servlet alias, then the servlet is invoked to process the request.

The known limitations for invoking servlets as default pages with 1IS 3.0 are:

1. When the IIS 3.0 default page setting is modified, ServletExec must be re-initialized
in order for it to pick up the change. For IIS 3.0 this requires stopping all of the IIS
services (FTP, WWW, Gopher) and then re-starting them.

2. If the default page maps to a servlet and a request is received for a directory that
doesn’t contain a default page, the servlet will be invoked to process the request any-
way.

Microsoft 1S 4.0

Microsoft IS 4.0 keeps a master list of default pages for all web sites and virtual directo-
ries, and also allows each web site and virtual directory to have its own list of default
pages. ServletExec only uses the first default page in the master list of default pages for
invoking servlets. When ServletExec receives a request for a directory index (a request
URL ending with 77), if the first default page in the master list of default pages maps to

a servlet via a servlet alias, then the servlet is invoked to process the request.

The known limitations for invoking servlets as default pages with IS 4.0 are:

1. When the default page setting is modified, ServletExec must be re-initialized in order
for it to pick up the change. For IIS 4.0 this requires stopping the [IS Admin Service
from the services control panel and then re-starting the web server.

2. If the default page maps to a servlet and a request is received for a directory that
doesn’t contain a default page, the servlet will be invoked to process the request any-
way.

3. The first default page in the master list of default pages is used for all web sites and
virtual directories.

Apache Server

(Note: beginning with Apache 1.3.4, use of $he.conf configuration file has been dep-
recated, and all configuration directives are now placecpd.conf).
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Default pages for the Apache Server are defined using the Di rect oryl ndex variable in

the srm.conf file. When ServletExec receives a request for a directory index (a request

URL ending with 77) it searches the directory for a default page in the order in which
the default pages are listed in thie ect or yl ndex variable insrm.conf. If ServletExec

finds a default page that maps to a servlet via a servlet alias, then the servlet is invoked to
process the request. There are no limitations for invoking servlets as default pages with
the Apache Server.

Filters

Servlet filters provide a facility for doing response post-processing based on the MIME
type of the response. For example, in Figure 7 the servlet named Foobar is configured to
filter MIME type “f oo/ bar”. Any output response stream with MIME typeo®/ bar”
produced by any servlet is redirected to the input stream of servlet Foobar.

(Servlet Developers: the “output response stream” is read fresnvaet | nput St r eam
object, which is retrieved by invoking tlaet | nput St rean() method on thet t pSer v-
| et Request Or Servl et Request Object passed as a parameter to your serdet’s-
i ce(),doGet (), ordoPost () method.)

Mime Type Servlet Iame

Ifnnfbar Ianbar

Submit | Reset |

Figure7. Serviet Filters

Before being configured as a servlet filter, the Servlet Name must be configured using the
Configure Servlets page as described above. Only one servlet filter can be configured per
MIME type and servlet chains cannot be used as servlet filters. Also, MIME types are
case-sensitive.

Only one filter is applied per response. That is, if a servlet that is acting as a filter pro-
duces a response with a MIME type that is also mapped to a servlet filter, the second fil-
ter is not applied. This is done to prevent infinite loops of filters. For example, if the Foo-
bar servlet produces a response with MIME typefob/ bar ” that response will not be
redirected back to the Foobar servlet a second time.

Logging

When servlet logging is enabled and a servlet invokesogs) method, the output is
written to a file nameder vl et. | og in theServl et Logs directory. For virtual servers,
sub-directories are created within teervl et Logs directory for each virtual server.
Servlet logging can be enabled or disabled from the ServletExec Admin Ul as illustrated
in Figure 8 on page 24.
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Servlet log entries are buffered in memory by ServletExec and only writtento t he Serv-
| et. | og file after the buffer limit is exceeded. The default buffer limit is 40 entries. The
Flush Log Buffer button causes ServletExec to immediately write the contents of the
buffer to thelogfile.

ServletExec will continue writing entries to the Ser vl et . 1 og file until the log rollover
limit, as specified in K bytes, is reached. When the log rollover limit is reached, the
Servl et. | og file is renamed Servl et . | og. x, where “x” is incremented by 1 for each
rollover, and a nevger vl et . | og file is created. The default log rollover limit is 100K
bytes.

Servlet Logging: & Enabled © Disabled
Servlet Log Buffer Limit: |4 0 Log Entries

Servlet Log Rollover Limit: IlU 0 K Bytes

Submit | Resetl

Flush Log Buffer |

Figure 8. Servlet Logging

Server-Side Includes

The menu options under the Server-Side Includes heading includes features for configur-
ing the page counter and file cache options of ServletExec’s built-in Server-Side Includes
(SSI) servlet. Chapter 3 of this manual contains a detailed description of ServletExec’s
built-in SSI features.

Counters

Page counters are created using#m@int er SSI command. The ServletExec Admin Ul
displays the name of each page counter, its current value, and the date and time it was last
reset to O (zero) as illustrated in Figure 9 on page 25. A page counter can be manually
reset to zero by clicking the “Zero” button associated with the counter. A page counter
can be removed by clicking the “Remove” button associated with the counter.

Removing a page counter has a similar effect as resetting it to zero. That is, if a page
counter is removed, when the SSI page referencing that counter is next served the counter
will be recreated with a value of 1 (one). A page counter should be removed when refer-
ences to it are removed from SSI pages (or the SSI pages referencing the counter are re-
moved from the web site).
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581 Counters

| Name |Va]ue ‘ Last Zeroed | Commands

|sitecounter |4 ‘Tue Jun 16 02:0%.30 EDT 19958 | Zernl Femove |

Figure9. SSI Counters

File Cache

For performance reasons, ServletExec stores SSI pages in memory as they're referenced.
The default size of the file cache is 100K bytes. The size of the file cache can be changed
by entering the new value (measured in K bytes) and clicking the Submit button.

When an SSI page is modified the file cache should be flushed so that the new page will
be read from disk the next time it's referenced. Otherwise, ServletExec will continue to
use the old file from its cache. Clicking the “Flush Cache” button will flush the SSI file
cache.

The SSI file cache should be disabled when developing SSI pages so that the latest ver-
sion of the SSI page will always be used. Re-enable the SSI file cache after the SSI pages
are finished.

File Cache: & Enabled  Disabled

File Cache Size: |1DD E Btes

Submit | Reset |
Flush Cache |

Figure 10. SSI File Cache Settings

Advanced

The menu options under the Advanced heading includes features for configuring multiple
virtual servers, servlet security, and Java VM settings (including the classpath variable).

Virtual Servers

“Multi-hosting” is a web server feature whereby a single physical server hosts multiple
virtual servers with different domain, or host, names. For example, a single physical
server may host bothwiw. abc. com” and “www. xyz. conf.

In multi-hosting environments, ServletExec configuration options can be set separately
for each virtual server. Additionally, a separate admin user name and password, and al-
lowed client IP addresses for accessing the ServletExec Admin Ul can be defined for
each virtual server.
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Hardware & Software Virtual Servers

Virtual server implementations come in two forms. One form, known as “Hardware Vir-

tual Servers” or “IP-based Virtual Servers” assigns a different IP address to each virtual
server. In the other form, known as “Software Virtual Servers,” the physical server has
only a single IP address. The main effect on ServletExec of the form of virtual server im-
plementation in use is the manner in which the document root directory is defined for
each virtual server.

Most of the configuration for ServletExec to support multiple virtual servers is done via
the ServletExec Admin Ul; further details are provided below. For Netscape and Apache
servers, additional directives may be needed irotjeonf or httpd.conf configuration

files, respectively. See the appropriate appendices for additional discussion of these con-
figuration files.

Microsoft IIS

Microsoft IS only supports virtual servers on Windows NT Server; virtual servers are
not supported on Windows NT Workstation or Windows 95/98. IIS 3.0 only supports
hardware virtual servers; IS 4.0 supports both hardware and software virtual servers.

The document root directory is specified for each virtual server during IS configuration.
For each IIS virtual server, you must define a virtual directory that maps to the physical
directory that contains th&r vi et Exec_I SAPI . dI | file. The virtual directory must have
execut e permission enabled. For the default web site, this istRePTS virtual direc-

tory, which maps t@: \ I net Pub\ Scri pts.

Netscape FastTrack & Enterprise

Netscape web servers support both hardware and software virtual servers. For hardware
virtual servers, a separataneTrans entry must be added to tlej.conf file for each

virtual server. See Appendices B1 and B2 for discussions afbjlvenf file. For soft-

ware virtual servers, the web server document root is the document root directory for all
virtual servers; no additional configuration is required for ServletExec.

In addition to supporting multiple virtual servers, Netscape web servers allow you to in-
stall multiple instances of the web server. Each server instance is associated with a
unique IP address and/or port. You must install ServletExec separately for each Netscape
server instance, and the server instances (and ServletExec) are configured independently,
as if each were a standalone server. (Note that when using this configuration, you must
purchase a unique ServletExec serial number for each Netscape server instance with
which ServletExec will be installed).

Apache Server

The Apache server supports both hardware and software virtual servers. In either case,
virtual servers are configured usiag rt ual Host > directives within thenttpd.conf con-
figuration file. See Appendices C1 and C2 for discussions of directives within the
httpd.conf file as they relate to servlet aliases and virtual servers.

When the ServletExecApache application is launched, the root document directory for
each virtual server must be specified. See Appendices C1 and C2 for further discussion.
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In addition to supporting multiple virtual servers, the Apache server alows you to install
multiple instances of the web server (referred to as multiple daemons in the Apache man-
ual). Each server instance is associated with a unique IP address and/or port. Y ou must
install ServletExec separately for each Apache server instance, and the server instances
(and ServletExec) are configured independently, as if each were a standalone server.
(Note that when using this configuration, you must purchase a unique ServletExec seria
number for each Apache server instance with which ServletExec will be installed).

Mac OS Web Servers

Web servers running on Mac OS 8.0 or earlier with Open Transport 1.2 or earlier can
only support software virtual servers; web servers running on Mac OS 8.1 or later with
Open Transport 1.3 or later can support both software and hardware virtual servers. Mac
OS web servers implement virtual servers via plug-ins provided by the server vendor or
third parties. For alist of third-party plug-ins see:

nttp://ww?2. starni ne. cont ext endi ngwebstar/ nul tidom t npl]

These multi-hosting plug-ins require you to configure the document root directory for
each virtual server.

For plug-ins that implement version 1.2 of the WebSTAR API (W*API), you must con-
figure ServletExec to use the same document root directory as configured for the multi-
hosting plug-in for each virtual server. For plug-ins that implement version 1.3 of the
W*API, configure the document root directory for every virtual server as “.” (as it is for
the “default” server). Consult your plug-in vendor to determine which version of the
W*API it implements.

The “default” Server

The configuration options for a server named “default” are created automatically by
ServletExec the first time it initializes. ServletExec uses the configuration options for the
default server when an HTTP request is received for an unconfigured virtual server.

For Windows and UNIX web servers it's not necessary to configure all (or any) virtual
servers; ServletExec will use the configuration options for the default server for uncon-
figured servers. For Mac OS web servers and multi-hosting plug-ins that implement ver-
sion 1.2 of the W*API, younust configureall virtual servers in multi-hosting environ-
ments. This is because of the way the document root directory is specified for Mac OS
web servers (see the discussion of Mac OS web servers, above). For Mac OS web servers
and multi-hosting plug-ins that implement version 1.3 of the W*API, ServiletExec will
use the configuration options for the default server for unconfigured servers.

For single-host environments on Windows, UNIX, and Mac OS, do not configure a vir-
tual server. Instead, use (or modify) the configuration options for the default server.

Configuring a Virtual Server

Figure 11 on page 28 illustrates how to configure a virtual server using the ServiletExec
Admin Ul In order to configure a virtual server you must specify the host name of the
server (i.e., vmw. abc. cont) in the Server Name field and the path to the Servlets Direc-
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tory. For Windows and UNIX web servers the Servlets Directory path must be specified
asafull path. For Mac OS web servers the Servlets Directory path may be specified as ei-

ther a full path or a relative path from the web server’s root directory (in the latter case,
ServletExec will display the directory as a full path after you click “Submit”). Multiple
virtual servers may share a Servlets Directory.

Server Name: |default

Servlets Directory: IC:\InetPuh\Ser\rletExec ISAPIServiets),

User Name: |

Allowed IPs: |*.*.*.*

Error Page:l Submit | Reset |

Figure 11. The “default” Virtual Server

For Windows, use the " character as the file separator when specifying directory paths;
for UNIX, use 7”; for Mac OS, use . All path specifications must end with the file
separator; if you omit it, ServletExec will add it for you. Here are some examples of path
specifications for theer vl et s directory:

Windows: C:\ I net Pub\ Ser vl et Exec | SAPI\ Servl et s\
UNIX: [ usr/ net scape/ sui t espot/ docs/

Mac OS (relative): : Servl et Exec 2.2:Servlets:

Mac OS (full): Power HD: WebSTAR: Ser vl et Exec 2.2: Servlets:

For Mac OS web servers you must also specify the path to the document Root Directory
for the virtual server. This directory must be specified as a relative path from the web

server’s root directory and must match the document root directory in the configuration

of the virtual server plug-in (see the discussion of Mac OS web servers, above). If the
web servers’ root directory is to be used as the virtual server’s root directory, you must
specify “ ” for the Root Directory entry. Here are some examples:

specifies that the virtual server's document root directory is the
same as the web server’s root directory

:domai nl:  specifies that the virtual server's document root directory is the
“domainl” sub-directory within the web server’s root directory

The Error Page field is used to specify a URL that will be invoked by ServletExec when
an error occurs during processing of a servlet for the virtual server. URLs must be speci-
fied as relative paths from the web server root, for example:

[error. htn

/ servl et/ MWErrorServl et
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The User Name and Allowed IPs fields are discussed below.

Administering Virtual Servers

After configuring virtual servers, any time you access a ServletExec Admin Ul page, the

host name of the virtual server is displayed at the top of the pagewf t " is displayed

for the default server (prior to configuring virtual servers all pages operate on the default
server, anddef aul t ” is omitted).

The user name and password defined for a virtual server provide access to the configura-
tion options for that server. For Microsoft 1IS on Windows NT, the “Password” field is
not displayed. Instead, the “User Name” must be that of a Windows NT User. The pass-
word defined for the Windows NT User is used for authenticating access to the Serv-
letExec Admin UL.

The Allowed IPs field allows you to specify a comma-separated list of IP addresses from
which clients are allowed to access the ServletExec Admin Ul for a virtual server. The
specified IP addresses may include th& ¢haracter to represent all IP addresses in a
subrange. For example, the following list of IP addresses would allow access to the
ServletExec Admin Ul from a client with the IP address 168.121.97.133, or any IP ad-
dress in the range from 204.84.126.1 to 204.84.126.255:

168. 121. 97. 133, 204. 84. 126. *

Access to the ServletExec Admin Ul is always allowed from the local machine on which
ServletExec is running regardless of the setting of the Allowed IPs field.

To access the admin pages for a virtual server, use the following URL:

http://<server name>/servlet/admn

where<server name> is the host name of the virtual server. If the user name and pass-
word for a virtual server are not defined (are left blank), only the ServletExec Admin user
(as defined on the Register page) can access the configuration options for that server. The
ServletExec Admin user name and password can be used to access the options for any
virtual server.

To access the configuration options for the default server, use the host name of an uncon-
figured server or the IP address of the server assihever nane> in the admin URL. If
multiple hardware virtual servers are defined, use the IP address of any virtual server.
Only the ServletExec Admin user is allowed to access the configuration options for the
default server.

Only the ServletExec Admin user is allowed to access the following ServletExec Admin
Ul pages:
* Register

* Logging
* Virtual Servers
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e Security
* VM Settings (or Classpath)
* Session Tracking

Compatibility with Older Browsers

In order to support multiple virtual servers, ServletExec relies on receiving the server

host name from the browser in the Host field of the HTTP request headers. Some older

browsers do not set the Host field; when receiving requests from these browsers, Servlet-

Exec uses the configuration for the default server. If there is no default server configured,

the browser will receive a “404 Not Found” result. If there is a default server configured,
servlets that access files (such as the internal SSIServlet) may have problems because
they may not receive the proper document root directory for the virtual server.

The following browsers are known to support the HTTP request header Host field:

* Netscape Navigator 2.0 and higher (Windows, UNIX, and Mac OS)
* Microsoft Internet Explorer 3.0 and higher (Windows)
* Microsoft Internet Explorer 2.1 and higher (Mac OS)

Security

By default, servlets that reside on the local web server have very broad security privileges
and almost unlimited access to services provided by the host operating system. Remote
servlets, on the other hand, are always untrusted and severely limited security privileges
(see the section on configuring servlets, above).

It's possible to limit the security privileges of local servlets, and to define such limits per
virtual server. This feature is particularly useful to web hosting service providers who are
hosting multiple domains on a single physical server, because servlet security privileges
and restrictions can be set per domain.

The following security privileges can be enabled or disabled for local servlets per virtual
server:

* Networking (Listen) when enabled, allows servlets to create network sockets to
listen for incoming connections.

» Networking (Connect)when enabled, allows servlets to create network sockets to
initiate outgoing connections.

» System Properties (Readyhen enabled, allows servlets to read Java VM system
properties. This privilege should remain enabled in most cases because some sys-
tem classes (such as PrintWriter) need access to system properties.

» System Properties (Writejvhen enabled, allows servlets to write Java VM sys-
tem properties.

« Start New Processvhen enabled, allows servlets to invoke external (native) oper-
ating system processes.
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* Load Dynamic Library, when enabled, allows serviets to load native libraries.
This privilege must remain enabled if servlets use third party libraries that invoke
native modules (such as the JDBC-ODBC bridge).

e Create Class Loader, when enabled, allows servlets to create custom Java class
loaders. This privilege should remain enabled in most cases because the Serv-
letExec built-in SSIServlet, JSPServiet, and JiServlet must be able to create cus-
tom class loaders.

e Set Factory, when enabled, allows servlets to set socket and stream handler facto-
ries.

» Print Job Access, when enabled, allows servlets to initiate print job requests.

» Clipboard Access, when enabled, allows servlets to access the system clipboard.

In addition to specifying these privileges, it's possible to define the directories and files
to which servlets have read and/or write access. The valué gives servlets unlimited
access to directories and files (this is the default).

If you decide to restrict servlet access to specific directories, keep in mind that servlets
must have access to the following directories:

1. thesServl et s directory for the virtual server

2. the properties directory for the virtual server, for example:
C:\ | net Pub\ Servl et Exec | SAPI\ Servl et Exec Dat a\ <virtual server>

w

the virtual server’'s document root directory

4. all of the paths in the ServletExec classpath, including the JDK classpath; normally
this means giving access to the JDK installation directory (for example:
C:\jdkl.1.6) and all directories added to the ServletExec classpath via the VM Set-
tings page (see the next section)

VM Settings & Classpath

Figure 12 on page 32 illustrates the Java Virtual Machine (VM) settings that may be
modified for ServletExec for Microsoft IIS and Netscape/NSAPI, and the classpath set-
ting.

For Mac OS web servers, only the classpath setting may be modified. For ServletExec for
Netscape/WAI and Apache, VM settings (including the classpath) are specified when the
ServletExecWAI or ServletExecApache application is started (see Appendix B3, C1 and
C2 for more details).

Selecting a VM
ServletExec for Microsoft IS and Netscape/NSAPI support up to four “flavors” of VMs:

* Sun’s Classic VM for JDK 1.1.x and 1.2.x
* Sun’s HotSpot Performance Engine for JDK 1.2.x
* IBM’s Developer Kit for Windows, Java Technology Edition, Version 1.1.x
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* Microsoft VM

ServletExec will use Sun’s Classic VM by default. To use one of the other VMs, select
the “Sun HotSpot”, “IBM”, or “Microsoft” setting. If one of these settings is selected,
ServletExec will look for the selected VM during initialization. If the selected VM isn’t
installed, ServletExec will attempt to initialize using the Sun Classic VM.

The information at the top of the VM Settings page shows which VM ServletExec se-
lected during initialization, as illustrated in Figure 13. Note that you must stop and restart
your web server for changes to the selected VM to take effect.

Changes on this page take affect only after a server restart.

Native Stack Size: |1287 K Bytes
Java Stack Size: |400 K Bytes
Minimum Heap Size: IW K Bytes
Maximum Heap Size: IW K Bytes

Verhose GC: ¢ Enabled # Disabled

Verbose: ¢ Enabled # Dizabled

JITC: @ Enabled ¢ Disabled

Class GC: & Enabled ¢ Dizabled

Async GC: @ Enabled ¢ Disabled

Verify: ¢ None # Remote ¢ All
Java VM: @ Sun Classic ¢ Sun HotSpot ¢ IBM ¢ Microsoft

Enter additional directories to add to the Java VM classpath, one per input field.

IC:\InetPuh\Ser\rletExec ISAPlclasses

IC AJavalArchives\MyArchive. jar

Submit | Resetl

Figure12. Java VM Settings & Classpath
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Other VM Settings

Under normal circumstances, modifying the VM settings (other than selecting the Java
VM and enabling/disabling the JITC) is unnecessary, potentially dangerous, and not rec-
ommended.

Java VM: Classic VM 1.2.1 from Sun Microsystems Inc.
VM Info: build TDK-1.2.1-A, native threads, symcjit
JITC: symcjit
Host: Windows NT 4.0 on x86

Figure13. Java VM Information

The just-in-time-compiler (JTC) setting only affects JDK 1.1.6 and greater, and is en-
abled by default. Enabling the JITC with older versions of the JDK has no effect. Dis-
abling the JITC may help resolve compatibility problems with third-party libraries that
contain native code.

Additional notesfor VM Settings:

* The Native Stack Size, Java Stack Size, Async GC, and Verify settings are not
available with JDK 1.2.

* The JDK 1.2 Solaris Production release requires a minimum of 2048K for the
Minimum Heap Size. ServletExec enforces this minimum by automatically using
avalue of 2048K if the configured valueis less than that.

Classpath

The Java VM classpath defines the directories in which the VM will search when trying
to load class files. By default, ServletExec sets the classpath to include all directories re-
quired by ServletExec.

Additional directories can be added to the classpath via the ServlietExec Admin Ul. This
isrequired if you have a common set of class files (third-party libraries, for example) that
are shared by many servlets and must be placed outside of the Ser vl et s directory. Or, it
may be useful in the presence of multiple virtual servers where each virtual server hasits
own Ser vl et s directory.

For Windows, use the " character as the file separator when specifying directory paths;
for UNIX, use 7 7; for Mac OS, use:*. Directories that are added to the classpath must
be specified as full paths.

For Windows, paths to network drives must use the full UNC name and not a mapped
drive letter. UNC names take the form:

\\ <machi ne nane>\<drive share name>\<path to file>
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This is because mapped drive letters are associated with particular users. ServletExec
runs as part of the web server, which runs as an NT service and therefore is not aware of
network drive |etter mappings.

You must stop and restart the web server before changes to the VM settings or classpath
take effect. (Microsoft 11S and PWS users please refer to Appendix A for instructions on
stopping and restarting your web server).

Session Tracking

ServletExec’s session tracking feature can be configured via the Admin Ul. See Chapter
4 for a further discussion of the session tracking feature. The following configuration op-
tions may be set as illustrated in Figure 14 on page 35:

Session Tracking enables/disables Session Tracking. The default value is enabled.

URL Rewriting- enables/disables the rewriting of URLS to place the session ID in the
URLSs for session tracking. The default value is disabled.

Protocol Switch Rewriting enables/disables the rewriting of URLS to place the ses-
sion ID in the URLs when the URL indicates a switch from “http” to “https” or vice-
versa. The default value is disabled.

Cookies- enables/disables the use of cookies for the session ID. The default value is
enabled.

Persistence enables/disables restoring of sessions after a server restart. The default
value is enabled.

Swap Directory- specifies the sub-directory within the server directory (within the
Servl et Exec Dat a directory) where sessions are stored when they are swapped out.
The default value isessi onSwap.

Swap Interval the interval specified in seconds when ServletExec will check for too
many sessions in memory. The default value is 10 seconds.

Max Residents the maximum number of sessions stored in memory at one time.
After this limit is reached, sessions will be swapped to disk. The default value is
1024.

Invalidation Interval- the interval specified in seconds when ServiletExec will check
for sessions that have become invalid. The default value is 10 seconds.

Invalidation Time- the time specified in minutes that a session can go unused before
becoming invalid. The default value is 30 minutes.
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Session Tracking: & Enabled © Dizabled

TRL Rewriting: " Enabled & Dizabled

Protocol Switch Rewriting: © Enabled & Dizabled
Cookies: & Enabled © Disahled

Persistence: @ Enabled © Disabled

MMax Residents: IlDZ q

Swap Directory: ISESSiDnSwap

Swap Interval: IlD ZSeconds
Invalidation Interval: IlD =econds
Invalidation Time: |3 0 Ifimtes

Figure 14. Sesson Tracking Settings

If cookies are enabled for Session Tracking then the following settings are also sup-
ported, asillustrated in Figure 15:

Cookie Name - the name used for the session ID cookie. The default value is
“sesessi oni d”.

Cookie Comment the value of the comment field that is sent with the session ID
cookie. The comment field is only sent to clients that support RFC2109 cookies. If
Cookie Comment is left blank then a comment field isn't sent. The default value is
“ServletExec Session Tracking Cookie”.

Cookie Domain the value of the domain field that is sent with the session ID cookie.
If Cookie Domain is left blank then a domain field isn't sent. The default value is null
(i.e., a blank field).

Cookie Max Age- the maximum age of the session ID cookie. If Cookie Max Age is
set to a value less than 0 then the expires field isn't sent for Netscape cookies and the
Max-Age field isn't sent for RFC2109 cookies. The default value is -1.

Cookie Path- the value of the path field that is sent with the session ID cookie. If
Cookie Path is left blank then a path field isn't sent. The default value is “/".

Cookie Secure if true, the secure field is sent with the session ID cookie. The default
value is false.
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Cookie Name: Isesess ionid

Cookie Comment: IServletExec Session Tracking Cookie

Cookie Domain: I

Cookie Max Age: |—1

Cookie Path: If
Cookie Secure: © True & False

Figure 15. Sesson Tracking Cookie Settings

More information about cookies can be found in RFC2109 and in Netscape's Cookie
Specification, which can be retrieved from:

http://hone. net Scape. com product s/ newsref/std/ cookl e spec. ht nl|

lIS Security

Because of the way ServletExec filters HTTP requests in order to forward them to serv-
lets, the built-in security of the Microsoft 11S server cannot be used to protect URLS that
invoke servlets. To work around this limitation, ServletExec provides a way to protect
such URLs. On the 1IS Security/Groups admin page, as illustrated in Figure 16 on page
36, ServletExec Groups can be defined that contain Windows NT Users.

IMPORTANT! In order for this feature to work properly, you must disable

HTTP Keep-Alives for your web site. For 11S 4.0, open the Properties dialog

for your web site and select the Performance tab. Uncheck the “HTTP Keep-
Alives Enabled” checkbox.

On the IIS Security/Resources admin page, access to a servlet or URL that invokes a
servlet can be restricted to specified ServletExec Groups and/or Windows NT Users, as
illustrated in Figure 17.

ServletExec Group Windows NT Users
IadminGroup IAdminist rator, paul, vince
ItimeGroup Igregg, ken

Submit | Resetl

Figure 16. 11S Security Groups
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To protect a servlet enter the servlet name as the resource and then enter the ServletExec
Groups and/or Windows NT Users that are allowed to access to the servlet. To protect a
URL that invokes a servlet enter the URL as the resource and then enter the groups
and/or Windows NT Users who have access to the servlet. Entering a URL resource will
cause all URLsthat begin with the URL resource to be protected.

Resource ServletExec Groups Windows NT Users
I/’ private IadminGroup I
IDateServlet ItimeGroup Ikeepe r,watcher

Submit | Resetl

Figure17.11S Security Resources

Conclusion

The ServletExec Admin Ul provides you with full access to ServletExec’s rich feature set

in an easy-to-use, browser-based interface. This chapter described the use of the Serv-
letExec Admin Ul in detail. The remaining chapters of this document describe the ad-
vanced features of ServletExec.

37



Server-Side Includes (SSI)

Creating Dynamic Pages with ServietExec

in SSI Servlet. These functions allow you to embed the output of servlets into SSI
pages, implement page counters, include the contents of other filesin an SSI page,
conditionally show and hide portions of an SSI page, and more.

S ervletExec implements a suite of server-side includes (SSI) functions via its built-

SSI Overview

The internal Server-Side Includes (SSI) Servlet supports the <SERVLET> tag as specified
for the Java Web Server 1.1. The Java Web Server documentation for the <SERVLET> tag
can be retrieved from:

ttp://]serv.]avasoft.conl products/|ava-server/|
docunent ati on/ webserver1. 1/ servl ets/core servlets. htni

In addition to the <SERVLET> tag, the SSI Servlet supports SSI commands based on the
NCSA definition. The NCSA SSI specification can be retrieved from:

http://hoohoo. ncsa. ul uc. edu/ docs/tutori al s/1ncludes. ht ]

The <SERVLET> tag can be used to insert the output of a Servlet into the response page.
The SSI commands can be used to insert information about the incoming request, condi-
tionally display sections of HTML and include the contents of a separate file.

Netscape Enterprise SSI

The Netscape Enterprise Server (NES) has a native SSI implementation that supports
many of the features of the ServletExec SSI Servlet. ServletExec alows you to invoke
servlets from an NES SSI page using thei ncl ude SSI command. For example:

<! - - #include virtual="/jsp10test1.jsp"-->

<l--#finclude virtual="/servlet/DateServlet’-->

For additional information on NES server-side includes, refer to the NES documentation.
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WebSTAR SSI

WebSTAR includes its own SSI plug-in that supports many of the features of the Serv-
letExec SSI Servlet. ServletExec allows you to invoke servlets from a WebSTAR SS|
page viatwo methods:

1. For WebSTAR 2.1 and greater, the pi ser vi ce command can be used in a WebSTAR
SSI page to have ServletExec invoke a servlet. The format of this command is:

<! - - #exec piservice="ServletExec” param="url"-->

Theurl parameter is the URL you would normally use to invoke the servlet, without
the protocol and host fields. For example, to invoke the TestServlet with query argu-
ments the following command would be used:

<!--#texec piservice="ServletExec”
param="/servlet/TestServlet?name=value”-->

Finaly, the WebSTAR SSI plug-in decodes %20 in URLS to spaces which causes
problems for ServletExec. Therefore, you should encode spaces in URLS as plus signs
(+). For example:

<l--#exec piservice="ServletExec”
param="/servlet/TestServlet?company=New+Atlanta”-->

2. For WebSTAR 3.0 and greater, the <SERVLET>tag can be used in a WebSTAR SS|
page to have ServletExec invoke a servlet. The format of this tag is the same as for
ServleteExec’s SSI Servlet as described below. (Be sure to remove the WebSTAR
Servlet Runner from the Plug-Ins folder when using ServletExec).

For additional information on the WebSTAR SSI plug-in refer to the WebSTAR manual.

Configuring SSI

ServletExec’'s SSI features are implemented by an internal servlet. This servlet is imple-
mented by the classewat | ant a. servl et exec. SSI Servl et and by default is config-

ured with the Servlet Name “SSIServlet” (see the section on configuring servlets in
Chapter 2). The SSIServlet accepts a single optional initialization argument:

err or Page — specifies a URL to be invoked when a JSP error occurs (for
example’error. htm or/servlet/ErrorServlet).

Also by default, a suffix alias of*sht i ” is defined for the SSIServlet (see the section
on configuring servlet aliases in Chapter 2). This means that the SSIServlet will process
any URL request for a file ending with the extensioght m .

Some web servers also use theht nl ” extension for their own built-in SSI processing.
For these servers, in order to use both the SSIServlet and the web server's SSI features,
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you must either reconfigure the web server or modify the SSIServlet aias configuration
to something other than “sht m ” (for example, *. ssi ”).

ServletExec ships with a sample SSI page narasicekanpl e. sht m ”. Place this file in
your web server’'s document root directory, then invoke the SSiServlet via the following
URL:

htt p: // ww. your server. cont ssi exanpl e. sht

Replace “www.yourserver.com” in the above URL with the host name or IP address of
your web server.

The SSIServlet may be used in servlet chains and as a response filter.

<SERVLET> Tag

The <SERVLET> tag has the following format:

<SERVLET NAME="servl et nane" CODE="servlet class" CODEBASE="servl et
codebase" initl1="valuel" init2="val ue2">

<PARAM NAME=" par am nane" VALUE="param val ue">

</ SERVLET>

The NAME parameter of the SERVLET tag corresponds to the servlet name as configur-
ed using the ServletExec Admin Ul (see the section on configuring servlets in Chapter 2).
If the NAME matches a configured servlet name, then the remaining parameters of the
SERVLET tag (CODE, CODEBASE, and initialization arguments) are ignored. The
name parameter value is case-sensitive.

If the NAME parameter is provided and does not match a configured servlet name, then
the remaining parameters of the SERVLET tag are used to load and initialize the servlet.
The servlet remains loaded and subsequent requests using the same NAME are processed
by the servlet (that is, the servlet is not reloaded or reinitialized for subsequent requests).

If the NAME parameter is not provided, then the remaining parameters of the SERVLET
tag are used to load and initialize the servlet. After processing the request, the servlet is
destroyed (that is, the servlet is reloaded and reinitialized for every request).

The CODE parameter of the SERVLET tag specifies the name of the class that imple-
ments thedoGet (), doPost (), or servi ce() methods of the servlet. The CODE pa-
rameter value is case-sensitive and must include full package information for the class
(for examplenewat | ant a. deno. Test Ser vl et ). The CODE parameter is required if the
NAME parameter does not match a configured servlet, or if the NAME parameter is not
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provided. The CODE parameter is ignored if the NAME parameter matches a configured
servlet.

The CODEBASE parameter of the SERVLET tag specifies the location of class files for
remote serviets. The CODEBASE parameter is not required for serviets whose class files
reside on the local web server. The CODEBASE parameter is ignored if the NAME pa-
rameter matches a configured servlet.

The initialization arguments (from the example: i ni t 1="val uel" init2="val ue2") are
passed to the servlet’sni t () method asane=val ue pairs. The initialization arguments
are ignored if the NAME parameter matches a configured servlet.

The PARAM tag is used to specify parameters that are passed to the servlet every time it
is invoked to process a request. The values for the NAME and VALUE parameters are
used to createame=val ue pairs that are merged with the search and POST arguments
from the HTTP request and passed to the servlet. The values famnthandval ue pa-
rameters can be placed inside single or double quotes.

SSI Commands

SSI commands have the following format:

<l --#command tagl="val uel" tag2="value2" ... tagN="val ueN' -->

The commands and tags are case-insensitive, and the values are case-insensitive for all
commands except for thenfi g command with therr nsg andt i nef nt tags.

The list of commands is:

echo insert the value of a variable into the response page

i ncl ude insert the contents of another file into the response page
fsize insert the size of a file into the response page

config configure SSI for this page

show conditionally display a section of HTML

hi de conditionally hide a section of HTML

count er increment and optionally display counters

random generate a random number for the page

nossi stop SSI processing for this page

Each of the SSI commands is described in detail below.
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Echo
The echo command is used to insert the value of a variable into the response page. For
example, to insert the current document name the following syntax would be used:

<! --#echo var="docunent nane" -->

The variables that can be displayed are listed below:

docunent _nane

docunent _uri

query_string_unescaped

query_string
date_| ocal
date_gnt
server_software
server_nane
server _prot ocol
server_port
request _net hod
pat h_info

pat h_transl at ed

r enot e_host

renot e_addr
aut h_type
renot e_user
content _type
content _| ength
htt p_xxx

random

the current document name (i.e., filename.shtml)
the virtual path to this document

unescaped version of search query string
escaped version of search query string

local date and time

local date and time in Greenwich mean time
name and version of server software

server’s host name, DNS alias or IP address
name and revision of protocol used by request
the port to which the request was sent

the request method (i.e., GET)

extra path information

virtual-to-physical trandation of path info

remote’'s host name or its IP address if host name
isn't known

remote’s |P address

the authentication type

the user name sent to be authenticated

content type of datafor POST and PUT requests
content length of datafor POST and PUT requests
any HTTP header value (i.e., htt p_user _agent )

the current random value for the response page

In addition, the echo command can be used to display the value of a counter or the date of
the last time the counter was zeroed. Here's an example of how to display this informa-
tion:

<! --#echo count="counter_nanme" -->

<! --#echo | astzero="counter_ nane" -->
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If the count or | ast zer o tag is used on a counter that doesn’t exist then a new counter is
created with a value of O and a lastzero value of the current date and time. Refer to the
section on theount er command to learn more about counters.

Multiple variables and counters can be used with one echo command. In this case a
comma is used to separate the displayed values. For example:

<! --#echo var="docunment name" count="daycnt" -->

Include

Thei ncl ude command is used to include a separate file into the response page. It can
even be used to include a separate file which contains server-side includes. In this case
the file must have an extension which matches the suffix alias for the SSIServlet. A file
can be included by specifying either its virtual path or its path relative to the current
document.

For example, either of the following 2 statements could be used to include header.html
into default.html where both pages are in the directory Test:

<! --#include virtual ="/ Test/ header. htm " -->
or

<l--#include fil e="header.htm" -->
A virtual path must begin with a '/ while a file path can not begin with a '/'.

An included file is treated as part of the original file. Therefore any SSI commands in an
included file will continue to take affect in the original file. For example, the results of a
confi g, hi de or show command will continue to take affect in the original file. The one
exception to this is theossi command.

Multiple files can be specified with one include command. For example:

<! --#include virtual ="/ Test/headerl. htm" file="header2.htm" -->

Fsize

Thefsi ze command is used to insert the size of a file into the response page. A file can
be specified using the rtual andfil e tags as described for thecl ude command.

For example:

<l--#fsize file="header.htm" -->

Multiple files can be specified with omei ze command. In this case a comma is used to
separate the inserted file sizes.

Config
Theconfi g command is used to configure SSI processing for a page. The items that can
be configured are:
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errmsg defines an error message to be used instead of the built-in error messages.
For example:
<l--#config errnmsg="Custoni zed error nessage." -->
ti mefm specifies the format to be used to display a date and time. The value must

be a standard UNIX time format string. The default time format is
"o/ %ml v % vavt 8", For example:

<l--#config tinefm="%\ 9B %id, %W % %m %" -->

si zef nt specifies the format to be used to display a file size. The possible values
are abbr ev and byt es (the default). The abbr ev value causes the file size
to be output in kilobytes while the byt es value causes the file size to be
output in bytes. For example:

<l--#config sizefnt="abbrev" -->

Multiple items can be configured with one conf i g command. For example:

<l--#config errmsg="Custoni zed error nessage." sizefmnt="abbrev" -->

Show
The show command is used to conditionally show a block of HTML. The syntax for the
show command is as follows:

<l --#show var 1="t est val uel" var2="testvalue2" ... varN="testval ueN' -->

All of the variables listed under the echo command can be used in a show command. If
more than 1 test is specified then the show command uses AND logic to determine if the
HTML should be shown. If one of the tests fails then the following HTML is not shown
until a show command is processed which equates to true. The show command can be
used with no tests to force the displaying of HTML. The test values can have operators
specified. The allowable operators are:

"testval ue" - equal s

"=testvalue" - equals

"I =testval ue" - does not equa
"testval ue*" - begins with
"*testvalue" - ends with

"*testval ue*" - contains
">testvalue" - greater than

">zt estval ue" - greater than or equa
"=>testval ue" - greater than or equa
"<testvalue" - less than
"<=testval ue" - less than or equa
"=<testval ue" - less than or equa
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The test values are treated as strings when performing the test except when the variables
random server _port and content | engt h are involved. In these cases the test values
are treated as integers. The tests are case-insensitive.

Here's an example of only displaying ablock of HTML for Internet Explorer:

<!--#show http_user_agent="*MSIE*" -->
Only show this HTM. to Internet Explorer.

<! --#show -->

Here's an example of randomly displaying 4 different headers:

<! --#show randon¥"<=25" -->

Header 1.

<! --#show randon¥">25" randonF"<=50" -->
Header 2.

<!--#show randon¥">50" random"<=75" -->
Header 3.

<! --#show randon¥">75" randonF"<=100" -->
Header 4.

<! --#show -->

Hide
The hi de command is used to conditionally hide a block of HTML. The syntax for the
hi de command is as follows:

<! --#hi de varl1l="testval uel" var2="testvalue2" ... varN="testval ueN' -->

The hi de command is very similar to the show command. When al of the testsin a hi de
command equate to true, the following HTML is hidden until a show command is proc-
essed which equates to true.

Here's an example of hiding ablock of HTML from Internet Explorer:

<l --#hide http_user_agent="*MslI E*" -->
Hide this HTM. fromInternet Explorer.

<l --#show -->

Counter

The counter command is used to increment and optionally display a counter. To only
display a counter the echo command should be used. The valid tags for the counter com-
mand are i ncr and echo. The tag i ncr causes the counter to be incremented while the
tag echo causes the counter to be incremented and displayed. The syntax for the count er
command is:
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<l --#counter incr="counter_ nanme" -->

or

<! --#counter echo="counter name" -->

A generic counter can have any name as long as it doesn't conflict with one of the special
counters listed below:

daycnt adaily hit counter for the page
weekcnt aweekly hit counter for the page
mont hent amonthly hit counter for the page
t ot al cnt atotal hit counter for the page

If the count er command is used on a counter which doesn't exist then the counter is cre-
ated and incremented to 1.

Counters can be zeroed or removed by going to the SSI Servlet admin page at the fol-
lowing URL:

http://your. host nane. coni servl et/ adm n
See the section on configuring Server-Side Includes in Chapter 2.

Counters are loaded when the SSI Servlet is initialized and written out when the SS|
Servlet is destroyed.

Random

The r andom command is used to generate a new random number for a page. A random
number is automatically generated for a page when the SSI Servlet receives the request.
In some cases it may be useful to generate a new random number in the middle of parsing
a SS| page. For example, this could be used to generate a random header and footer
which use their own unique random number. The syntax for the r andomcommand is:

<! --#random -->

Nossi

Thenossi command is used to indicate that the file contains no more SSI commands and
that the SSI Servlet can stop parsing the file. This can be used to speed up the parsing of a
file. The syntax for the nossi command is:

<! --#nossi -->
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Tracking Visitors to Your WWeb Site

defined by JSDK 2.1. This feature allows you to maintain state information about a

user visiting your web site. Administration of the Session Tracking feature in
ServletExec has been designed to closely match that of the Java Web Server 1.1. Docu-
mentation on the Session Tracking feature as implemented by the Java Web Server 1.1
can be retrieved from:

ttp:/7jServ.javasoft.coni products/java- server/
docunent ati on/ webserver 1. 1/ sessi on track/ Sessi onTr. ht i

S ervletExec implements the full Session Tracking feature of the Java Serviet API as

Session Tracking Summary

Session Tracking gives servlets the ability to keep state about a user as the user moves
through the web site. ServlietExec maintains user state by creating an HttpSession object

for each visitor to the site. The HttpSession object is then passed as part of the request to
the servlet'sdoGet (), doPost (), andservi ce() methods. Servlets can add information
to the HttpSession objects or read information from them.

When a servlet receives a request, it invokegéhsessi on() method of the HttpServ-
letRequest object to obtain an existing HttpSession object or create a new one. After ob-
taining an HttpSession object, the servlet can invokauitsal ue() method to add state
information to the object and itget val ue() method to get state information from the
object. “State information” can be any arbitrary named objects defined by the servlet de-
veloper.

ServletExec tracks the HttpSession object for a user via an internal session ID. If cookies
are enabled via the ServletExec Admin Ul and the client supports cookies then cookies
are used to keep track of the session ID. If the client supports RFC2109 cookies then
RFC2109 cookies will be used otherwise Netscape cookies will be used. More informa-
tion about cookies can be found in RFC2109 and in Netscape's Cookie Specification,
which can be retrieved from:

pttp://hone. net scape. cont products/ newsref/std/ cookl e spec. ht n|

If cookies cannot be used and URL rewriting is enabled via the ServletExec Admin Ul
then URL rewriting will be used to keep track of the session ID. URL rewriting is dis-
abled by default.
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A session can be invalidated either manually by the servliet developer by invoking the
HttpSession object’snval i dat e() method, or automatically by ServletExec. A session
will be invalidated automatically when it has been unused for a time period specified by
the "Invalidation Time" setting.

Session Tracking Configuration

The Session Tracking feature is configured via the ServletExec Admin Ul. See Chapter 2
for a detailed discussion of the ServletExec Admin Ul. The following configuration op-
tions are available:

Session Tracking enables/disables Session Tracking. The default value is enabled.

URL Rewriting- enables/disables the rewriting of URLSs to place the session ID in the
URLSs for session tracking. The default value is disabled.

Protocol Switch Rewriting enables/disables the rewriting of URLS to place the ses-
sion ID in the URLs when the URL indicates a switch from “http” to “https” or vice-
versa. The default value is disabled.

Cookies- enables/disables the use of cookies for the session ID. The default value is
enabled.

Persistence enables/disables restoring of sessions after a server restart. The default
value is enabled.

Swap Directory- specifies the sub-directory within the server directory (within the
Servl et Exec Dat a directory) where sessions are stored when they are swapped out.
The default value isessi onSwap.

Swap Interval the interval specified in seconds when ServletExec will check for too
many sessions in memory. The default value is 10 seconds.

Max Residents the maximum number of sessions stored in memory at one time.
After this limit is reached, sessions will be swapped to disk. The default value is
1024.

Invalidation Interval- the interval specified in seconds when ServletExec will check
for sessions that have become invalid. The default value is 10 seconds.

Invalidation Time- the time specified in minutes that a session can go unused before
becoming invalid. The default value is 30 minutes.

If cookies are enabled for Session Tracking then the following settings are also sup-
ported:

Cookie Name- the name used for the session ID cookie. The default value is
“sesessi oni d”.

Cookie Comment the value of the comment field that is sent with the session ID
cookie. The comment field is only sent to clients that support RFC2109 cookies. If

48



4.SESSION TRACKING

Cookie Comment is left blank then a comment field isn't sent. The default value is
“ServletExec Session Tracking Cookie”.

Cookie Domain the value of the domain field that is sent with the session ID cookie.
If Cookie Domain is left blank then a domain field isn't sent. The default value is null
(i.e., a blank field).

Cookie Max Age- the maximum age of the session ID cookie. If Cookie Max Age is
set to a value less than 0 then the expires field isn't sent for Netscape cookies and the
Max-Age field isn't sent for RFC2109 cookies. The default value is -1.

Cookie Path- the value of the path field that is sent with the session ID cookie. If
Cookie Path is left blank then a path field isn't sent. The default value is "/".

Cookie Secure if true, the secure field is sent with the session ID cookie. The default
value is false.

Session Tracking Example

Example 1 on page 50 illustrates use of the Session Tracking feature. This example tracks
the number of time a visitor has accessed a particular page and displays it as a counter.

The first thing this servlet does is retrieve the HttpSession object for the user by invoking
the HttpServletRequesfet Sessi on() method. Passingrue as the parameter causes
ServletExec to create a new HttpSession object if one doesn’t already exist.

The servlet then attempts to retrieve an Integer object named “counter” from the HttpSes-
sion object by invoking theet val ue() method. Ifget Val ue() returnsnul | , the servlet
creates a new Integer object, initializing it to 1. Otherwise, the servlet increments the
value of the integer object.

The Integer object is then placed back into the HttpSession by invakinvgl ue() so it
can be retrieved again when the next request from this user is processed.

The servlet then outputs an HTML page back to the user including the incremented Inte-
ger value.

Finally, if the Integer value exceeds 100, the HttpSession is invalidated. This will cause a
new HttpSession object to be created for this user the next time this servlet is accessed.
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i mport java.io.*;
i mport javax.servlet.*;
i mport javax.servlet.http.*;

public class SessionTest extends HttpServl et

{
public void doGet( HtpServletRequest request,

Ht t pSer vl et Response response )
throws Servl et Exception, | COException

/1l get the session object (create a new one if necessary)
Ht t pSessi on session = request. get Session( true );

/'l get the counter fromthe session object and increment it
Integer ival = (Integer)session.getValue( “counter”);

ival = new Integer( ival == null ? 1 : ival.intValue() + 1);

I/l write out the new session data value
session.putValue( “counter”, ival );

I/l output the page
response.setContentType( “text/html” );

ServletOutputStream out = response.getOutputStream();

out.printin( “<html><head><title>Session Tracking " );
out.printin( “Test</title></head>");

out.printin( “<body><center><h1>Session Tracking Test</h1>");
out.printin( “You have hit this page “ + ival + “ times.” );
out.printin( “</center></body></htmI>");

out.close();

/l invalidate the session if over 100 hits
if (ival.intValue() > 100)
session.invalidate();

Example 1. Session Tracking

HttpSession Value Classes

The example above stores and retrieves objects of class Integer via the putvalue() and
getvalue()  methods of the HttpSession object. The Integer class is part of the base
javalang  package. Servlet developers are free to store and retrieve objects of any class
as values in the HttpSession object, however, the class files for such classes must not be
placed in the Serviets  directory. Instead, they must be placed in a different directory
that must then be added to the ServletExec classpath (see Chapter 2 for discussions of the
Servlets  directory and the ServletExec classpath).
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Defining a Common Look for Your WWeb Site

ervletExec implements the Presentation Templates feature defined by the Java Web

Server 1.1. This feature allows you to define a common look for HTML pages on

your web site. Documentation on the Presentation Templates feature as imple-
mented by the Java Web Server 1.1 can be retrieved from:

ttp://)serv.javasoft.com products/java-server/
docunent ati on/ webserver1. 1/ tenpl at es/tenpl ates. ht nl

The Presentation Templates feature is implemented by ServletExec’s built-in Template
Servlet, which matches the implementation of the Java Web Server 1.1.

Presentation Templates Summary

The Presentation Templates feature allows you to apply common elements as well as
common content to a set of HTML pages without actually changing the pages them-
selves. The common elements are contained in a single file, called a template file, which
is given the nameef aul t . t enpl at e.

Thedefaul t. t enpl at e file is placed in the topmost directory for the set of HTML pages
that will have the template applied. Each directory can have itslefaul t . t enpl at e

file. If a directory doesn't havedaf aul t . t enpl at e file then the Template Servlet will
keep moving up the directory tree until it findsedaul t . t enpl at e file.

The topmost directory for the set of pages which will have templates applied can be
mapped to the Template Servlet using a servlet prefix alias. Alternately, the Template
Servlet can be mapped to a set of HTML pages using a servlet suffix alias. See the sec-
tion headindgremplate Servlet Configuration, below.

Presentation Templates may also be applied to the output of servlets by using the Tem-
plate Servlet in servlet chains or as a response filter. See the section lsadirgyes-
entation Templates with Servlets, below.
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Template Servlet Configuration

In order to use the Template Servlet, you must configure the servlet class newat -
| ant a. servl et exec. Tenpl at eSer vl et with the servliet name Tenpl at eServl et . You
must then configure servlet aliases that map to the Tenpl at eSer vl et for the HTML files
that will have templates applied to them (see Chapter 2 for instructions on how to con-
figure servlet names and aliases).

The Template Servlet may be mapped to either prefix or suffix aliases. In either case, the
Template Servlet uses the path portion of the request URL as the directory in which to
begin searching for the def aul t . t enpl at e file. The Template Servlet may be mapped to
multiple aliases (as any serviet may).

To test your setup, copy thet enpl at e and i mages_t enpl at e directories from the Ser v-
| et Exec Exanpl es directory to the web server’s root directory and create a servlet alias
for /t enpl at e that maps to the Tenpl at eSer vl et . Then enter the following URL in a
browser:

htt p: // <host name>/t enpl at e/ i ndex. ht m

The contents of thet enpl at e directory will be served viathe Template Servlet.

Using Presentation Templates with HTML Pages

For aset of HTML files, adef aul t. t enpl at e file is created which defines the common
look for the HTML files. The def aul t. t enpl at e file must contain at least the HTML
tag, a HEAD section, a BODY section and a closing HTML tag. It should also contain
the following tags:

<subst data="HEAD'/ > or <subst data="HEAD"'></subst >
This tag indicates where the Tenpl at eSer vl et should place the HTML from the source
document’s HEAD section.

<subst data="BODY"/> or <subst data="BODY"></subst >

This tag indicates where the Tenpl at eSer vl et should place the HTML from the source
document’s BODY section.

In addition to these tags, the def aul t . t enpl at e file can also contain the following tag:

<subst data="<el enment>"/> or <subst data="<el enent>"></subst>

This tag is used to insert HTML that has been defined as an element in the de-
faul t. definitions file. For example, an element called "Trademark” could be assigned
avalueinthedef aul t. defi ni ti ons file as shown below:

Trademar k=<B>Al | tradenarks herein are the property of their
respective owners. </ B>
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ThisHTML could then be inserted in the template file by ssmply using the tag

<subst data="Trademark"/>

The defaul t .t enpl at e file needs to be placed in the topmost directory for the set of
HTML files that will have the template applied. Each directory can have its own de-
faul t.tenpl ate file. If adirectory doesn't have adef aul t . t enpl at e file then the Tem
pl at eSer vl et will keep moving up the directory tree until it finds adef aul t . t enpl at e
file.

When the Template Servlet is invoked via a prefix alias, templates are only applied to
those files which have a mime type of t ext/ ht m . For performance reasons, files that
don’'t have a mime type okxt/ ht mi shouldn't be placed in a template directory.

When an element is used indef aul t . t enpl at e file, the Tenpl at eSer vl et will first

look at the default.definitions file in the same directory for a definition. If it doesn't find a
definition for the element then it will keep moving up the directory tree until it finds a
definition in adef aul t . defi ni ti ons file in a parent directory.

Using Presentation Templates with Servlets

The Template Servlet can be used in servlet chains or as a response filter in order to ap-
ply Presentation Templates to the output of servlets. (See Chapter 2 for instructions on
how to configure servlet chains and response filters).

By definition, a servlet chain must be invoked via a servlet alias. When used in a servlet
chain, the Template Servlet uses the path portion of the request URL as the directory in
which to begin searching for tldef aul t . t enpl at e file.

The Template Servlet can be configured as a response filter for a MIME type such as
tenpl ate/ ht i (for example). In this case, the output of any servlet that sets the MIME
type totenpl ate/ htmi (via the HttpServletResponset Cont ent Type() method) will

be processed by the Template Servlet. The Template Servlet uses the path portion of the
request URL as the directory in which to begin searching fodetheul t . t enpl at e file,
therefore, the original servlet must be invoked via a servlet alias.
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Server-side Scripting using Java

backwards compatibility with previous releases, ServletExec 2.2 also supports JSP

Draft Specification 0.91. New devel opment should conform to the 1.0 specification;
the 0.91 draft specification is supported only for backwards compatibility with pages de-
veloped for previous versions of ServietExec.

S ervletExec 2.2 implements the final JavaServer Pages (JSP) 1.0 specification; for

More information about JSP, including a copy of the JSP 1.0 specification, can be found
on Sun Microsystems’ web site:

http://]ava. sun. com products/| sp/|

ServletExec’s built-in JSP10Servlet implements the JSP 1.0 specification; the built-in
JSPServlet, as in previous versions of ServletExec, implements Draft Specification 0.91.
The remainder of this chapter only discusses the JSP10Servlet.

JavaServer Pages Summary

The JavaServer Pages feature involves generating HTML pages from hybrid HTML/Java
source files. These source files are typically named using #eextension (though this

isn’t a requirement). Java source code is embeddgdsinpages using JSP tags that are
described in the JSP 1.0 specification.

The JSP10Servlet performs the following tasks the first timeg@file is requested:

1. Translate thej sp file into a Java source filej(ava).
2. Compile the Java source file into a Java class. fileags).
3. Instantiate and run the compiled Java class file as a servlet.

For subsequent requests for thep page, if the requested file was modified after its ini-

tial compilation, the JSP10Servlet detects the modification and repeats the above tasks. If
the requested file was not modified, the JSP10Servlet uses the existing servlet to handle
the page request.

By default, thg avac compiler included with the JDK is used to compile the Java source
file in step 2. The JSP10Servlet can be configured to use an external (non-JDK) compiler
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such as IBM’s i kes or Microsoft'sj vc (see discussion of the JSP10Servletpi | er
parameter, below). If the compiler encounters errors while compiling@a page, the
output error messages are sent to the client’s browser.

JavaServer Pages Configuration

In order to use the JSP feature, the following configuration steps must be performed:

1. Configure the JSP10Servlet.
2. Assign a servlet alias to the JSP10Servlet.
3. Addtool s.jar to the ServletExec classpath (JDK 1.2 only).

The rest of this section discusses each of these configuration steps and concludes with
instructions for testing your configuration.

Configure the JSP10Servlet
In order to use the JSP10Servlet, the servlet class:

newat | ant a. ser vl et exec. JSP10Ser vl et

must be configured via the ServletExec Admin Ul with the servlet name JSP10Servlet.
See Chapter 2 of the User Guide for instructions on how to configure servlet iames.
JSP10erviet is preconfigured in ServietExec 2.2 and does not need to be modified unless

you need to change the value of thei ni t arguments, discussed below.

Optional initialization {ni t ) arguments may be assigned when the JSP10Servlet is con-
figured. None of theé nit arguments are preconfigured and all take their default values

unless explicitly modified via the ServletExec Admin Ul. The JSP10Servlet supports the
following i ni t arguments:

ver bose — if true, prints a message ®&ystem out when compiling a file. The
default isf al se.

def aul t Paged assNanme — indicates the default base class for JSP pages. The de-
fault base class can be overridden by using:thends JSP directive. The default
value for this argument BSP10Ht t pJspPage.

conpi | eCommand — specifies the compiler options to use when compiling the Java
files (for example:conpi | eCormand=-cl asspath C:\ M/d asses). The default
value for this argument isul | .

conpi | er — specifies the path to the executable for an external (non-JDK) Java
compiler to be used to compile the JSP pages (on Windows the path to the ex-
ecutable must not include thexe extension). ServletExec 2.2 has been tested
with IBM’s jikes and Microsoft’'sj ve compilers; if one of these compilers is
used, theconpi | eCommand argumentmust be used to specify the classpath (see
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above). The default value for this argument is nul I, which causes the JDK j avac
compiler to be used.

conpi | eAter Restart — if true, then after a web server restart.alép pages are
recompiled even if they haven't been modified. This is necessary socthats

fles used by ajsp page which may have been modified will be recompiled
(even if the. j sp page hasn’t changed). Normally this situation occurs during de-
velopment, so this parameter should be set te during development and reset
tof al se for production. The default valuefial se.

wor ki ngDi r — the directory for storing the generat¢dva and. cl ass files. The
default value for this argument is tBer vl et s directory (see Chapter 2 for a dis-
cussion of theser vl et s directory).

packagePr ef i x — the package to prepend to the class name. The default value for
this argument ipageconpi | e.

packageLevel — specifies the number of sub-directories from the root document
directory path to be prepended to the class name as packages. This argument only
needs to be used when virtual servers are used, but not configured via ServiletExec
Admin Ul. In this case, the value offor this argument should be adequate to in-
sure that the JSP pages generated for each virtual server have a unique class
name. The default value ds

pageCheckSeconds — the time in seconds to wait before checking if a JSP page
has changed. The default value for this argument is

err or Page — specifies a URL to be invoked when a JSP error occurs (for exam-
ple:/error.htm or/servlet/ErrorServlet).

url Rewriting —iftrue, then all URLs in a JSP page are rewritten with the Ses-
sion ID if URL rewriting is enabled for Session Tracking. The default value is
fal se.

Assign a Servlet Alias

In order to use the JSP10Servlet, the JSP10Servlet name must be mapped to the servlet
suffix alias*.j sp. See Chapter 2 for instructions on configuring servlet names and ali-
ases.The JSP10Serviet name and *. j sp alias are preconfigured in ServietExec 2.2 and

do not need to be modified unless you want to map JSP pages using a different suffix

Add tools.jar to the Classpath (JDK 1.2)

If you're using JDK 1.2 and the defaulivac compiler for compiling JSP pages, the file
tool s. jar must appear in the ServletExec classpath. If you're running Microsoft IIS or
Netscape Enterprise on Windows, ServletExec 2.2 will automatically @dd. j ar to

its classpath and you don’t need to do anything. If you're running any other web server,
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you may need to add t ool s. j ar to the ServletExec classpath or start script. See Chapter
2 and the appropriate appendix for your web server for instructions on adding directories
to the ServletExec classpath.

Testing Your Configuration
To test your JSP configuration, do the following:

1. Place the file hangman. j sp in the web server’'s document root directoryng-
man. j sp can be found in thexanpl es subdirectory of the ServletExec installa-
tion directory).

2. Add the beamewat | ant a. bean. HangmanBean to the ServletExec classpath. For
example, the full path to theangmanbean. cl ass file for the default Microsoft
IIS installation is:

C.\I net Pub\ Scri pt s\ Servl et Exec | SAPI \ Exanpl es\ newat | ant a\ bean\ Hangmanbean. cl ass
Therefore, the following path should be added to the ServletExec classpath:
C.\ I net Pub\ Scri pt s\ Servl et Exec | SAPI\ Exanpl es

See Chapter 2 for discussion of the ServletExec classpath. Be sure to stop and restart
your web server after modifying the ServletExec classpath.

3. Invoke thenangman. j sp page from a browser using the following URL:

http://<server-nanme>/ hangman. j sp

If you have problems running this test, check $hevi et Exec. | og file for error mes-
sages.

Using JavaServer Pages

The JSPServlet reads jpsp file that contains embedded JSP directives, JSP declarations,
JSP scriptlets, JSP expressions and JSP beans, parses the file and creates a servlet that
generates the HTML response page. Refer to the JSP 1.0 specification for a complete de-
scription of the JSP syntax:

http://java. sun. conl products/|sp/ downl oad. ht ni|

<SERVLET> Tag
.j sp pages may include thesERVLET> tag in the same format as defined for SSI pages
in Chapter 3.

Invoking a JSP page from a Servlet
A servlet can invoke a JSP page usingRbguest Di spat cher interface introduced in
JSDK 2.1. Here's an example:

Request Di spat cher di spatcher =
get Ser vl et Cont ext () . get Request Di spat cher( "/ nypage.jsp" );
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di spat cher.incl ude( request, response );
/I request and response are the parameters to the servlet’s service(),
/I doGet(), or doPost() method

Microsoft IIS Extension Mapping

The Extension Mapping feature of Microsoft 11S 4.0 can be used to control access to JSP
pages via NT File System (NTFS) security. Perform the following steps to enable this
feature:

1. Stop the IS Admin Service using the Services control panel.

2. Edit the servers.properties file (which can be found in the ServletExec Data
folder) and set the value of the servietexec.useiisextmapping property to true .

3. Add .jsp to the Microsoft 1S extension map:
a. Open the Internet Service Manager application (Microsoft Management Console).

b. Open the Properties dialog for your server. First, expand the Internet Information
Server entry until you can see the icon for your server. Then right-click the server
icon and select Properties from the pop-up menu.

c. Make sure “WWW Service” is selected in the Master Properties combo-box, then

click the Edit button.

d. In the WWW Service Master Properties dialog, select the Home Directory tab,
then click the Configuration button. This will open the Application Configuration

dialog.

e. In the Application Configuration dialog, click the Add button to open the

Add/Edit Application Extension Mapping dialog.

f. In the Add/Edit Application Extension Mapping dialog, set the Executable field to

the path to theer vl et Exec_I SAPI . dI | file; set the Extension field tg sp; and,

make sure the “Check that file exists” checkbox is checked. The dialog should

appear as follows:

Add/Edit Application Extension Mapping [ |
Executable: IC:\InetPub"-,sc:ripts\SewletExec_ISAPl.dlI Browse... |
Extension: Jsp

kethod exclusions: I

I Script engine
W Check that file exists oK | Cancel Help

Click OK to close all of the dialogs.

IMPORTANT! After setting the value of theer vl et exec. usei i sext mappi ng property

totrue in step 2, above, youust configure all ServletExec suffix aliases using IS Ex-
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tension Mapping. If the suffix alias does not map to a physical file (unlike . j sp) then do
not check the “Check that file exists” checkbox in the Add/Edit Application Extension
Mapping dialog for that suffix alias.
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Page Compilation
Embedding Java in HTML Pages

ervletExec implements the Page Compilation feature defined by the Java Web

Server 1.1. This feature allows you to embed Javain HTML pages. Documentation

on the Page Compilation feature as implemented by the Java Web Server 1.1 can
be retrieved from:

ttp://)serv.javasoft.com products/java-server/
docunent ati on/ webserver 1. 1/ page conp/intro. htni

The Page Compilation feature is implemented by ServletExec’s built-in JiServlet (Java
Invoker Servlet), which matches the implementation of the Java Web Server 1.1.

Page Compilation is a “first generation” technology that is being replaced by JavaServer
Pages (JSP). ServletExec 2.2 supports both Page Compilation and JSP (see Chapter 6,
above).

Page Compilation Summary

Page compilation is the process of generating HTML pages from hybrid HTML/Java
source files. Java is embedded in the hybrid HTML/Java pages 4jsing>...</ j ava>

tags. The JiServlet performs the following tasks the first time a hybrid HTML/Java file is
requested:

1. Translate the HTML/Java file into a Java source file\a).
2. Compile the Java source file into a Java class. filleas).
3. Instantiate and run the compiled Java class file as a servlet.

For subsequent requests for the hybrid HTML/Java page, if the requested file was modi-

fied after its initial compilation, the JiServlet detects this and repeats these tasks. If the

requested file was not modified, the JiServlet uses the existing servlet to handle the page
request.

Thej avac compiler is used to compile the Java source file in step 2. jfathe com-
piler encounters errors while compiling a hybrid HTML/Java page, the output error mes-
sages are sent to the client’s browser.
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Page Compilation Configuration

In order to use the Page Compilation feature, the following configuration steps must be
performed:

1. Configurethe JiServlet.
2. Assign aservlet diasto the JIServlet.
3. Addtool s.j ar tothe ServletExec classpath (JDK 1.2 only).

The rest of this section discusses each of these steps and concludes with instructions for
testing your configuration.

Configure the JiServlet

In order to use the JIServlet, the servlet class newat | ant a. servl et exec. JI Ser vl et
must be configured with the servliet name JiServiet. See Chapter 2 for instructions on
how to configure serviet names. The JiServlet name is preconfigured in ServlietExec 2.2.

Optiona initialization (i nit) arguments may be assigned when the JiServlet name is
configured. The JiServlet supports the following init arguments:

ver bose - If t r ue, prints a message when compiling afile. The default isf al se.

def aul t PageCl assNanme - Indicates the default base class for JI pages. The default
base class can be overridden by using the <j ava t ype=extends> tag. The default
value for thisargument isHt t pSer vl et .

conpi | eCommand - the compiler options to use when compiling the Javafiles (for ex-
ample: conpi | eCommand=- depr ecati on). The default value for this argument is
nul | .

conpi | eAterRestart - if true, then after a web server restart al . j ht i pages are
recompiled even if they haven’'t been modified. This necessary socthats files
used by ajhtm page which may have been modified will be recompiled (even if
the.jhtnl page hasn’t changed). Normally this situation occurs during development,
so this parameter should be set tae during development and resetftal se for
production. The default valuefial se.

wor ki ngDi r - the directory for storing the generatgciva and. cl ass files. The de-
fault value for this argument is tiser vl et s directory (see Chapter 2 for a discussion
of theser vl et s directory).

packagePr ef i x - the package to prepend to the class name. The default value for this
argument igageconpi | e.

61



7.PAGE COMPILATION

Assign a Servlet Alias

In order to use the JIServlet, the JiServlet name must be mapped to the servlet suffix alias
“*_jhtnl”. See Chapter 2 for instructions on how to configure servlet names and aliases.
TheJIServiet nameand *. j ht i alias are preconfigured in ServietExec 2.2.

Add tools.jar to the Classpath (JDK 1.2)

If you're using JDK 1.2 and the defaykivac compiler for compiling JSP pages, the file
tool s. jar must appear in the ServletExec classpath. If you're running Microsoft IIS or
Netscape Enterprise on Windows, ServletExec 2.2 will automatically @dd. j ar to

its classpath and you don’t need to do anything. If you're running any other web server,
you may need to addbol s. j ar to the ServletExec classpath or start script. See Chapter
2 and the appropriate appendix for your web server for instructions on adding directories
to the ServletExec classpath.

Testing Your Configuration
To test your setup, place the filest.j ht mi (from the ServletExec Examples folder) in
the web server's root directory and invoke it from a browser using the following URL:

http://<server-name>/test.jhtm

If you have problems running this test, check $hevi et Exec. | og file for error mes-
sages.

Using Page Compilation

The JiServlet reads an HTML file with embeddgdiva>...</java> tags (a.j htn

file), parses the file and creates a servlet that generates the HTML response page. The
generated j ava and. cl ass files are placed in the same directory as.the n file.
Whenever thej ht m file is modified, the servlet is re-created.

The tags supported by the JiServlet are:

<j ava></j ava> - defines Java code for thervi ce() method. Any Java code within
this tag is compiled into the servletsrvi ce() method. The following variables are de-
fined in theser vi ce() method and can be used within these tags:

request - an instance of thett pServl et Request class, this is the HTTP re-
guest object passed as a parameter teeiha ce() method

response - an instance of thet t pSer vl et Response class, this is the HTTP re-
sponse object passed as a parameter tethe ce() method.

out - an instance of thser vl et Qut put St r eam class, this is the object retrieved
from ther esponse. get Qut put St r eam() method.

<j ava type=code></java> - Same asj ava></j ava>.

<j ava type=i nport></java> - encloses the names of classes to be imported.
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<j ava type=ext ends></java> - encloses the name of a class from which to extend the
serviet. By default, the servlet extends HttpServiet or the class specified by the
def aul t PageCl assNane initialization (i ni t) argument (see the heading Configure the
JIServlet, above).

<j ava type=inpl ement s></java> - encloses the names of interfaces that the servlet
implements.

<j ava type=cl ass></j ava> - encloses member variables and methods.

<java type=print></java> - encloses a Java expression to be sent to the output
stream.

back quote operator - encloses a Java expression inside a tag to be sent to the output
stream. Functionally similar to the <j ava type=pri nt > tag, this can be used to include
Java expressions within HTML tags.

syntax: <tag ‘'java expression'>
example: <IMG SRC=""fileNameVariable™">
<servlet> - jhtml  pages may include the <serviet>  tag in the same format as defined

for SSI pagesin Chapter 3.

Page Compilation Example

Example 2 on page 64 illustrates the use of embedded Java in .jntml  pages. This exam-
ple keeps a counter of the number of times the servlet has been accessed and produces an
HTML page displaying the value of the counter.

Known Limitations

1. ServletExec 2.2 does not support the defaultEncoding initialization argument,
which is supported by the Java Web Server 1.1.

2. Since the defaultEncoding initialization argument is not supported, the out variable
intheservice()  method will always be of type ServletOutputStream
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<j ava type=i nport>
j ava. net . *
</java>

<j ava type=cl ass>
/1l The class tag can be used to define instance variabl es and
/1 methods for the class. 1In this exanple, we are defining the
/'l instance variable counter and the nethod init.

int counter = O; /1 the nunber of tinmes this servlet instance
/1 has been invoked

// NOTE: be sure to call super.init( config ) when overriding the
I Hit pServlet init nethod.
public void init( ServletConfig config ) throws Servl et Exception
{
Systemout.println( "lInvoked init() for test.jhtm." );
super.init( config);
}

</java>

<htm >

<head>

<title>JlServlet Test</title>
</ head>

<body>

<center>

<h1>Jl Servl et Test</hl>
<p>Thi s servl et has been invoked

<j ava type=code>
/'l The code tag is used to place Java code in the service() method
count er ++;

</java>

<java type=print>
count er
</java>

tines. </ p>
</ cent er>
</ body>
</htm >

<j ava type=cl ass>
public void destroy()

{
Systemout.println( "Invoked destroy() for test.jhtm." );
super . destroy();
}
</java>

Example 2. Page Compilation
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File Upload Servlet

Uploading Files to Your Web Server

ervletExec implements a File Upload feature which allows you to upload files to
S your web server using the protocol specified in RFC1867. Using this feature re-
quires a browser that supports the RFC1867 protocol, such as Netscape Commu-
nicator 4.0. The File Upload feature is implemented by ServletExec’s built-in Upload
Servlet.

Upload Servlet Configuration

In order to use the Upload Servlet, you must configure the servlet rddassl an-

ta. servl et exec. Upl oadSer vl et and give it the servlet nanupl oadSer vl et (see the
Chapter 2 for instructions on how to configure servlet names). The Upload Servlet is pre-
configured in ServletExec 2.2.

To test your setup, place the filel oad. ht M (from theSer vl et Exec Exanpl es direc-
tory) in the web server's root directory and invoke it from a browser.

The followingi ni t arguments are supported by the Upload Servlet (semilet argu-
ments can be configured via the ServletExec Admin Ul; see Chapter 2 for instructions):

def aul t i r — the default upload directory. The default value is the directory named “up-
load” in the web server's root document directory.

def aul t SuccessPage — the default page to return when the upload is completed success-
fully. The default value iswl | which indicates the Upload Servlet’s built-in success
page should be used.

def aul t Err or Page — the default page to return when the upload fails. The default value
isnul I which indicates the Upload Servlet’s built-in error page should be used.

debug — if true, debug messages are displayed as the files are uploaded. The default
value isf al se. On Windows, these messages are sent tsehé et Exec. | og file and

to the DBMON console if DBMON is being used (see Appendix E for a discussion of
DBMON). On the Mac OS, these messages are sent to the web server's console.
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linmit — the value of this parameter takes the farK| k| M > (for examplel i ni t =2M

or I'i m t=500k) and can be used to specify the maximum length of an uploaded file. If
this limit is exceeded, and error message is logged and the browser will report a broken
connection. By default, there is no limit to the size of uploaded files.

Thedef aul t Di r, def aul t SuccessPage anddef aul t Err or Page can be specified as ei-
ther full paths or relative paths from the web server's root document directory. For Win-
dows and UNIX, use/” as the path separator; for Mac OS, usk Relative paths must
begin with the path separator while full paths do not.

Upload Feature Summary

The Upload Servlet supports the uploading of multiple files at the same time.
Name/Value pairs can be sent to the Upload Servlet to modify its behavior for a specific
upload. The Name/Value pairs that are supported are:

upl oadDi r — this name/value pair can be used before each file that is being uploaded
to indicate to which directory it should be uploaded.

successPage — this name/value pair can be used to indicate the page which should be
returned if the upload completes successfully. The value fasuiheessPage can be
specified as either a full path or a relative path from the web server's root document di-
rectory. For Windows and UNIX, use “/” as the path separator; for Mac OS, use “".
Relative paths must begin with the path separator while full paths do not.

er r or Page — this name/value pair can be used to indicate the page which should be re-
turned if the upload fails. The value for e or Page can be specified as either a full
path or a relative path from the web server's root document directory. For Windows
and UNIX, use “/” as the path separator; for Mac OS, use “.”. Relative paths must be-
gin with the path separator while full paths do not.

upl oadFi | eName — this name/value pair can be used to specify the name of the up-
loaded file.

Servlet Chaining

The Upload Servlet can be used in servlet chains as long as it is the first servlet in the
chain (see Chapter 2 for a discussion of servlet chaining). Servlets in the chain after the
Upload Servlet can retrieve the request parameters usingt theSer vl et Request
methodsget Par anet er Nanes( ), get Par anet er Val ue(), andget Par anmet er Val ues() .
ServletExec adds an additional request parameter nameeéss that contains a boolean
value indicating success or failure of the Upload Servlet.
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Known Limitations
1. Uploads have been tested and work properly with the following browsers:

* Netscape Navigator 3.0 (Windows and Mac OS)
* Netscape Communication 4.0 (Windows and Mac OS)
* Microsoft Internet Explorer 4.0 (Windows)

2. Uploads have been tested and do not work with the following browsers:

* Microsoft Internet Explorer 3.0 (Windows and Mac OS)
* Microsoft Internet Explorer 4.0 (Mac OS)

3. Thelargest file that has been tested is 3M bytes.

67



Appendix A. Microsoft IIS/IPWS
Installation

Verifying Your ServietExec Installation

stallation of ServletExec ISAPI for Microsoft I1S/PWS. It will also be useful if you
decide to uninstall ServletExec to make sure you've completely removed all in-
stalled components.

T his appendix contains important information that will alow you to verify your in-

ServletExec for Microsoft IIS/PWS is implemented using Microsoft's ISAPI server pro-
gramming interface and supports the standard Java Virtual Machine (VM) for Windows
from Sun Microsystems, the IBM Developer Kit for Java (Windows Edition), and the
Microsoft VM. ServletExec ISAPI runs as an in-process extension of your web server for
maximum performance and reliability.

Upgrading from a Previous Version

In order to upgrade to a new version of ServletExec and maintain your old configuration
settings, perform the following steps:

1. Stop your web server. For IIS 3.0, you must stbgervices (WWW, FTP, and Go-
pher). For IIS 4.0, you must stop the 1IS Admin Service from the Services control
panel.

2. Make backup copies of tlser vl et Exec Data andServl et s sub-directories of the
Servl et Exec | SAPI directory. The default location for tiger vl et Exec | SAPI di-
rectory is within the net Pub directory (or thenebshar e directory for Personal Web
Server 1.0 on Windows 95).

3. Uninstall the old version of ServletExec using the Add/Remove Programs control
panel. TheServi et Exec | SAPI directory and theServl et Exec Data, Servl ets,
andServl et Logs sub-directories will not be deleted by the uninstaller. You may
delete theser vl et Logs sub-directory, but leave the others alone.

4. Run the installer for the new version of ServletExec. Choose the exdsiing
| et Exec | SAPI directory when prompted for a “Destination Folder”.

o

Restart your web server.
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After restarting your web server, the new version of ServletExec should run using your
old configuration settings. If you have any problems, you can restore the Ser vl et Exec
Dat a and Ser vl et s sub-directories from the backups you made in step 2, above.

System Requ irements
» ServletExec 2.2 supports the following operating systems and web servers:

Operating System Web Server

Windows NT 4.0 Server Internet Information Server (11S) 2.0, 3.0, and 4.0

Windows NT 4.0 Workstation  Peer Web Services 2.0 and 3.0, and Personal Web
Server (PWS) 4.0

Windows 95/98 Personal Web Server (PWS) 1.0 and 4.0

* Inorder to install ServlietExec 2.2 you must first install either the Java Devel opment
Kit (JDK) or the Java Runtime Environment (JRE) version 1.1.x or 1.2 from Sun Mi-
crosystems, the IBM JDK or JRE for Windows version 1.1.x, or the Microsoft VM. If
you plan to use the Microsoft VM we recommend that you first upgrade to the latest
version.

The Sun JDK or JRE 1.1.x for Windows can be downloaded from:
http://java. sun. conl products/jdk/ 1. 1/ 1 ndex. ht m|
http://java. sun. conl products/jdk/1.1/jrel/index. htnl]

The Sun JDK or JRE 1.2 for Windows can be downloaded from:
http: 777 ava. sun. conl produci s/ dk/ 1.2/ 1 ndex. ht ni]

http://java.sun. conf products/|dk/ 1.2/ re/1ndex.htnl]

TheIBM JDK or JRE 1.1.x for Windows can be downloaded from:

http://ww. 1 bm com devel oper/ | ava/|

The latest version of the Microsoft VM can be downloaded from:

http://ww. m crosoft.com java/|

At the time of this writing, the latest production versions of the Sun JDKs for Win-
dows are 1.1.8 and 1.2.2; the latest production version of the IBM JDK is 1.1.8; the
latest production version of the Microsoft VM is build 3186. We recommend using
these versions with ServletExec 2.2.

WARNING! Sun JDK 1.1.5 contains a memory leak, which makes it un-
suitable for use with ServletExec in production environments. Do not use
JDK 1.1.5 with ServietExec!
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The JDK or JRE must be installed on a local drive and not on a mapped network
drive. If the JDK isinstalled on a mapped network drive, ServietExec will not be able
to load and initialize the Java VM.

Uninstall Other Servlet Engines

VERY IMPORTANT! You must uninstall any other servlet engines you may have pre-
vioudly installed for use with Microsoft 11S/PWS before installing and using ServletExec.
In particular, the Filter DLL registry entries or ISAPI Filters metabase entries associated
with other servlet engines must be removed (see the heading Registry & Metabase En-
tries, below).

What Was Installed?
When you installed ServletExec, three changes were made to your system:

» theservl et Exec | SAPI directory was created
e theServl et Exec_I| SAPI . dI | filewasinstalled

* Registry and/or metabase entries for ServletExec were created or modified
The following sections describe each of these changes.

The ServletExec ISAPI Directory

The Ser vl et Exec | SAPI directory was created in the location you selected during the in-
stallation process. The default location suggested by the instaler is within the I net Pub
directory (or the Webshar e directory for Personal Web Server 1.0 on Windows 95); how-
ever, there are no restrictions on the location of this directory.

IMPORTANT! If you're using the NT File System (NTFS), permissions fordéer-

| et Exec | SAPI directory and its sub-directorieaust be set so that ServletExec has read

and write access to these directories. Because ServletExec runs as part of the 1IS process,
it will run as different users at different times. The following Groups should be granted
Full Control: SYSTEMandAut henti cated Users. The following User should be granted

Full Control:1 USR <server nanme> (the user created by IIS for processing requests for
anonymous users).

Theser vl et Exec | SAPI directory contains the following files:

 DBMON debugging program (see Appendix E)
* JSDK License Agreement

» ServletExec License Agreement

 READ ME

* Release Notes
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* ServletExec Debugging Tips
*  ServletExec Admin shortcut

In addition to the files listed above, the Ser vl et Exec | SAPI directory contains the fol-
lowing sub-directories:

cl asses

Docunent ati on

Exanpl es

lib

Servl et Logs

Servl et Exec Dat a

Servl ets

this directory is automatically added to the ServletExec classpath;
servlet or non-servlet classes can be placed in this directory; see
the READ ME for more information

contains this manual, a tutoria for writing servlets, and the Java
Servlet APl documentation from the Java Servlet Development Kit
(JSDK) 2.1

contains examples of some of ServletExec’s advanced features,
including: Server-Side Includes (SSI), Page Compilation,
JavaServer Pages (JSP), File Upload servlet, and Presentation
Templates

contains theservlet.jar and Servl et Exec22.jar files; these
archives are automatically added to the ServletExec classpath, and
are required for ServletExec operation; DO NOT MOVE OR DE-
LETE THIS DIRECTORY OR THESE FILES

contains theServl et. | og files; entries are added to tlserv-
I et. 1 og file whenever a servlet invokes itsg() method; see the
section in Chapter 2 on configuring the servlet logging feature

contains ServletExec configuration files; DO NOT MODIFY THE
CONTENTS OF THIS DIRECTORY; in emergency situations you
may delete this entire directory and ServletExec will recreate it
using its default configuration; however, if you do this all changes
you've made to the default configuration will be lost and you will
be required to re-enter your ServletExec serial number

the default location for servlet class files; initially contains sample
servlets that ship with ServletExec

Do not move theser vl et Exec | SAPI directory after installation. There is a registry en-
try that allows ServletExec to find this directory (see the discussion of registry entries,
below); if you move it then ServletExec won'’t be able to find it's configuration files.

ServletExec_ISAPIL.dII

The Ser vl et Exec_I SAPI . dl | dynamic link library (DLL) was installed in the directory
you selected during the installation process. This directoigy be mapped to a Micro-
soft IIS/PWS virtual directory and the virtual directomyst haveexecut e permission
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enabled. The default location suggested by the installer is C:\ I net Pub\ Scri pts (or
C:.\ WebShar e\ Scri pt s for Personal Web Server 1.0 on Windows 95), which is mapped
to the SCRI PTS virtual directory.

For 11S 4.0, open the Properties dialog for the virtual directory that maps to the physical
directory in which Ser vl et Exec_I SAPI . dI | resides (by default, thisis the SCRI PTS vir-
tual directory). Verify that the Name parameter under Application Settings is not grayed
out. If itis, click Create, Apply, and then OK so that it is not grayed out.

Registry & Metabase Entries
The ServletExec installer creates anew registry entry with the following key:

HKEY_LOCAL_MACHI NE\ SOFTWARE\ New At | ant a Communi cati ons\ Ser vl et Exec | SAPI

This key contains a single parameter, Horre, that contains the path to the Ser vl et Exec
| SAPI directory. If you move the Servl et Exec | SAPI directory after installation, you
must modify this key to contain the new path.

Filter DLLs Registry Entry

The ServletExec installer also modifiesthe Fi I ter DLLs parameter for 11S2.0 & 3.0 on
Windows NT Server, Peer Web Services 2.0 & 3.0 on Windows NT Workstation, and
PWS 1.0 & 4.0 on Windows 95/98. This parameter has the following key:

HKEY_LOCAL_MACHI NE\ SYSTEM Curr ent Cont r ol Set\ Ser vi ces\ WBSVC\ Par anet er s

The path to Servl et Exec_I SAPI . dI | is added to the Filter DLLs parameter. VERY
IMPORTANT! You must remove entries for other servlet engines you may have previ-
oudly installed for Microsoft 1S from the Fi | ter DLLs parameter. The uninstallers for
most servlet engines do not automatically remove this entry.

Metabase ISAPI Filter Entry
The ServletExec 2.2 installer automatically modifies the 11S 4.0 (NT Server) or PWS 4.0

(NT Workstation) metabase to add the ISAPI Filter entry (the metabase is the “new and
improved” registry). VERY IMPORTANT! Youmust remove entries for other servlet

engines you may have previously installed. The uninstallers for most servlet engines do
not automatically remove the metabase ISAPI Filter entry. Some servlet engines do not
use the metabase ISAPI Filter entry for IIS/PWS 4.0, but instead continue to use the old

Fi | ter DLLs registry entry. Be sure to remove these entries as described above.

To examine or modify the metabase ISAPI Filter entry:

1. Open the Internet Service Manager application (Microsoft Management Console).

2. Open the Properties dialog for your server. First, expand the Internet Information
Server entry until you can see the icon for your server. Then right-click the server
icon and select Properties from the pop-up menu. You should see a dialog similar to

Figure 18 on page A-6.
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3.

4.

Make sure “WWW Service” is selected in the Master Properties combo-box (as illus-
trated in Figure 18), then click the Edit button.

Select the ISAPI Filters tab in the Master Properties dialog. The dialog should appear
similar to Figure 19 on page A-7.

Use the Remove button to delete entries for other servlet engines you may have in-
stalled previously. Use the Edit button to examine or modify the ServletExec entry.
Use the Add button to add the ServletExec entry if the installer did not add it success-

fully.
= ntzerver Properties HEBA

Intemet [nformation S erver |

— Maszter Properties

Edit the properties inherited by all sites created on this
computer

Master Properties:
[t Service =

I~ Enable Bandwidth Thicttling

LLirnit- metwerk Bandwidih avaiatle fan all Intemet  niermatiorn
Semven el and BNE sites an this camputer

bl i etwark user 1024 KB/S

— Computer MIME Map

Y To configure the MIME twpes the Web Service sends to
brovezers in the HT TP Header, click File Types.

File Types. .. |

ok | Cancel | Spply | Help |

Figure 18. Server Properties Dialog
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wWww Service Master Propertiez for ntserver x|

Documents I Diirectaory Security I HTTPF Headers | Cusztarn Ermrars I 1S 3.0 Adrin I
“wieh Site I Operators I Performance ISAP Filters | Home Directory

Filterz installed here are active for all veb sites on this computer and are
executed in the order listed below. Thesze filkers are not displayed an individual
web sites.

Status Filter Mame Pricrity | Add

zspifilt High
fpesedl.di

Lo Remove

ServlstE wec

Edit...

il

Eratle

Details

Filter Mame: ServletExec

Status: Loaded

Enecutable: FAL AServletExec |SAPLI
Pricrity; Lo

Ok I Cancel | Lpply Help

Figure 19. ISAPI Filters

ServletExec Admin User Name & Password

For Windows NT, the user name and password assigned in the ServletExec Admin User
Interface must match those of a Windows NT user as defined in the User Manager. (See
Chapter 2, heading Setting the Admin User Name & Password).

For 11S 4.0 (NT Server) and PWS 4.0 (NT Workstation), Basic Authentication must be
enabled in order for the ServletExec Admin user name and password to work properly.
Basic Authentication must be enabled in the WWW Service Master Properties and the
individual web server Properties dialogs:

Open the Internet Service Manager (Microsoft Management Console).

2. Open the Properties dialog for your server. First, expand the Internet Information
Server entry until you can see the icon for your server. Then right-click the server
icon and select Properties from the pop-up menu. You should see a dialog similar to
Figure 18 on page A-6.

3. Make sure “"WWW Services” is selected in the Master Properties combo-box (as il-
lustrated in Figure 18), then click the Edit button.

4. Click the Edit button.
5. Select the Directory Security tab.

A-7



A.MICROSOFT IIS/PWS

6. Under “Anonymous Access and Authentication Control,” click the Edit button. You
should now see a dialog similar to Figure 20.

Authentication Methods E

—Select one or more Authentication Methods for this resource

¥ Allow Anonyrmous Access)
Mo Ulser Name/Password required to access this resource

Account used for Anonymous Access: Edit... |

v Basic Authentication (Fassword is sentin Clear Text)

User Narme and FPassword reguired when:
* Allow Anonymous is disabled
“Access is restricted using NTFS Access Control Lists

Default domain for basic Authentication: Edit... |

¥ Windows NT Challenge/Fesponse

User Narme and FPassword reguired when:
* Allow Anonymous is disabled
“Access is restricted using NTFS Access Control Lists

Ok | Cancel Help

Figure 20. 11S Authentication M ethods

7. Make sure “Basic Authentication” is enabled.
8. Click OK to close all dialogs.

9. Open the Properties dialog for each configured web server (there may be only one,
named “Default Web Server”).

10. Repeat steps 6 through 9 for each configured web server.

JDK/JRE Installation

In order to install ServletExec 2.2 you must have first installed either JDK or JRE 1.1.x
or 1.2.The JDK or JRE must be installed on a local drive and not on a mapped network

drive. If the JDK is installed on a mapped network drive, ServietExec will not be able to
load and initialize the Java VM.

It's possible you may have multiple versions of the JDK installed on your system, or that
you may install newer (or older) versions after installing ServletExec. ServletExec uses
registry entries to determine which version of the JDK to use. It will look for an installed
JDK first and if it doesn’t find one it will look for the JRE. Here’s the complete algo-
rithm:

1. Look for the following registry key:
HKEY _LOCAL_MACHI NE\ SOFTWARE\ JavaSoft\ Java Devel oprent Kit

If found, go to step 2, otherwise look for the following key:
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HKEY LOCAL_MACHI NE\ SOFTWARE\ JavaSof t\ Java Runtime Environnent

2. Read the current Ver si on variable from the key found in step 1. Currently, the only
valid values for this variable start withi.“12” or “1.2” (including, for example
“1.1.77).

3. Append the value of thair r ent Ver si on variable from step 2 to the key from step 1
to create a new key. For example:

HKEY _LOCAL_MACHI NE\ SOFTWARE\ JavaSof t\ Java Devel oprment Kit\1.1

or
HKEY LOCAL_MACHI NE\ SOFTWARE\ JavaSoft\Java Runtine Environnment\1.1

4. Read the value of thevaHone variable for the key from step 3 to find the location
of the JDK or JRE.

If you launch DBMON and then restart your web server, ServiletExec displays the Java
VM settings in the DBMON console window during initialization (see Appendix E for a
discussion of DBMON). You can examine the classpath displayed by ServletExec to see
which version of the JDK is being used.

User Accounts for Microsoft lIS

Because ServletExec runs as part of the Microsoft IS process, your servlets will run un-
der different user accounts at different times. This will primarily affect their ability to
read and write to the file system because access to the NT File System (NTFS) is based
on the user account of the process. Here are the rules:

1. During normal request processing in your serviegsvice(), doGet (), oOr
doPost () method, your servlet will be running under the user account of the au-
thenticated user, if the user had to enter a username and password to access your
servlet. Otherwise your servlet will be running under itheR_<ser ver nane>
account (the account under which IIS runs anonymous user requests).

2. If your servlet is configured to be loaded by ServletExec during initialization,
your i nit () method will be executed under tBgsTEM account. Otherwise, if
your servlet is loaded when it receives it's first request, the rules for item #1,
above, apply.

3. Normally, your servlet'sest roy() method will run under the SYSTEM account
when it is invoked due to a shutdown of ServletExec. However, if your servlet is
reloaded due to a class file modification, the rules for item #1, above, apply.
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Reinitializing ServletExec

In order to reinitialize ServletExec (which must be done after modifying the ServletExec
classpath, for example), you must completely stop and restart IIS. This isn’t as straight-
forward as you might think.

For 1IS 2.0 & 3.0, you must stogdl services (WWW, FTP, Gopher) to cause the Serv-
letExec DLL to be unloaded. ServletExec will be reloaded and reinitialized when you re-
start the WWW service.

For IIS 4.0, in addition to stopping all services, you must stop the [IS Admin Service to
cause the ServletExec DLL to be unloaded. This can be done from the Services control
panel. Alternatively, you execute the batch §ilep_i i s. bat , which can be found in the

Servl et Exec | SAPI directory, to completely stop 1IS 4.0.

For PWS 4.0 on Windows 95/98, you must restart Windows in order to reload and reini-
tialize ServletExec.

Uninstalling ServletExec
Perform the following steps to completely uninstall ServletExec:
1. Stop your web server.

2. If you're running lIS 4.0, remove the ServletExec metabase filter entry as described
under the headinlyletabase ISAPI Filter Entry, above. If you're running any other
version of 1IS or PWS, use the Registry Editor to remove the ServletExec entry from
theFil ter DLLs parameter. This parameter has the following key:

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ WBSVC\ Par anet er s
If you're running PWS 4.0 on Windows 95/98, restart Windows.
Open the Control Panel and select Add/Remove Programs.
Select “ServletExec ISAPI 2.2” from the list and click Add/Remove.

The ServletExec uninstaller may not be able to remove all of the installed files. Re-
move theSer vl et Exec | SAPI directory if it's still present. The default location for

the Servl et Exec | SAPI directory is within the net Pub directory (or thenebShar e
directory for Personal Web Server 1.0 on Windows 95).

o g A~ W
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Appendix B1l. Netscape/NSAPI
Installation (Windows NT)

Verifying Your ServietExec Installation

stallation of ServletExec/NSAPI for Netscape FastTrack & Enterprise servers on
Windows NT. It will also be useful if you decide to uninstall ServletExec to make
sure you've completely removed all installed components.

T his appendix contains important information that will allow you to verify your in-

In order to complete the ServletExec installation, the Netsagipenf configuration file

must be modified. The ServletExec 2.2 installer gives you the option to allow it to auto-
matically update thebj.conf file. Instructions in this appendix allow you to verify these
changes, or to manually edibj.conf if you chose not to let the installer do so automati-
cally.

ServleteExec for Netscape FastTrack & Enterprise servers on Windows NT is imple-
mented using Netscape's NSAPI server programming interface, and the standard Java
Virtual Machine (VM) for Windows from Sun Microsystems. This combination gives
you maximum performance and Java compatibility. ServletExec NSAPI runs as an in-
process extension of your web server.

Upgrading from a Previous Version

If you've installed ServletExec for multiple Netscape server instances, you only need to

upgrade ServletExec for one instance and the upgrade will apply to all instances. In order
to upgrade to a new version of ServletExec and maintain your old configuration settings,

perform the following steps:

1. Stop your web server. If you've installed ServletExec for multiple Netscape server
instances, stop them all.

2. Make backup copies of tiser vl et Exec Dat a andSer vl et s directories for the Net-
scape server instance you're upgrading. The default location for these directories is
within  the C \ Netscape\ SuiteSpot\ Pl ugi ns\ Servl et Exec  NSAPI\ htt ps-
<server nane> directory.
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3. Uninstall the old version of ServletExec for the Netscape server you're upgrading us-

ing the Add/Remove Programs control panel. $tevl et Exec NSAPI directory and
its sub-directories will not be deleted by the uninstaller.

Delete theServl et Exec_NSAPI . dl | file from the Servl et Exec NSAPI directory.
Delete all other files and sub-directories from faevi et Exec NSAPI directoryex-
cept for thent t ps- <ser ver nane> sub-directories and their contents.

Run the installer for the new version of ServletExec. Choose the exdgting
| et Exec NSAPI directory when prompted for a “Destination Folder”.

6. Restart your web server.

After restarting your web server, the new version of ServletExec should run using your
old configuration settings. If you have any problems, you can restoigitheet Exec
Dat a andsSer vl et s sub-directories from the backups you made in step 2, above.

If you've installed ServletExec for multiple Netscape server instances, the Add/Remove
Programs control panel will display the new ServletExec version number for the instance
that you upgraded. All other server instances will display the old ServletExec version
number. This is OK.

System Requirements

ServletExec 2.2 for NSAPI only runs on Windows NT Server and Workstation ver-
sion 4.0; itdoes not run on Windows 95/98.

ServletExec 2.2 supports FastTrack & Enterprise servers version 3.0 and higher, in-
cluding Enterprise 3.5, 3.5.1, and 3.6.

In order to install ServletExec 2.2 you must first install either the Java Development
Kit (JDK) or the Java Runtime Environment (JRE) version 1.1.x or 1.2 from Sun Mi-
crosystems, the IBM JDK or JRE for Windows version 1.1.x, or the Microsoft VM. If
you plan to use the Microsoft VM we recommend that you first upgrade to the latest
version.

The Sun JDK or JRE 1.1.x for Windows can be downloaded from:
RtTp: /7] ava. sun. conl product s/] dk/ 1. 171 ndex. ht m]
http://]ava. sun. conl products/|dk/1.1/1rel/l ndex. htm]

The Sun JDK or JRE 1.2 for Windows can be downloaded from:
http://]ava.sun.conl products/jdk/ 1.2/ 1 ndex. ht n|
http://java. sun. conl products/|jdk/1.2/jrelindex. htnl]

The IBM JDK or JRE 1.1.x for Windows can be downloaded from:

http://ww. | bm conf devel oper/| ava/l
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The latest version of the Microsoft VM can be downloaded from:

http://ww. m crosoft.conjava/l|

At the time of this writing, the latest production versions of the Sun JDKs for Win-
dows are 1.1.8 and 1.2.2; the latest production version of the IBM JDK is 1.1.8; the
latest production version of the Microsoft VM is build 3186. We recommend using
these versions with ServletExec 2.2.

WARNING! Sun JDK 1.1.5 contains a memory leak, which makes it un-
suitable for use with ServletExec in production environments. Do not use
JDK 1.1.5 with ServietExec!

The JDK or JRE must be installed on a local drive and not on a mapped network
drive. If the JDK isinstalled on a mapped network drive, ServietExec will not be able
to load and initialize the Java VM.

Uninstall Other Servlet Engines

VERY IMPORTANT! You must uninstall any other servlet engines you may have pre-
vioudly installed for use with Netscape FastTrack/Enterprise servers before installing and
using ServletExec. In particular, modifications you may have made to the obj.conf con-
figuration file for other servlet engines must be removed.

Installing ServletExec for Multiple Servers

If you've created multiple server instances, you must run the ServletExec installer sepa-
rately for each server for which you want to install ServletExec. Pay attention to the fol-
lowing items when installing ServletExec for multiple servers:

1. Stop all servers before running the ServletExec installer.
2. Use the same installation directory for all ServletExec installations.

The ServletExec installer will create a separate sub-directory withigsethe et Exec
NSAPI directory for each server instance (see further discussion, below).

When installed for multiple Netscape server instances, each instance of ServletExec cre-
ates its own Java VM. Therefore, the servlets being hosted by ServiletExec for each server
are isolated from the others in separate VMs.

Note that you must purchase a unique ServletExec serial number for each Netscape
server instance with which ServletExec will be installed.
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Deactivate the Java Interpreter

For Enterprise 3.5.1 and 3.6, the built-in Java interpreter is deactivated by default; how-
ever, if it has been activated on your server you must deactivate it manually by perform-
ing the following steps:

1. From the Netscape Administration Server home page, select the server to be ad-
ministered.

2. Select “Programs” from the menu bar in the upper frame of the server administra-
tion page.

3. Select the “Java” link from the menu in the left frame of the “Programs” page.
4. Turn off the Java interpreter.

This configuration step only applies to Enterprise 3.5.1 and 3.6. If you still have problems
running ServletExec after deactivating the Java interpreter, checkithalirectives in
your obj.conf file as described below.

What Was Installed?

When you installed ServletExec, these changes were made to your system:

* theservl et Exec NSAPI directory was created
* Registry entries for ServletExec were created or modified

» the Netscapebj.conf configuration file was updated (if you chose to let the
ServletExec installer modify this file)

The following sections describe each of these changes.

The ServletExec NSAPI Directory

ThesSer vl et Exec NSAPI directory was created in the location you selected during the in-
stallation process. The default location suggested by the installer is within\ the -
scape\ Sui t eSpot \ Pl ugi ns directory; however, there are no restrictions on the location
of this directory.

Theser vl et Exec NSAPI directory contains the following files:

* ServletExec_NSAPIdII

» DBMON debugging program (see Appendix E)
* Install.log

» JSDK License Agreement

» ServletExec License Agreement

« READ ME
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* Release Notes
» ServletExec Debugging Tips
» VerifyObjConf.class (see the discussion of Veri f yQoj Conf . bat , below)

Within the Ser vl et Exec NSAPI directory are the following sub-directories:

Docunent ati on

lib

Exanpl es

contains this manual, a tutoria for writing serviets, and the Java
Servlet APl documentation from the Java Servlet Development Kit
(JSDK) 2.1

contains the servlet.jar and Servl et Exec22.jar files;, these
archives are automatically added to the ServletExec classpath, and
are required for ServletExec operation; DO NOT MOVE OR DE-
LETE THISDIRECTORY OR THESE FILES

contains examples of some of ServletExec’s advanced features,
including: Server-Side Includes (SSI), Page Compilation,
JavaServer Pages (JSP), File Upload servlet, and Presentation
Templates

Also within theSer vl et Exec NSAPI directory are sub-directories for each server. Fol-
lowing Netscape conventions, the sub-directories are named- <server name> (for
Enterprise) omt t pd- <ser ver - name> (for FastTrack). Within each server sub-directory
are the following directories:

cl asses

Servl et Logs

Ser vl et Exec Dat a

Servl ets

Ver i f yObj Conf . bat

this directory is automatically added to the ServletExec classpath;
servlet or non-servlet classes can be placed in this directory; see
the READ ME for more information

contains theservl et .l og files; entries are added to tlserv-
I et. | og file whenever a servlet invokes itsg() method; see the
section in Chapter 2 on configuring the servlet logging feature

contains ServletExec configuration files; DO NOT MODIFY THE
CONTENTS OF THIS DIRECTORY; in emergency situations you
may delete this entire directory and ServletExec will recreate it
using its default configuration; however, if you do this all changes
you've made to the default configuration will be lost and you will
be required to re-enter your ServletExec serial number

the default location for servlet class files; initially contains sample
servlets that ship with ServletExec

a command file that can be used to verify the configuration of the
obj.conf file for the server
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Do not move the Ser vl et Exec NSAPI directory after installation. There is a registry en-
try that allows ServletExec to find this directory (see the discussion of registry entries,
below); if you move it then ServletExec won'’t be able to find it's configuration files.

Registry Entries
The ServletExec installer creates a new registry entry for each Enterprise server with the
following key:

HKEY_LOCAL_MACHI NE\ SOFTWARE\ New At | ant a Conmuni cat i ons\
Servl et Exec NSAPI\ htt ps-<server nane>

Following Netscape convention, the key for FastTrack servers is the same, except that
htt pd- <server name> is used as the final part of the key.

This key contains a single parametanye, that contains the path to the server’s sub-di-
rectory within theSer vi et Exec NSAPI directory. If you move theer vl et Exec NSAPI
directory after installation, you must modify the key for each server to contain the new
path.

Netscape Configuration File (obj.conf)

The Netscape server implementation requires thatdjfnf configuration file be modi-

fied in order to install NSAPI plug-ins such as ServletExec. This section describes the
modifications performed by the ServletExec installer; if you chose not to allow the in-
staller to make these modifications, you must make them manually.

Several lines must be added to tigconf configuration file for each server for which
ServletExec is installed (the location of these lines withirobjeonf file is very impor-
tant):

1) The following lines must be added to the beginningbptonf before the otherni t
directives:

Init fn=load-nodul es shlib="<pat h>/ Servl et Exec_NSAPI . dl | "
funcs="Servl et Execl ni t, Servl et ExecFi | t er, Ser vl et ExecSer vi ce"

Init fn=Servl et Execlnit

where<pat h> is the full path to theer vl et Exec_NSAPI . dI | . (Note: the first ni t
directive will normally appear on a single line within dtg.conf file. It's shown as
spanning two lines here for formatting reasons. It may span two lines wijlionf,
in which case the second line must begin with a tab or space character).

IMPORTANT! If you had previously activated, then deactivated the Java Interpreter
for Enterprise 3.5.1 or 3.6 as described above,ltwo directives similar to the fol-
lowing will still be in yourobj.conf file:

Init funcs="SJavaBootlnit" shlib=".." fn="| oad- nodul es"

Init classpath=".." ldpath=".." fn="SJavaBootInit"
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You must either: (a) make sure the ServletExec | nit directives appear before these
two Java Interpreter directives; or, (b) remove the Java Interpreter directives.

2) Thefollowing lines must be added within the <oj ect name=def aul t > directives:

NameTrans fn=ServletExecFilter root="<document root>"

Service method=(GET|HEAD|POST) type=magnus-internal/nac
fn=ServletExecService

where <document root> IS the full path to the server’s document root directory. This
will be the same as the directory specified in fthedocunent - r oot directive pro-
vided by Netscape. (Note: tiser vi ce directive will normally appear on a single line
within theobj.conf file. It's shown as spanning two lines here for formatting reasons.
It may span two lines withiabj.conf, in which case the second line must begin with a
tab or space character).

IMPORTANT! The NarmeTr ans directive for ServletExec must appear first in the list
of NameTr ans directives for the default object. For Enterprise 3.5.1 and 3.8¢the

i ce directive for ServletExec must similarly appear first in the lisseokvi ce direc-
tives for the default object.

IMPORTANT! If hardware virtual servers are being used, for each hardware virtual
server the followingNaneTrans directive must be placed before the ServietExec
NameTr ans directive described above:

NanmeTr ans fn=Servl et ExecFilter address="<|P address>"
root ="<server docunent root>"

where <server document root> is the document root directory for the virtual
server. This will be the same as the directory specified inrthéocunent - r oot di-

rective provided by Netscape for the virtual server. See Chapter 2 for a discussion of
hardware virtual servers.

Figure B-1 on page B-9 shows the completgconf file for FastTrack/Enterprise 3.0

with ServletExec installed. Figure B-3 on page B-10 shows a patsfiabnf file for En-

terprise 3.5.1 with ServletExec installed. The default installation locations were used for
both the server and ServletExec in both cases. The changes made for ServletExec are
highlighted.

Figure B-2 on page B-9 shows a portion ofcainconf file showing theNaneTr ans di-
rectives for a hardware virtual server. The changes made for ServletExec are highlighted.

VerifyObjConf.bat

Within the server sub-directory of tiser vl et Exec NSAPI directory is the command file
Veri f yQoj Conf. bat. This command file can be executed to automatically check your
obj.conf file for errors.Verifybj Conf.bat creates a file namederify.log in the
server subdirectory that contains a list of warnings and errors.
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JDK/JRE Installation

In order to install ServletExec 2.2 you must have first installed either JDK or JRE version
1.1x or 1.2. The JDK or JRE must be installed on a local drive and not on a mapped
network drive. If the JDK isinstalled on a mapped network drive, ServlietExec will not be
ableto load and initialize the Java VM.

It's possible you may have multiple versions of the JDK installed on your system, or that
you may install newer (or older) versions after installing ServletExec. ServletExec uses
registry entries to determine which version of the JDK to use. It will look for an installed
JDK first and if it doesn’t find one it will look for the JRE. Here’s the complete algo-
rithm:

1. Look for the following registry key:
HKEY _LOCAL_MACHI NE\ SOFTWARE\ JavaSoft\ Java Devel oprent Kit
If found, go to step 2, otherwise look for the following key:
HKEY LOCAL_MACHI NE\ SOFTWARE\ JavaSoft\Java Runtime Environment

2. Read theurrent Ver si on variable from the key found in step 1. Currently, the only
valid values for this variable start withi.“12” or “1.2” (including, for example
“1.1.77).

3. Append the value of thair r ent Ver si on variable from step 2 to the key from step 1
to create a new key. For example:

HKEY LOCAL_MACHI NE\ SOFTWARE\ JavaSof t\ Java Devel opnent Kit\1l.1

or
HKEY _LOCAL_MACHI NE\ SOFTWARE\ JavaSoft\Java Runtine Environment\1.1
4. Read the value of thevaHone variable for the key from step 3 to find the location
of the JDK or JRE.

If you launch DBMON and then restart your web server, ServletExec displays the Java
VM settings in the DBMON console window during initialization (see Appendix E for a
discussion of DBMON). You can examine the classpath displayed by ServletExec to see
which version of the JDK is being used.

Uninstalling ServletExec

Perform the following steps to uninstall ServletExec for a Netscape FastTrack or Enter-
prise server:

1. Open the Control Panel and select Add/Remove Programs.

2. Select “ServletExec NSAPI 2.2 (<server name>)" and click Add/Remove.

3. The uninstaller may not be able to remove all of the installed files, so remove the
<server nanme> directory from within theServl et Exec NSAPI directory. The de-
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fault location of the ServietExec NSAPI directory is within the C\Net-
scape\ Sui t eSpot \ pl ugi ns directory.

. Edit the obj.conf configuration file for the server and remove the lines that were
added for ServletExec (as described above).

If ServletExec is being completely removed from your system, delete the Ser vl et -

Exec NSAPI directory after completing steps 1 through 4 for al servers for which
ServletExec was installed.
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Init fn=load-nodul es
shl i b="C:/ Net scape/ Sui t eSpot / pl ugi ns/ Ser vl et Exec NSAPI/ Ser vl et Exec_NSAPI . dl | "
funcs="Servl et Execl ni t, Servl et ExecFi | ter, Servl et ExecServi ce"
Init fn=ServletExeclnit
Init fn=flex-init access="C:/Netscape/ SuiteSpot/ https-pooh/I| ogs/access"
format.access="%Ses->client.ip%- %eq->vars. auth-user % [ “SYSDATE%} \
"%Req- >regpb. cl f-request %\
" UReq->srvhdrs. cl f-status% %Req->srvhdrs. content-1| engt h%
Init fn=load-types m ne-types=nm ne.types

<hj ect nane=def aul t >

NanmeTr ans fn=Servl et ExecFilter root="C:/Netscape/ SuiteSpot/docs"
NaneTrans fn=pfx2dir fronr/ ns-icons dir="C:/Netscape/ SuiteSpot/ns-icons"
NaneTrans fn=pfx2dir fronr/ nt-icons dir="C:/Netscape/ SuiteSpot/ns-icons"
NaneTr ans fn=docunent-root root="C:/Netscape/ SuiteSpot/docs"

Pat hCheck fn=nt-uri-clean

Pat hCheck fn="check-acl" acl="default"

Pat hCheck fn=fi nd-pathinfo

Pat hCheck fn=find-index index-nanes="index.htnl, hone. htnm "

oj ect Type fn=type-by-extension

Obj ect Type fn=force-type type=text/plain

Servi ce nmet hod=( GET| HEAD| POST) type=nmagnus-i nternal /nac fn=Servl et ExecService
Servi ce met hod=( GET| HEAD) type=magnus-internal /i magemap fn=i magemap
Servi ce met hod=( GET| HEAD) type=magnus-internal/directory fn=i ndex-conmmon
Servi ce nmet hod=( GET| HEAD) type=*~magnus-internal/* fn=send-file

AddLog fn=flex-|og name="access"

</ vj ect >

<hj ect nane=cgi >

Obj ect Type fn=force-type type=magnus-internal/cgi
Servi ce fn=send-cgi

</ Obj ect >

Figure B-1. Complete obj.conf Configuration Filefor FastTrack/Enterprise 3.0

<hj ect nane=def aul t >
NaneTrans fn=Servl et ExecFilter address="168.121.97.173"
root =" D: / Net scape/ Sui t eSpot / docs3"
NaneTrans fn=Servl et ExecFilter root="D:/Netscape/ SuiteSpot/docs"
NaneTrans fn=pfx2dir fronv/ ns-icons dir="D:/Netscape/ SuiteSpot/ns-icons"
NaneTrans fn=pfx2dir fronv/ nt-icons dir="D:/Netscape/ SuiteSpot/ns-icons"
NaneTr ans fn=docunent-root address"168.121.97.173" root="D:/Netscape/ SuiteSpot/docs3"
NaneTr ans fn=docunent-root root="D:/Netscape/ SuiteSpot/docs"

Figure B-2. NameTrans Directivesfor Hardware Virtual Server
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Init fn="| oad- nodul es"

shl i b="C: / Net scape/ Sui t eSpot / pl ugi ns/ Ser vl et Exec NSAPI/ Ser vl et Exec_NSAPI . dl | "

funcs="Servl et Execl ni t, Servl et ExecFi | ter, Servl et ExecServi ce"
Init fn="Servl et Execlnit"
Init fn=flex-init access="C:/Netscape/ SuiteSpot/https-ntserverl/logs/access"
format.access="%Ses->client.ip%- %eq->vars. aut h-user % [ “SYSDATE%} \

"UReq- >regpb. cl f-request %\
" UReq->srvhdrs. cl f-status% %Req->srvhdrs. content-1| engt h%

Init fn=load-types m ne-types=nm ne.types
Init fn="| oad- nodul es"

funcs="CM_I nit, CM Del et e, CM_| ndex, CM Get, CM_Put , CM Move, CM MkDi r, CM Post, CM Edi t,
CM _Unedi t, CM Save, CM Lock, CM_Unl ock, CM RevLabel , CM RevLog, CM Set Attr, CM Get Attr,
CM Get At t r Names, CM_RevAdd, CM_RevNum CM Copy, CM Get PS, CM St art Rev, CM_St opRev"

shl i b="C:/ Net scape/ Sui t eSpot / pl ugi ns/ content _ngr/bi n/content_ngr.dl "

Nat i veThr ead="no"
Init fn="CM_Init" webconfig="C:/Netscape/ SuiteSpot/https-ntserverl/config/ webpub.conf"
Init fn="load-nodul es" funcs="es-search-init, es-search, es-search-nanetrans"”

shl i b="C:./ Net scape/ Sui t eSpot / pl ugi ns/ search/bin/nsir.dl|" NativeThread="no"
Init fn="es-search-init"

system ni =" C: / Net scape/ Sui t eSpot / htt psnt server 1/ confi g/ webpub. conf "

errordb="C:/ Net scape/ Sui t eSpot / pl ugi ns/ search/adm n/nsir.err"

user def sdb="C: / Net scape/ Sui t eSpot / pl ugi ns/ sear ch/ adm n/ userdefs.ini"
Init fn="| oad- nodul es"

funcs="ns_agentInit, agent _nane_trans, ns_agent CndHandl er, ns_agent Type"

shl i b="C:/ Net scape/ Sui t eSpot / pl ugi ns/ agent s/ bi n/agents.dl | " NativeThread="no"
Init fn="ns_agentlnit"

system ni =" C:. / Net scape/ Sui t eSpot / pl ugi ns/ agent s/ dat a/ agent _systemini"

ui di r="C:/ Net scape/ Sui t eSpot / pl ugi ns/ agent s/ data" Latelnit="yes"

<hj ect nane=def aul t >
NaneTrans fn="Servl et ExecFilter" root="C:/Netscape/ SuiteSpot/docs"
NaneTrans fn=pfx2dir fronr/ ns-icons dir="C:/Netscape/ SuiteSpot/ns-icons"
NaneTrans fn=pfx2dir fronv/ nt-icons dir="C:/Netscape/ SuiteSpot/ns-icons"
NaneTrans fn="pfx2dir" fron¥"/hel p* dir="C:/Netscape/ SuiteSpot/nmanual / https/ug"
NaneTrans fron¥"/Agents" fn="agent_nane_trans"
NaneTrans fn="pfx2dir" frone"/search-ui" dir="C:/Netscape/ SuiteSpot/plugins/search/ui"
NaneTrans fn="es-search-nanetrans" fron¥"/search"
NaneTrans fn="pfx2dir" fron¥"/webpub-ui"
di r="C:/ Net scape/ Sui t eSpot / pl ugi ns/ content _nmgr/ui "
NaneTrans fn="pfx2dir" frone"/publisher"
di r="C:/ Net scape/ Sui t eSpot / pl ugi ns/ content _ngr/client"
NaneTr ans fn=docunent-root root="C:/Netscape/ SuiteSpot/docs"
Pat hCheck fn=nt-uri-clean
Pat hCheck fn="check-acl" acl="default"
Pat hCheck f n=fi nd- pathi nfo
Pat hCheck fn=find-index index-nanes="index.htn , hone. htnm "
Obj ect Type fn=type- by-extension
Obj ect Type fn=force-type type=text/plain
Servi ce met hod="( GET| HEAD| POST) " type="magnus-i nternal /nac" fn="Servl et ExecService"
Servi ce met hod=( GET| HEAD) type=magnus-internal /i magemap fn=i magemap
Servi ce nmet hod=( GET| HEAD) type=magnus-internal/directory fn=i ndex-conmmon
Service fn="CM Del ete" nethod="DELETE"
Service fn="CM.I ndex" method="1 NDEX"
Service fn="CM Get" nethod="(GET| HEAD) "
Service fn="CM Put" method="PUT"
Servi ce fn="CM Mve" net hod="MOVE"
Service fn="CM MDi r" net hod="MDI R'
Service fn="CM Post" et hod="PCST"
Servi ce fn="CM Copy" method="COPY"
Service fn="CM Edit" method="ED T"

Figure B-3. Partial obj.conf Configuration Filefor Enterprise 3.5.1 and 3.6
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Appendix B2. Netscape/NSAPI
Installation (SPARC
Solaris)

Verifying Your ServietExec Installation

stallation of ServletExec NSAPI for Netscape FastTrack & Enterprise servers for
SPARC Solaris. It will also be useful if you decide to uninstall ServlietExec to
make sure you've completely removed all installed components.

T his appendix contains important information that will alow you to verify your in-

In order to complete the ServletExec installation, the Netsai@penf configuration file

and servestart script must be modified. The ServletExec 2.2 installation script gives you
the option to allow it to automatically update these files. Instructions in this appendix al-
low you to verify these changes, or to manually edjiconf and thestart script if you
chose not to let the installation script do so automatically.

ServletExec NSAPI for Netscape FastTrack & Enterprise servers on SPARC Solaris is
implemented using Netscape's NSAPI server programming interface, and the standard
Java Virtual Machine (VM) from Sun Microsystems. This combination gives you maxi-
mum performance and Java compatibility. ServletExec NSAPI runs as an in-process ex-
tension of your web server.

Upgrading from a Previous Version

If you've installed ServletExec for multiple Netscape server instances, you only need to

upgrade ServletExec for one instance and the upgrade will apply to all instances. In order
to upgrade to a new version of ServletExec and maintain your old configuration settings,

perform the following steps:

1. Stop your web server. If you've installed ServletExec for multiple Netscape server
instances, stop them all.

2. Make backup copies of tiser vl et ExecDat a andSer vl et s directories for the Net-
scape server instance you're upgrading. The default location for these directories is
within  the netscape/ suitespot/pl ugi ns/ Servl et ExecNSAPI / ht t ps- <ser ver
nane> directory.
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3. Runtheinstaller for the new version of ServletExec whilelogged in asr oot , entering
the path to the Netscape server installation directory when prompted. The installer
will overwrite all of the appropriate ServietExec files previoudy installed in the
Ser vl et ExecNSAPI  directory. The installer will not modify the contents of the
htt ps- <server nane> sub-directories.

4. Restart your web server.
After restarting your web server, the new version of ServletExec should run using your
old configuration settings. If you have any problems, you can restore the Serv-

| et ExecData and Servlets sub-directories from the backups you made in step 2,
above.

System Requirements

» ServletExec 2.2 requires SPARC Solaris version 2.5.1 (with akernel patch), 2.6 (with
apatch), or 7. The patch for Solaris 2.5.1 can be downloaded from:

Ftp://sunsol ve. sun. con pub/ pat ches/ 104283. r eadng
ftp: 7/ sunsolve.sun. conl pub/ pat ches/ 104283-04.Tar. 4

The patch for Solaris 2.6 can be downloaded from:

[tp://sunsol ve.sun. com pub/ patches/ 105181. r eadng
Ftp://sunsol ve. sun. com pub/ pat ches/ 105181-06.tar. 4

* ServletExec 2.2 supports FastTrack & Enterprise servers version 3.0 and higher, in-
cluding Enterprise 3.5, 3.5.1, and 3.6.

» Before installing ServletExec 2.2 you must first install either the Java Devel opment
Kit (JDK) or the Java Runtime Environment (JRE) version 1.1.x or 1.2. JDK or JRE
1.1.x can be downloaded from Sun Microsystems’ web site:

http://java. sun. conl products/|dk/1.1/1 ndex. ht m|
pttp://]ava. sun. conl products/| dk/ 1. 1/jre/1ndex. htnj|

JDK or JRE 1.2 can be downloaded from:

http: 777 ava. sun. conl producis/| dk/ 1. 2/ 1 ndex. ht ]
http://|ava.sun. conf products/|dk/ 1.2/ re/1ndex.htnl]

Note that Sun has created two versions of the JDK for Solaris, which it refers to as the
Production and Reference implementations (or releases). At the time of this writing,
the latest versions of the Production and References releases are 1.1.7_05 and 1.2_01.
We recommend using only the latest Production releases of the JDK with Serv-

letExec. We do not recommend using Reference releases.
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If you're using the 1.1.6 Reference implementation of the JDK, you must also down-
load and install the optional Solaris Native Threads Pack after installing the JDK. The
Production release of JDK 1.1.5 and greater includes native thread support.

Regardless of whether you're using the Reference or Production version of the JDK,
if you're running Solaris 2.5.1 you must also apply two patches to solve native thread
synchronization problems. These patches are not required for Solaris 2.6 or 7.

A comparison of the Reference and Production releases of the JDK, and instructions
for downloading the Solaris 2.5.1 native threads patches is available from Sun Micro-
systems’ web site:

http://]ava. sun. coml products/ | dk/ 1.1/ sol ari s-product-conpari son. ht n|

WARNING! The Reference release of JDK 1.1.5 contains a memory leak
that makes it unsuitable for use with ServletExec in production environ-
ments.Do not use the Reference release of JDK 1.1.5 with ServietExec!

The Production releases of JDK 1.1.5 and later does not have this memory
leak and may be used with ServletExec.

Uninstall Other Servlet Engines

VERY IMPORTANT! You must uninstall any other servlet engines you may have pre-
viously installed for use with Netscape FastTrack/Enterprise servers before installing and
using ServletExec. In particular, modifications you may have made tabjlaenf con-
figuration file for other servlet engines must be removed.

Installing ServletExec for Multiple Servers

If you've created multiple server instances, you must run the ServletExec installer sepa-
rately for each server for which you want to install ServletExec. Pay attention to the fol-
lowing items when installing ServletExec for multiple servers:

1. Stop all servers before running the ServletExec installer.
2. Use the same installation directory for all ServletExec installations.

The ServletExec installer will create a separate sub-directory within Séhe-
| et ExecNSAPI directory for each server instance (see further discussion, below).

When installed for multiple Netscape server instances, each instance of ServletExec cre-
ates its own Java VM. Therefore, the servlets being hosted by ServletExec for each server
are isolated from the others in separate VMs.

Note that you must purchase a unique ServletExec serial number for each Netscape
server instance with which ServletExec will be installed.
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Deactivate the Java Interpreter

For Enterprise 3.5.1 and 3.6, the built-in Java interpreter is deactivated by default; how-
ever, if it has been activated on your server you must deactivate it manually by perform-
ing the following steps:

1. From the Netscape Administration Server home page, select the server to be ad-
ministered.

2. Select “Programs” from the menu bar in the upper frame of the server administra-
tion page.

3. Select the “Java” link from the menu in the left frame of the “Programs” page.
4. Turn off the Java interpreter.

This configuration step only applies to Enterprise 3.5.1 and 3.6. If you still have problems
running ServletExec after deactivating the Java interpreter, checkithalirectives in
your obj.conf file as described below.

What Was Installed?

When you installed ServletExec, these changes were made to your system:

» theservl et ExecNSAPI directory was created

» the Netscape serverart script was updated (if you chose to let the Serv-
letExec installation script modify this file)

» the Netscapebj.conf configuration file was updated (if you chose to let the
ServletExec installation script modify this file)

The following sections describe each of these changes.

The ServletExecNSAPI Directory
The Ser vl et ExecNSAPI directory was created within the
net scape/ sui t espot/ pl ugi ns directory. TheSer vl et ExecNSAPI directory contains
the following files:

» ServletExecNSAPI.so

» JSDK License Agreement

» ServletExec License Agreement

* READ ME

* Release Notes
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In addition to the files listed above, the Ser vl et ExecNSAPI directory contains the fol-
lowing sub-directories:

Docunent at i on contains this manual, a tutoria for writing servlets, and the Java
Servlet APl documentation from the Java Servlet Development Kit
(JSDK) 2.1

lib contains the servlet.jar and Servl et Exec22.jar files;, these

archives are automatically added to the ServletExec classpath, and
are required for ServletExec operation; DO NOT MOVE OR DE-
LETE THISDIRECTORY OR THESE FILES

Exanpl es contains examples of some of ServletExec’s advanced features,
including: Server-Side Includes (SSI), Page Compilation,
JavaServer Pages (JSP), File Upload servlet, and Presentation
Templates

Also within theSer vi et ExecNSAPI directory are sub-directories for each server. Follow-
ing Netscape conventions, the sub-directories are namggh- <server nane> (for
Enterprise) oht t pd- <ser ver - name> (for FastTrack). Within each server sub-directory
are the following directories:

cl asses this directory is automatically added to the ServletExec classpath;
servlet or non-servlet classes can be placed in this directory; see
the READ ME for more information

Servl et Logs contains theServl et. | og files; entries are added to tlserv-
I et. | og file whenever a servlet invokes itsg() method; see the
section in Chapter 2 on configuring the servlet logging feature

Servl et ExecData  contains ServletExec configuration files; DO NOT MODIFY THE
CONTENTS OF THIS DIRECTORY; in emergency situations you
may delete this entire directory and ServletExec will recreate it
using its default configuration; however, if you do this all changes
you've made to the default configuration will be lost and you will
be required to re-enter your ServletExec serial number

Servlets the default location for servlet class files; initially contains sample
servlets that ship with ServletExec

Do not move theser vl et ExecNSAPI directory after installation.

Server “start” Script

The Netscape server start script must be modified to set the LD LI BRARY_PATH,
JNI _VERSI ON, and LD PRELOAD environment variables, and possibly export the
SERVER_ROOT environment variable. The start script is located in the htt ps- <server
name> directory (for Enterprise) or ht t pd- <ser ver - name> directory (for FastTrack).
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This section describes the modifications made to the server start script by the ServletExec
installation script. If you chose not to alow the ServietExec installation script to make
these changes, you must make them manually. If you choose to run a different version of
the JDK or JRE than the one available when ServietExec was originally installed you
may need to modify the start script and change the setting of LD_LI BRARY_PATH.

LD_LIBRARY_PATH
The LD_LI BRARY_PATH environment variable must be set to include the SPARC native
threads libraries (ServietExec requires SPARC native threads). For example, if the JDK
Is installed in /usr/java, then LD_LI BRARY_PATH must be set as follows (for Bourne
shells) in the server start script depending on which version of the JDK or JRE you're
using.

For JDK 1.1.x and JRE 1.1.x production releases:

LD LI BRARY_PATH=$LD LI BRARY_PATH: /usr/javalli b/ sparc/native_threads
export LD LI BRARY_PATH

For JDK 1.2 production releases:

LD LI BRARY_PATH=$LD LI BRARY_PATH: /usr/javal/jrellibl/sparc
export LD_LI BRARY_PATH

For JRE 1.2 production releases:

LD_LI BRARY_PATH=$LD LI BRARY_PATH: /usr/javalli b/ sparc
export LD LI BRARY PATH

For JDK 1.2 reference releases:

LD LI BRARY_PATH=$LD LI BRARY_PATH: /usr/javal/jrellibl/sparc

LD LI BRARY_PATH=$LD LI BRARY_PATH: /usr/javal/jrel/lib/sparc/native_threads
LD LI BRARY_PATH=$LD LI BRARY_PATH: /usr/javal/jrellibl/sparc/classic

export LD_LI BRARY_PATH

For JRE 1.2 reference releases:

LD LI BRARY_PATH=$LD LI BRARY_PATH: /usr/javalli b/ sparc

LD LI BRARY_PATH=$LD LI BRARY_PATH: /usr/javalli b/ sparc/native_threads
LD LI BRARY_PATH=$LD LI BRARY_PATH: /usr/javallib/sparc/classic

export LD_LI BRARY_PATH

INI_VERSION

The INI_VERSION must be set to either “1.1” or “1.2” depending on which version of
the JDK is installed. If this environment variable isn’t set, then ServletExec assumes JNI
version 1.1. Here’s an example for JDK 1.2:

JNI _VERSI ON=1. 2
export JN _VERSI ON

LD_PRELOAD
The LD_PRELOAD environment variable must be set to explicitly loadj ava. so before
any other shared objects:

LD _PRELCAD=I i bj ava. so
export LD _PRELOAD
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(Some ServletExec users have reported the inability to run CGI programs after installing
ServletExec. In these cases, removing these LD_PRELOAD statements from the start script
has been known to resolve the problem. However, the side effect of removing these
statements is that Java VM's JITC may not work properly).

SERVER_ROOT

Because the Netscape server installation directory may vargeRvER ROOT environ-

ment variable may need to be exported instae script to direct ServletExec to that lo-
cation. This is only required if your Netscape server installation is anywhere other than
/ usr/ net scape/ sui t espot (which ServletExec will assume as the default). If your in-
stallation uses a base installation directory other than the defaulitathescript must
contain the following line:

export SERVER_ROOT

Netscape Configuration File (obj.conf)

The Netscape server implementation requires thatdjfnf configuration file be modi-

fied in order to install NSAPI plug-ins such as ServletExec. This section describes the
modifications performed by the ServletExec installation script; if you chose not to allow
the installation script to make these modifications, you must make them manually.

Several lines must be added to tigconf configuration file for each server for which
you've installed ServletExec (the location of these lines withirotpeonf file is very
important):

1) The following lines must be added to the beginningbptonf before the otherni t
directives:

Init fn=load-nodul es shlib="<pat h>/ Servl et ExecNSAPI . so"
funcs="Servl et Execl ni t, Servl et ExecFi |l t er, Ser vl et ExecSer vi ce"

Init fn=Servl et Execlnit

where<pat h> is the full path to theer vi et ExecNSAPI . so file. (Note: the first ni t
directive will normally appear on a single line within dtg.conf file. It's shown as
spanning two lines here for formatting reasons. It may span two lines wijlionf,
in which case the second line must begin with a tab or space character).

IMPORTANT! If you had previously activated, then deactivated the Java Interpreter
for Enterprise 3.5.1 or 3.6 as described above,ltwo directives similar to the fol-
lowing will still be in yourobj.conf file:

Init funcs="SJavaBootlnit" shlib="..." fn="I| oad- nodul es"

Init classpath="..." Idpath="..." fn="SJavaBootlnit"

You must either: (a) make sure the ServletExeéa directives appear before these
two Java Interpreter directives; or, (b) remove the Java Interpreter directives.

2) The following lines must be added within #@bj ect nanme=def aul t > directives:

NameTrans fn=ServletExecFilter root="<document root>"
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Servi ce net hod=( GET| HEAD| POST) type=nagnus-i nternal /nac
f n=Ser vl et ExecServi ce

where <document root > is the full path to the server’'s document root directory. This
will be the same as the directory specified in fthedocunent - r oot directive pro-
vided by Netscape. (Note: tiser vi ce directive will normally appear on a single line
within theobj.conf file. It's shown as spanning two lines here for formatting reasons.
It may span two lines withiobj.conf, in which case the second line must begin with a
tab or space character).

IMPORTANT! TheNarmeTr ans directive for ServletExec must appear first in the list
of NameTr ans directives for the default object. For Enterprise 3.5.1 and 3.8¢the

i ce directive for ServletExec must similarly appear first in the lisseokvi ce direc-
tives for the default object.

IMPORTANT! If hardware virtual servers are being used, then for each hardware
virtual server the followingNhaneTr ans directive must be placed before the Serv-
letExecNameTr ans directive described above:

NanmeTr ans fn=Servl et ExecFilter address="<|P address>"
root ="<server docunent root>"

where <server document root> is the document root directory for the virtual
server. This will be the same as the directory specified inrthéocument - r oot di-

rective provided by Netscape for the virtual server. See Chapter 2 for a discussion of
hardware virtual servers.

Figure B-1 on page B-9 shows the complebgconf file for FastTrack/Enterprise 3.0

with ServletExec installed. Figure B-3 on page B-10 shows a patstiabnf file for En-

terprise 3.5.1 or 3.6 with ServletExec installed. The default installation locations were
used for both the server and ServletExec. The changes made for ServletExec are high-
lighted.

Figure B-2 on page B-9 shows a portion ofcainconf file showing theNaneTr ans di-
rectives for a hardware virtual server. The changes made for ServletExec are highlighted.

Uninstalling ServletExec

1. Undo the manual configuration steps described above. In particular, remove the en-
tries added tobj.conf.

2. Delete theser vl et ExecNSAPI directory.

B-19



Appendix B3. Netscape/WAI Installation
& Operation

Verifying Your ServietExec Installation
Sarting and Sopping ServietExecWA

installation of ServletExec WAI for Netscape Enterprise servers, and contains
instructions for starting and stopping the ServletExecWAI application. It will also
be useful if you decide to uninstall ServletExec to make sure you’'ve completely removed
all installed components.

r I \ his appendix contains important information that will allow you to verify your

In order to complete the ServletExec installation, the Netsagipenf configuration file

must be modified. The ServletExec 2.2 installation script gives you the option to allow it
to automatically update thebj.conf file. Instructions in this appendix allow you to verify
these changes, or to manually editconf if you chose not to let the installation script do
so automatically.

ServletExec WAI for Netscape Enterprise servers is implemented using Netscape's WAI
server programming interface, and any JDK 1.1- or 1.2-compliant Java VM. This combi-
nation gives you maximum safety, deployment flexibility, and Java compatibility.

In contrast to ServletExec NSAPI versions, which run as in-process extensions of the web
server, ServletExec WAI runs as an out-of-process application that communicates with
Enterprise server via CORBA/IIOP. This implementation allows ServletExec to run on a
remote machine from the Netscape Enterprise server. Instructions for running Serv-
letExec on a remote machine are provided under the heRemgte Operation, below.

Upgrading from a Previous Version

If you've installed ServletExec for multiple Netscape server instances, you only need to

upgrade ServletExec for one instance and the upgrade will apply to all instances. In order
to upgrade to a new version of ServletExec and maintain your old configuration settings,

perform the following steps:

1. Stop the ServletExecWAI application and your web server. If you've installed Serv-
letExec for multiple Netscape server instances, stop them all.
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2. Make backup copies of the Ser vl et ExecDat a and Ser vl et s directories for the Net-

scape server instance you're upgrading. The default location for these directories is
within ~ the netscape/ suitespot/pl ugi ns/ Servl et ExecWAl / ht t ps- <ser ver
name> directory.

Run the installer for the new version of ServletExec while loggedriooas entering

the path to the Netscape server installation directory when prompted. The installer
will overwrite all of the appropriate ServletExec files previously installed in the
Servl et ExecWAl directory. The installer will not modify the contents of the ps-
<server nane> Sub-directories.

4. Restart your web server.

After restarting your web server, the new version of ServletExec should run using your
old configuration settings. If you have any problems, you can restoresethe

| et ExecData and Servl ets sub-directories from the backups you made in step 2,
above.

System Requirements

ServletExec 2.2 for Netscape/WAI should run on any operating system that supports
a JDK 1.1- or 1.2-compliant Java VM and is supported by Netscape Enterprise 3.0,
3.5.1, or 3.6. However, ServletExec 2.2 for Netscape/WAI has only been tested on the
following operating systems:

« HP-UX10.20 and 11.0
+ SPARC Solaris 2.5.1, 2.6, and 7

These are the only operating systems for which we can “officially” provide technical
support. However, we have customers who are successfully running ServiletExec
WAI on the IRIX, AIX, and Digital Unix operating systems. If you try using Serv-
letExec on one of these operating systems and run into problems, contact us for tech-
nical support and we’ll do our best to help.

ServletExec 2.2 supports Netscape Enterprise server version 3.0 and higher, including
Enterprise 3.5.1 and 3.6. For Enterprise 3.0, the version 3.01 patch for WAI must be
installed. Information on this patch and instructions for installing it can be retrieved
from Netscape’s web site:

pttp://hel p. netscape. comtilellb. htn #wal|

Before installing ServletExec you must first install either the Java Development Kit
(JDK) or the Java Runtime Environment (JRE) version 1.1.x or 1.2. The JDK or JRE
for SPARC Solaris can be downloaded from Sun Microsystems’ web site:

http://java. sun. conl products/jdk/1.1/1ndex. ht m]
http://]ava.sun.conm products/|dk/ 1. 1/jrel/l ndex. htn]
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JDK or JRE 1.2 for SPARC Solaris can be downloaded from:

http://java. sun. conl products/jdk/1.2/1 ndex. ht M|
hitp: /71 ava. sun.conml products/ | dk/ 1. 2/ [ re/index. hini]

The JDK for HP-UX can be downloaded from Hewlett-Packard’s web site:

http://ww. 1 nternetsolutions.enterprise. hp.com 2 60 1 ndex. ht m|

Uninstall Other Servlet Engines

VERY IMPORTANT! You must uninstall any other servlet engines you may have pre-
viously installed for use with Netscape Enterprise server before installing and using
ServletExec. In particular, modifications you may have made totjnf configura-

tion file for other servlet engines must be removed.

Installing ServletExec for Multiple Servers

If you've created multiple server instances, you must run the ServletExec installer sepa-
rately for each server for which you want to install ServletExec. Pay attention to the fol-
lowing items when installing ServletExec for multiple servers:

1. Stop all servers before running the ServletExec installer.
2. Use the same installation directory for all ServletExec installations.

The ServletExec installer will create a separate sub-directory withsetheet ExecWAl
directory for each server instance (see further discussion, below).

When installed for multiple Netscape server instances, each instance of ServletExec uses
its own Java VM. Therefore, the servlets being hosted by ServletExec for each server are
isolated from the others in separate VMs.

Note that you must purchase a unique ServletExec serial number for each Netscape
server instance with which ServletExec will be installed.

Deactivate the Java Interpreter

For Enterprise 3.5.1 and 3.6, the built-in Java interpreter is deactivated by default; how-
ever, if it has been activated on your server you must deactivate it manually by perform-
ing the following steps:

1. From the Netscape Administration Server home page, select the server to be ad-
ministered.

2. Select “Programs” from the menu bar in the upper frame of the server administra-
tion page.
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3. Select the “Java” link from the menu in the left frame of the “Programs” page.
4. Turn off the Java interpreter.
This configuration step only applies to Enterprise 3.5.1 and 3.6. If you still have problems

running ServletExec after deactivating the Java interpreter, checkithalirectives in
your obj.conf file as described below.

Enable Netscape WAI

For Enterprise 3.0, the version 3.01 patch for WAI must be installed. Information on this
patch and instructions for installing it can be retrieved from Netscape’s web site:

htip:/7help. netscape. com filelib.htnd#wai]

In order to run ServletExec WAI (or other WAI applications), enable WAI for your
server:

1. From the Netscape Administration Server home page, select the server to be ad-
ministered.

2. Select “Programs” from the menu bar in the upper frame of the server administra-
tion page.

3. Select the “WAI Management” link from the menu in the left frame of the “Pro-
grams” page.

4. Under “Enable WAI Services”, select Yes, then click OK.

5. Click “Save and Apply” to save your changes.

What Was Installed?

When you installed ServletExec, these changes were made to your system:

» theservl et ExecWal directory was created

» the Netscapebj.conf configuration file was updated (if you chose to let the
ServletExec installation script modify this file)

The following sections describe each of these changes.

The ServletExecWAI Directory

The Servl et ExecWal directory was created within thet scape/ Sui t eSpot / Pl ugi ns
directory.

The servl et ExecWal directory contains the License Agreement, READ ME, and Re-
lease Notes. Arun<server name> shell script that can be used to start the Serv-
letExecWAI application is placed in tfser vl et Execwal directory for each server for
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which ServletExec is installed. See the heading ServletExecWAI Operation, below, for
further discussion of this script.

Also within the Ser vI et ExecWAI directory are the following sub-directories:

Docunent at i on contains this manual, a tutoria for writing serviets, and the Java
Servlet APl documentation from the Java Servlet Development Kit
(JSDK) 2.1

lib contains the Servl et ExecWAl .jar, servlet.jar, and Serv-

| et Exec22.jar files; the first archive contains the Serv-
letExecWAI application, the latter two archives contain classes
that are required by the ServletExecWAI application and are added
to the ServletExec classpath in the run<server name> shell script
(see discussion below)

Exanpl es contains examples of some of ServletExec’s advanced features,
including: Server-Side Includes (SSI), Java Invoker (dynamic page
compilation), JavaServer Pages (JSP), File Upload servlet, and
Presentation Templates

Also within theser vl et ExecWal directory are sub-directories for each server. Following
Netscape conventions, the sub-directories are namegs- <server nane>. Within
each server sub-directory are the following directories:

Servl et Logs contains theServl et. | og files; entries are added to tlserv-
I et. | og file whenever a servlet invokes itsg() method; see the
section in Chapter 2 on configuring the servlet logging feature

Servl et ExecData  contains ServletExec configuration files; DO NOT MODIFY THE
CONTENTS OF THIS DIRECTORY; in emergency situations you
may delete this entire directory and ServletExec will recreate it
using its default configuration; however, if you do this all changes
you've made to the default configuration will be lost and you will
be required to re-enter your ServletExec serial number

Servlets the default location for servlet class files; initially contains sample
servlets that ship with ServletExec

Do not move theser vl et ExecWal directory after installation.

Netscape Configuration File (obj.conf)

The Netscape server implementation requires thatdjfenf configuration file be modi-

fied in order to install WAI applications such as ServletExec. This section describes the
modifications performed by the ServletExec installation script; if you chose not to allow
the installation script to make these modifications, you must make them manually.
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Several lines must be added to the obj.conf configuration file for each server for which
you've installed ServletExec (the location of these lines withirotheonf file is very
important):

1)

2)

The following lines must be added to the beginningfconf before the other
NarmeTr ans directives:

NameTrans fn="assign-name” from="/servlet/*” name="servletexec”
NameTrans fn="assign-name” from="*.shtml” name="servletexec”
NameTrans fn="assign-name” from="*jhtm|” name="servletexec”

Servlet diases: for each servlet alias that is configured viathe ServletExec Admin Ul,
aNameTrans directive must be added to obj.conf with the following format:

NameTrans fn="assign-name” from="<servlet alias>" name="servletexec”

For suffix aliases, the <servlet alias> in the NameTrans directive is exactly the
same as the Alias configured in the ServletExec Admin Ul. For prefix aliases, the
<servlet alias> is the same as configured in the ServlietExec Admin Ul with an
additional trailing asterisk. For example:

NameTrans fn="assign-name” from="/date*” name=servletexec

See Chapter 2 for a discussion of Servlet Aliases. Note that whenever changes are
made to obj.conf the server must be restarted for the changes to take effect.

At the end of obj.conf an object name “servletexec” must be added using the follow-
ing directives:

<Object name="servletexec">
Service fn="1IOPexec” name="ServletExecWAI"
</Object>

ServletExecWAI Operation

ServletExecWAII is a standalone Java application that communicates with the Enterprise
server via CORBA. ServletExecWAI is started using the java command on the comand-
ling; in addition to java command arguments, ServietExecWAI accepts several required
and optional arguments.

The ServletExec installation script places a run<server name> shell script in the Serv-
letExecWAI  directory to help automate execution of the java command to start the
ServletExecWAI application. The next sections describe use of this script and manual
execution of thejava command.

run<server name> Shell Script
The run<server name> shell script performs the operations described in the next section
for manual startup and provides reasonable defaults for all of the ServletExecWAI run-
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time arguments. The shell script provides command line options to override any of the
defaults:

run<server nane> [options]

options:
-h : show this Help
- i <hostname:port> or <IP address:port> or <path to “.IOR” file>
-n <ServletExecWAI application name>
-d <ServletExecWAI home directory>
-m <full path to mime types file>
-r <server’s document root directory>
-j <Java VM options>

The run<server name> script is created during ServlietExecWAI installation and a sepa-

rate script is created for each of your Enterprise server instances. The run<server name>
options map to the ServletExecWAI application arguments as follows:

Run<server> script option ServlietExecWAI argument
-i -host
-n -name
-d -home
-m -mimetypes
-r -root

The —j option alows you to add options to the java command. If the —classpath  java
command option is specified, the CLASSPATHenvironment variable created in the
run<server name> SCript is prepended to the path provided using the —j option.

The run<server name> scripts do not execute ServletExecWAI in the background and can
be used ininittab to automatically start/restart ServlietExecWAI.

Manual Startup (java Command)

Before staring ServletExecWAI via the command line, you must add the files Serv-

letExecWALjar  , nish.zip , and WAl.zip to the CLASSPATH the latter two files are part
of the Netscape Enterprise server installation and can be found in the directory Net-

scape/SuiteSpot/wai/java

Start the ServletExecWAI using thejava command as follows:

java [java arguments] ServletExecWAI [arguments]

The java command arguments aren’t discussed here. The ServletExecWAI arguments
are:

—host <hostname:port> or <IP address:port> or <path to “.IOR” file>

-name <ServletExecWAI application name>
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-honme <Servl et ExecWAI hone directory>
-m nmetypes <path to Enterprise server mne.types file>
-root <path to server's document root directory>

-root <path to the virtual server’s document root directory>
If an option value contains spaces then it must be placed inside double quotes.

The —host argument is optional. If not specified, ServlietExecWAI assumes the Enter-

prise server is running on the same machine as the ServletExecWAI application. (See the

heading Remote Operation, below, if you're running ServietExecWAI on a different ma-
chine than the Enterprise server). If specified, the port number is optional and defaults to
80. If ServletExecWAI is running with an SSL server, thest argument takes the pa-
rameter “file:” followed by the path to the “.IOR” file for the server. This file is located

in the “wai/NameService. For example:

file:/usr/netscapel/suitespot/wai/NaneService/ https-<server nanme>. | OR

The-name argument is optional; the default value is “ServletExecWAI”. This value must
match the value of theame parameter in theer vi ce directive of theser vl et exec ob-
ject inobj.conf (see above).

The -home argument is optional; the default is the directory from which the java com-
mand is executed.

The —-mimetypes argument is optional. It specifies the path to the Enterprise server
mime.types file (this file can be found in the config  directory for the server instance). If
this argument isn’t provided, th&er vl et Cont ext . get M meType() method always re-
turnsnul | .

The-root argument is required. It specifies the path to the server's document root direc-
tory. If ServletExecWAI is being used with virtual servers, the document root directory
of each virtual server must be configured using-thet argument. For example:

java ServletExecWAI —root “/opt/Netscape/SuiteSpot/docs” \
-root www.vs1l.com=/opt/Netscape/SuiteSpot/vsldosc

If the document root directory of a virtual server isn’'t specified, the document root for the
main server is used.

Stopping ServietExecWAI

The ServletExecWAI application must be stopped either from the Shutdown page of the
ServletExec Admin Ul (see Chapter 2) or by using the StopSEWAI Java application. If
ServletExecWAI is not shutdown propertigst roy() servlet methods are not invoked,
and buffered log messages are lost.

The StopSEWAI application can be executed using dhe command:

java St opSEWAI [ -options]
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Options to the StopSEWAI application are:

-hel p
-host <host nane: port> or <IP address: port>

-adm n <user nane/ passwor d>

The —host parameter specifies the server on which the ServietExecWAI application is
running, and is optional. If not specified, —host defaults to the local 1P address. If —host
is specified, the port number is optional and defaults to 80.

The —admin parameter specifies the ServletExec Admin user name and password and is
required if the ServletExec Admin user name and password has been configured (see
Chapter 2 for more information).

Remote Operation

The following steps must be taken to run ServletExecWAI on a remote machine (on a
different machine than the Enterprise server):

1. Modify Netscape/WAI to allow remote connections by editing obj.conf to change the
following line from:

Init Latelnit="yes” fn="I10OPinit”
to:
Init Latelnit="yes” fn="110Pinit” OAipaddr="<local IP address>"

The OAlpaddr parameter specifies the address on which the Enterprise server listens
for 11OP connections. By default the Enterprise server listens to address 127.0.0.1
which limitsit to receiving I[1OP connections only from the local machine.

2. Stop and restart the Enterprise server.

3. Place a copy of mime.types on the remote machine (the machine on which Serv-
letExecWAI is running). Specify the path to this file using the -mimetypes argument
to ServletExecWAL.

4. When starting ServletExecWAI, use the —root parameter to specify a directory on the
remote machine (the machine on which ServietExecWALI is running).

Uninstalling ServletExec

1. Undo the manual configuration steps described above. In particular, remove the en-
tries added to obj.conf.

2. Deletethe ServietExecWAl  directory.
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Known Limitations
TheHt t pSer vl et Request . get Header Nanes() method always returnsnul | .

References

Complete documentation on the Netscape WAI interface can be found on Netscape’s web
site:

http://devel oper. net scape. cont docs/ nanual s/ enterprise/wal/contents. htm
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Appendix C1. Apache Installation &
Operation (Windows)

Completing and Verifying Your ServietExec Installation
Sarting and Sopping ServietExecApache

his appendix contains important information that will allow you to complete and
I verify your installation of ServletExec for Apache on Windows, and contains in-
structions for starting and stopping the ServletExecA pache application. It will also
be useful if you decide to uninstall ServletExec to make sure you've completely removed
all installed components.

In order to complete the ServietExec installation, you must manually modify the
Apache httpd.conf configuration file. Instructions for modifying this file are provided
under the headinglanual Configuration, below.

ServletExec for Apache is implemented as an out-of-process application that communi-

cates with the Apache Server via network sockets; a small native-code module is added to
the Apache Server to manage this communication. This implementation allows Serv-

letExec to run on a remote machine from the Apache Server. Instructions for running

ServletExec on a remote machine are provided under the heRelimge Operation,

below.

System Requirements

» ServletExec 2.2 only works with the Apache Server version 1.3.9 on Windows (on
UNIX, ServletExec 2.2 works with Apache 1.3.1 and higher).

* In order to install ServletExec 2.2 you must first install either the Java Development
Kit (JDK) or the Java Runtime Environment (JRE) version 1.1.x or 1.2 from Sun Mi-
crosystems, the IBM JDK or JRE for Windows version 1.1.x, or the Microsoft VM. If
you plan to use the Microsoft VM we recommend that you first upgrade to the latest
version.

The Sun JDK or JRE 1.1.x for Windows can be downloaded from:
nttp://java. sun.com products/ | dk/ 1.1/ 1 ndex. ht nl}
http://java.sun. conl products/jdk/ 1. 1/jre/ 1 ndex. htni]
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The Sun JDK or JRE 1.2 for Windows can be downloaded from:
http://java. sun. conl products/|dk/1.2/1 ndex. ht m|
hitp: /71 ava. sun.conml products/ | dk/ 1. 2/ [ re/index. hini]

TheIBM JDK or JRE 1.1.x for Windows can be downloaded from:

http://ww.1bm coni devel oper/| ava/l

The latest version of the Microsoft VM can be downloaded from:

http://ww. mcrosoft.coni]ava/|

At the time of this writing, the latest production versions of the Sun JDKs for Win-
dows are 1.1.8 and 1.2.2; the latest production version of the IBM JDK is 1.1.8; the
latest production version of the Microsoft VM is build 3186. We recommend using
these versions with ServletExec 2.2.

WARNING! Sun JDK 1.1.5 contains a memory leak, which makes it un-
suitable for use with ServletExec in production environments. Do not use
JDK 1.1.5 with ServietExec!

The JDK or JRE must be installed on a local drive and not on a mapped network
drive. If the JDK isinstalled on a mapped network drive, ServletExec will not be able
to load and initialize the Java VM.

Uninstall Other Servlet Engines

VERY IMPORTANT! You must uninstall any other servlet engines you may have pre-
vioudly installed for use with the Apache Server before installing and using ServletExec.
In particular, modifications you may have made to the httpd.conf configuration file for
other servlet engines must be removed.

Manual Configuration

In order to complete the ServletExec installation, you must manually modify the Apache
httpd.conf configuration file. You must stop and restart the Apache Server after modify-
ing this configuration file.

Add the following directive to the httpd.conf file with the other LoadModul e directives
(near the top of thefile):

LoadModul e servl et exec_nodul e nmodul es/ ApacheMbdul eSer vl et Exec. dl |

This directive causes the Apache Server to load the ServletExec native code module that
manages communication with the ServletExecA pache Java application.

Add the following lines to the end of the httpd.conf file:
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#
# Servl et Exec directives
#
<Location /servlet>
Set Handl er servl et - exec
</ Locati on>

AddHandl er servl et-exec jhtn
AddHandl er servl et-exec jsp
AddHandl er servl et-exec shtn

These directives define the default prefix and suffix aliases used by ServietExec (see
Chapter 2 for a general discussion of servlet aliases, and further discussion of configuring
prefix and suffix aliases with Apache, below).

NOTE: if you plan to use the Apache Server rather than ServletExec to parse server-side
includes (SSI) pages using the file extension . sht ni then don’t add the lagtidHand| er
directive to thenttpd.conf file.

Prefix Aliases
For each prefix alias that is configured via the ServletExec Admin Wlca i on direc-
tive must be added tatpd.conf in the following format:

<Location /prefix-alias>
Set Handl er servl et -exec
</ Locati on>

In the manual configuration instructions, above, ServletExec is configured to handle the
I servl et prefix alias by default.

Suffix Aliases

There are two methods for configuring suffix aliases with Apache. The most common
method is illustrated above. For each suffix alias that is configured via the ServletExec
Admin Ul, add amddHandl er directive tohttpd.conf with the following format:

AddHandl er servl et-exec <suffix-alias>

This method should be used if the URL Rewriting option of the Session Tracking feature
is disabled, which it is by default (see Chapter 4 for a discussion of Session Tracking and
URL Rewriting). This method of configuring suffix aliases provides better performance
than the alternative method.

If the URL Rewriting option of the Session Tracking feature is enabled, an alternative
method of configuring suffix aliases must be used. For this methadaai on directive

is used instead of theddHandl er directive. For each suffix alias that is configured via
the ServletExec Admin Ul, add lacati on directive tohttpd.conf with the following
format:

<Location /*.suffix-alias*>
Set Handl er servl et -exec
</ Locati on>
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Also, for each sub-directory level beneath the web server document root directory, an ad-
ditional Locat i on directive must be added to httpd.conf. For example, assume the web
server root document directory is C:\ Program Fi | es\ Apache G oup\ Apache\ ht docs
and the following sub-directories appear beneath ht docs:

ht docs\ subdir1l
ht docs\ subdir 2
ht docs\ subdi r 2\ subdi r 3

In this example, there are two levels of sub-directories beneath ht docs, So to create a suf-
fix dias of .jsp, three Locati on directives needs to be added to httpd.conf, one for
ht docs and one for each sub-directory level:

#
# suffix alias for htdocs
#
<Location /*.jsp*>
Set Handl er servl et - exec
</ Locati on>

#
# suffix alias for htdocs\subdirl and htdocs\subdir?2
#
<Location /*/*.jsp*>
Set Handl er servl et -exec
</ Locati on>

#
# suffix alias for htdocs\subdir2\subdir3
#
<Location /*/*/*.jsp*>
Set Handl er servl et -exec
</ Locati on>

What Was Installed?
When you installed ServletExec, these changes were made to your system:
» theservl et Exec directory was created

» the file ApacheModul eSer vl et Exec. dl | was added to the Apache modul es
directory

The ServletExec Directory
The ser vl et Exec directory was created within the Apache installation directory (the de-
fault location of the Apache instalation directory is C:\Program Files\Apache
G oup\ Apache). The Ser vl et Exec directory contains the following files:

» Configure.txt (contains configuration notes)

» JSDK License Agreement

* ServletExec License Agreement
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« READ ME

« Redease Notes

* Servl et ExecApache. bat , which is used for starting the ServletExecApache
application; see the heading ServletExecApache Operation, below, for further
discussion of this batch file

In addition to the files listed above, the Ser vl et Exec directory contains the following

sub-directories:

cl asses

Docunent ati on

lib

Exanpl es

Servl et Logs

Servl et Exec Dat a

Servl ets

this directory is automatically added to the ServletExec classpath;
servlet or non-servlet classes can be placed in this directory; see
the READ ME for more information

contains this manual, a tutoria for writing serviets, and the Java
Servlet APl documentation from the Java Servlet Development Kit
(JSDK) 2.1

contains the Ser vl et ExecApache. j ar, servlet.jar, and Serv-
| et Exec22. j ar files; the first archive contains the ServletExecA-
pache application, the latter two archives contain classes that are
required by the ServletExecApache application and are added to
the ServletExec classpath in the Ser vl et ExecApache. bat  com-
mand file (see further discussion, below)

contains examples of some of ServletExec’s advanced features,
including: Server-Side Includes (SSI), Page Compilation,
JavaServer Pages (JSP), File Upload servlet, and Presentation
Templates

contains theServl et. | og files; entries are added to tlserv-
I et. | og file whenever a servlet invokes itsg() method; see the
section in Chapter 2 on configuring the servlet logging feature

contains ServletExec configuration files; DO NOT MODIFY THE
CONTENTS OF THIS DIRECTORY; in emergency situations you
may delete this entire directory and ServletExec will recreate it
using its default configuration; however, if you do this all changes
you've made to the default configuration will be lost and you will
be required to re-enter your ServletExec serial number

the default location for servlet class files; initially contains sample
servlets that ship with ServletExec

Do not move theer vl et Exec directory after installation.
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ServletExecApache Operation

ServletExecApache is a standalone Java application that communicates with the Apache
Server via network sockets. ServletExecApache is started using the j ava command on
the command-line; in addition to j ava command arguments, ServletExecA pache accepts
several required and optional arguments.

The ServletExecApache application can be started using the Ser vl et ExecApache. bat
batch file, or directly from the command line using thej ava command.

ServletExecApache.bat

The batch file Ser vl et ExecApache. bat is provided for your convenience in starting the
ServletExecApache application. Ser vl et ExecApache. bat includes defaults for all of the
j ava and ServletExecApache command-line arguments; edit Ser vl et ExecApache. bat

to modify these command-line arguments. A complete list of ServletExecApache com-
mand-line arguments is provided under the heading Manual Startup, below.

Closing the DOS Window

When starting the ServletExecApache application using the j ava or ol dj ava commands
(either via the Servl et ExecApache. bat file or from the command line), the DOS
window must remain open while ServletExecApache is running. In order to be able to
close the DOS window, use the j avaw or ol dj avaw commands; after ServletExecApache
has started you can close the DOS window and ServlietExecApache will continue
running.

Manual Startup (java Command)
(Note: this section applies to using thej ava, j avaw, ol dj ava, and ol dj avaw commands.
Only thej ava command is used is the following discussion for illustrative purposes)

Y ou can start the ServletExecA pache application using the j ava command as follows:

java [java argunents] Servl et ExecApache [argunents]

The j ava command arguments must include the —classpath  option specifying the path
to the ServletExecApache.jar file.

The ServletExecApache arguments are:
-help
-port <port number>
-backlog <length>
-home <ServletExecApache home directory>
-root <path to server's document root directory>
-root <path to the virtual server’'s document root directory>
-mimetypes <path to Apache Server mime.types file>

-allow <ipl,ip2,...,ipn>
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If an option value contains spaces then it must be placed inside double quotes.

The —port argument is optional; the default value is 8888. This argument specifies the
TCP/IP port on which the ServletExecA pache application communicates with the Apache
Server. If you modify this value you must also add the following variable to the Apache
Server httpd.conf file:

ServletExeclnstances <ip address>:<port>

where <ip address>  is the IP address of the machine on which ServletExecApache is
running (127.0.0.1 if ServletExecApache is running on the local machine; see the discus-
sion below for running ServletExecA pache on a remote machine), and <port> is the port
number on which ServletExecApache will communicate. Restart the Apache Server after
modifying the httpd.conf file.

The -backlog argument is optional; the default value is 50. This argument specifies the
size of the ServletExecA pache incoming request queue.

The —-home argument is optional; the default is the directory from which the java com-
mand is executed. This specifies the directory in which ServletExecApache will look for
the ServletExec Data  , Servlet Logs , and Servlets  sub-directories.

The —root argument is required. It specifies the path to the Apache Server's document
root directory. If ServletExecApache is being used with virtual servers, the document root
directory of each virtual server must be configured using a sepasate argument us-

ing the following format:

-root <virtual server>=<document root directory>

for example:

-root www.abc.com=C:\Apache\htdocs\abcdocs

The -mimetypes argument is optional. It specifies the path to the Apache Server
mime.types file. If this argument isn’t provided, th&er vl et Cont ext . get M meType()
method always returnsul | .

The —-allow parameter is optional. It specifies the address(es) of the Apache Server(s)
that are allowed to communicate with the ServletExecApache application. An IP address
can include the*” character to indicate a subrange (for examyde: 121. 97. *).

Stopping ServietExecApache

The ServletExecApache application must be stopped from the Shutdown page of the
ServletExec Admin Ul (see Chapter 2). If ServletExecApache is not shutdown properly,
destroy() servlet methods are not invoked, SSI counters are not saved, sessions are not
saved, and buffered log messages are lost.

If the Apache Server is not running or you are unable to access the ServletExec Admin
Ul, you can stop the ServletExecApache application by entering CTRL-C in the DOS
window in which ServletExecApache is running. If you started ServletExecApache using
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thej avaw or ol dj avaw commands then the DOS window isn’t available; in this case use
the Windows NT Task Manager to forcibly terminate the ServletExecApache application.

Remote Operation

By default ServletExecApache is installed on the same machine as the Apache Server and
only accepts requests from the local machine (address 127.0.0.1). It's possible to install
and configure the ServletExecApache application to run a different machine (the
“remote” machine) than the Apache Server. To run ServletExecApache on a remote ma-
chine perform the following steps:

1. Add the following line to the Apache Servetpd.conf file:

Servl et Execl nst ances <i p address>: <port>

where<i p address> is the IP address of the machine on which ServletExecApache
will be running (the remote machine), angbr t > is the port number on which Serv-
letExecApache will communicate. Restart the Apache Server after modifying the
httpd.conf file.

2. Copy theser vl et Exec directory and its contents to the remote machine.

3. Copy the Apache Serveiime.types file to theSer vl et Exec directory on the remote
machine.

4. Edit theSer vl et ExecApache. bat batch file on the remote machine and modify-the
root parameter to specify the directory on the remote machine that will be used as
the document root directory. Change theémetypes parameter to specify the path to
the mime.types file on the remote machine. Finally, add the following argument to the
end of the java command line:

-allow <ip address>

where <ip address> s the IP address on the machine on which the Apache Server is
running.

Run the ServietExecApache.bat batch file on the remote machine to start the Serv-
letExecA pache application.

Multiple Java VMs

It's possible to run multiple instances of the ServletExecApache application, each with its
own Java VM. In this configuration, each ServletExecApache instance is associated with
a single, unique virtual host (domain). This is particularly useful for ISP configurations
where it is desirable to isolate the servlets for each virtual host in a separate VM.

The multiple ServietExecApache instances may be run on the same (local) machine as
the Apache server, on a remote machine, or a combination of local and remote machines
(that is, some instances may run locally and some may run remotely).
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Perform the following steps to run multiple instances of ServletExecApache with asingle
Apache web server:

1

Run the ServletExec instaler for each ServletExecApache instance, selecting a
unique installation directory for each instance.

Start each ServletExecApache instance on a unique port using the —p option to the
runapache SCript.

For each <virtualHost>  directive in the Apache Server httpd.conf file, add the fol-
lowing directive:

ServletExeclnstances <ip address>:<port>

where <ip address>  is the IP address of the machine on which the ServletExecA-
pache instance for that virtual server isrunning (127.0.0.1 for the local machine), and
<port> is the port number on which ServletExecApache will communicate. Restart
the Apache Server after modifying the httpd.conf file.

See the additional instructions for running ServletExecApache on a remote machine un-
der the heading Remote Operation, above.

Uninstalling ServletExec

1
2.

Use the Add/Remove Program control panel to remove ServletExec.

Undo the manual configuration steps described above. In particular, remove the en-
tries added to the Apache Server httpd.conf configuration file.

Delete the ServietExec  directory.
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Appendix C2. Apache Installation &
Operation (UNIX)

Completing and Verifying Your ServietExec Installation
Sarting and Sopping ServietExecApache

his appendix contains important information that will allow you to complete and
I verify your installation of ServletExec for Apache on UNIX, and contains instruc-
tions for starting and stopping the ServletExecApache application. It will also be
useful if you decide to uninstall ServletExec to make sure you’'ve completely removed all
installed components.

In order to complete the ServietExec installation, you must manually modify one of the
Apache configuration files. Instructions for modifying the Apachem.conf file are pro-
vided under the headinganual Configuration, below (note thasrm.conf has been dep-
recated in favor ofittpd.conf beginning with Apache 1.3.4). In addition, the ServletExec
installation script automatically modified the Apached.conf configuration file; a de-
scription of this change is also provided below.

ServletExec for Apache is implemented as an out-of-process application that communi-
cates with the Apache Server via network sockets; a small native-code module is added to
the Apache Server to manage this communication. This implementation allows Serv-
letExec to run on a remote machine from the Apache Server. Instructions for running
ServletExec on a remote machine are provided under the heRelimge Operation,

below.

System Requirements

» ServletExec 2.2 for Apache has been tested on Solaris 2.5.1, 2.6, and 7 for SPARC
and x86, on HP-UX 10.20, and on various versions of Linux. ServletExec for Apache
should work on any UNIX variant that supports Apache 1.3.1 or higher and a JDK
1.1- or 1.2-compliant VM.

» ServletExec 2.2 supports the Apache Server version 1.3.1 and higher. The Apache
server must be built with Dynamic Shared Object (DSO) support endbied. have
previously built Apache without DSO enabled, you'll also need to rebuild Apache’s
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apxs utility. Perform the following steps to rebuild Apache and apxs with DSO en-
abled:

$cd <apache source directory>

$rm src/ support/apxs

$./configure --prefix=/usr/local/apache --enabl e-npdul e=so
$make

$nmake install

» Beforeinstalling ServletExec you must first install a JDK 1.1- or 1.2-compliant VM.
JDK or JRE 1.1.x for Solaris can be downloaded from Sun Microsystems’ web site:

http://java. sun. conl products/jdk/1.1/1 ndex. ht m|

nttp://]ava. sun.conml’ products/jdk/ 1. 1/jre/1 ndex. htn]

JDK or JRE 1.2 for Solaris can be downloaded from:
http: [/ | ava. sun. com pr oduct s/ | ak/ 1. 2/ 1 ndex. ht m|

http://|ava. sun. conf products/|dk/ 1.2/ re/1ndex.htnl]

The JDK for HP-UX can be downloaded from Hewlett-Packard’s web site:

http://ww. I nternetsol utions.enterprise.hp.conl2 60 1 ndex. htnt]

A JDK 1.1-compliant VM for Linux is available from:

http://ww. bl ackdown. org/j ava-|1 nux. ht n|

Uninstall Other Servlet Engines

VERY IMPORTANT! You must uninstall any other servlet engines you may have pre-
viously installed for use with the Apache Server before installing and using ServletExec.
In particular, modifications you may have made toriyed.conf andsrm.conf configura-

tion file for other servlet engines must be removed.

Manual Configuration

In order to complete the ServletExec installation, you must manually modify the Apache
srm.conf configuration file. In addition, the ServletExec installation script automatically
modified the Apacheattpd.conf configuration file.You must stop and restart the Apache

Server after modifying these configuration files.

srm.conf

(Note: beginning with Apache 1.3.4, use soin.conf has been deprecated in favor of
httpd.conf. For Apache 1.3.4 and later, the following directives should be added to
httpd.conf). Add the following lines to the end of then.conf file:

#
# Servl et Exec directives
#
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<Location /servlet>
Set Handl er servl et - exec
</ Locati on>

AddHandl er servl et-exec | htn
AddHandl er servl et-exec jsp
AddHandl er servl et-exec shtn

These directives define the default prefix and suffix aliases used by ServlietExec (see
Chapter 2 for a general discussion of servlet aliases, and further discussion of configuring
prefix and suffix aliases with Apache, below).

NOTE: if you plan to use the Apache Server rather than ServietExec to parse server-side
includes (SSI) pages using the file extension . sht i then don’t add the lagtidHandlI er
directive to thenttpd.conf file.

Prefix Aliases
For each prefix alias that is configured via the ServletExec Admin bl i on direc-
tive must be added tatpd.conf in the following format:

<Location /prefix-alias>
Set Handl er servl et -exec
</ Locati on>

In the manual configuration instructions, above, ServletExec is configured to handle the
/I servl et prefix alias by default.

Suffix Aliases

There are two methods for configuring suffix aliases with Apache. The most common
method is illustrated above. For each suffix alias that is configured via the ServletExec
Admin Ul, add amddHandl er directive tonttpd.conf with the following format:

AddHandl er servl et-exec <suffix-alias>

This method should be used if the URL Rewriting option of the Session Tracking feature
is disabled, which it is by default (see Chapter 4 for a discussion of Session Tracking and
URL Rewriting). This method of configuring suffix aliases provides better performance
than the alternative method.

If the URL Rewriting option of the Session Tracking feature is enabled, an alternative
method of configuring suffix aliases must be used. For this methedaai on directive

Is used instead of theddHandl er directive. For each suffix alias that is configured via
the ServletExec Admin Ul, add lacati on directive tohttpd.conf with the following
format:

<Location /*.suffix-alias*>
Set Handl er servl et - exec
</ Locati on>
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Also, for each sub-directory level beneath the web server document root directory, an ad-
ditional Locat i on directive must be added to httpd.conf. For example, assume the web
server root document directory is /usr/ | ocal / apache/ ht docs and the following sub-
directories appear beneath ht docs:

Ht docs/ subdir1
Ht docs/ subdir 2
Ht docs/ subdi r 2/ subdir 3

In this example, there are two levels of sub-directories beneath ht docs, So to create a suf-
fix dias of .jsp, three Locati on directives needs to be added to httpd.conf, one for
ht docs and one for each sub-directory level:

#
# suffix alias for htdocs
#
<Location /*.jsp*>
Set Handl er servl et - exec
</ Locati on>

#
# suffix alias for htdocs/subdirl and htdocs/subdir?2
#
<Location /*/*.jsp*>
Set Handl er servl et -exec
</ Locati on>

#
# suffix alias for htdocs/subdir2/subdir3
#
<Location /*/*/*.jsp*>
Set Handl er servl et -exec
</ Locati on>

httpd.conf
The ServletExec installation script added the following directive to the httpd.conf file
with the other LoadMbdul e directives (near the top of thefile):

LoadModul e servl et exec_nodul e |i bexec/ nod_servl et exec. so

This directive causes the Apache Server to load the ServletExec native code module that
manages communi cation with the ServletExecA pache Java application.

What Was Installed?
When you installed ServletExec, these changes were made to your system:
» theservl et exec directory was created

» thefilenod_servl et exec. so was added to the Apache| i bexec directory
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The servletexec Directory

The ser vl et exec directory was created under / usr/ | ocal . Theservl et exec directory
contains the License Agreement (in file LICENSE) and severa sub-directories. The con-
tents of these sub-directories are described below.

bi n

doc

lib

lib

Exanpl es

Servl et Logs

Ser vl et ExecDat a

Servl ets

contains the r unapache script for starting the ServletExecApache
application; this script is described in detail below

contains this manual, a tutoria for writing serviets, and the Java
Servlet APl documentation from the Java Servlet Development Kit
(JSDK) 2.1

contains the Servl et ExecApache. jar file, a Java archive that
contains the classes that implement the ServletExecA pache appli-
cation

contains the Ser vl et ExecApache. j ar, servlet.jar, and Serv-
| et Exec22.j ar files; the first archive contains the ServletExec-
Apache application, the latter two archives contain classes that are
required by the ServlietExecApache application and are added to
the ServletExec classpath in ther unapache script

contains the file mod_ser vl et exec. ¢ that contains the source code
for the ServletExec native module that manages communication
between the Apache Server and the ServletExecApache application

contains examples of some of ServletExec’s advanced features,
including: Server-Side Includes (SSI), Java Invoker (dynamic page
compilation), JavaServer Pages (JSP), File Upload servlet, and
Presentation Templates

contains theservl et .l og files; entries are added to tlserv-
| et. | og file whenever a servlet invokes itsg() method; see the
section in Chapter 2 on configuring the servlet logging feature

contains ServletExec configuration files; DO NOT MODIFY THE
CONTENTS OF THIS DIRECTORY; in emergency situations you
may delete this entire directory and ServletExec will recreate it
using its default configuration; however, if you do this all changes
you've made to the default configuration will be lost and you will
be required to re-enter your ServletExec serial number

the default location for servlet class files; initially contains sample
servlets that ship with ServletExec

Do not move theer vl et exec directory after installation.
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ServletExecApache Operation

ServletExecApache is a standalone Java application that communicates with the Apache
Server via network sockets. ServletExecApache is started using the j ava command on
the command-line; in addition to j ava command arguments, ServletExecA pache accepts
several required and optional arguments.

The ServletExecApache application can be started using the r unapache script, or directly
from the command line using thej ava command.

runapache

The runapache script is provided for your convenience in starting the ServletExecApache
application. runapache includes defaults for all of the java and ServletExecApache
command-line arguments; edit r unapache to modify these command-line arguments. A
complete list of ServletExecApache command-line arguments is provided under the
heading Manual Startup, below.

Manual Startup (java Command)
Y ou can start the ServletExecA pache application using the j ava command as follows:

java [java argunents] Servl et ExecApache [argunents]

The j ava command arguments must include the —classpath  option specifying the path
to the ServietExecApache.jar file.

The ServletExecApache arguments are:
-help
-port <port number>
-backlog <length>
-home <ServletExecApache home directory>
-root <path to server’s document root directory>
-root <path to the virtual server’s document root directory>
-mimetypes <path to Apache Server mime.types file>

-allow <ip1,ip2,...,ipn>
If an option value contains spaces then it must be placed inside double quotes.

The —port argument is optional; the default value is 8888. This argument specifies the
TCP/IP port on which the ServletExecApache application communicates with the Apache
Server. If you modify this value you must also add the following variable to the Apache
Server httpd.conf file:

ServletExeclInstances <ip address>:<port>

where <ip address>  is the IP address of the machine on which ServletExecApache is
running (127.0.0.1 if ServletExecApache is running on the local machine; see the discus-
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sion below for running ServletExecApache on a remote machine), and <por t > is the port
number on which ServletExecApache will communicate. Restart the Apache Server after
modifying the httpd.conf file.Restart the Apache Server after modifying the httpd.conf
file.

The —backlog argument is optional; the default value is 50. This argument specifies the
Size of the ServletExecA pache incoming request queue.

The —home argument is optional; the default is the directory from which the java com-
mand is executed. This specifies the directory in which ServletExecApache will ook for
the ServietExec Data  , Servlet Logs , and Servlets  sub-directories.

The —root argument is required. It specifies the path to the Apache Server's document
root directory. If ServletExecApache is being used with virtual servers, the document root
directory of each virtual server must be configured usingrthe argument.

The -mimetypes argument is optional. It specifies the path to the Apache Server
mime.types file. If this argument isn’t provided, th&er vl et Cont ext . get M meType()
method always returnsul | .

The —-allow parameter is optional. It specifies the address(es) of the Apache Server(s)
that are allowed to communicate with the ServletExecApache application. An IP address
can include the*” character to indicate a subrange (for examyde: 121. 97. *).

Stopping ServietExecApache

The ServletExecApache application must be stopped from the Shutdown page of the
ServletExec Admin Ul (see Chapter 2). If ServletExecApache is not shutdown properly,
destroy() servlet methods are not invoked, SSI counters are not saved, sessions are not
saved, and buffered log messages are lost.

Remote Operation

By default ServletExecApache is installed on the same machine as the Apache Server and
only accepts requests from the local machine (address 127.0.0.1). It's possible to install
and configure the ServletExecApache application to run a different machine (the “re-
mote” machine) than the Apache Server. To run ServletExecApache on a remote machine
perform the following steps:

5. Add the following line to the Apache Serwetpd.conf file:

Servl et Execl nst ances <i p address>: <port>
where<i p address> is the IP address of the machine on which ServletExecApache
will be running (the remote machine), afygbr t > is the port number on which Serv-

letExecApache will communicate. Restart the Apache Server after modifying the
httpd.conf file.

1. Copy theservl et exec directory and its contents to the remote machine.
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2. Copy the Apache Server mime.types file to the ser vl et exec directory on the remote
machine.

3. Edit the runapache script on the remote machine and modify the - r oot parameter to
specify the directory on the remote machine that will be used as the document root di-
rectory. Change the —mimetypes parameter to specify the path to the mime.types file
on the remote machine. Finally, add the following argument to the end of the java
command line:

-allow <ip address>

where <ip address> IS the IP address on the machine on which the Apache Server is
running.

Run the runapache script on the remote machine to start the ServletExecApache appli-
cation.

Multiple Java VMs

It's possible to run multiple instances of the ServletExecApache application, each with its
own Java VM. In this configuration, each ServletExecApache instance is associated with
a single, unique virtual host (domain). This is particularly useful for ISP configurations
where it is desirable to isolate the servlets for each virtual host in a separate VM.

The multiple ServietExecApache instances may be run on the same (local) machine as
the Apache server, on a remote machine, or a combination of local and remote machines
(that is, some instances may run locally and some may run remotely).

Perform the following steps to run multiple instances of ServletExecApache with a single
Apache web server:

1. Run the ServletExec installer for each ServletExecApache instance, selecting a
unique installation directory for each instance.

2. Start each ServletExecApache instance on a unique port usiag tpdon to the
runapache Script.

3. For each <virtualHost>  directivein the Apache Server httpd.conf file, add the fol-
lowing directive:

ServletExeclInstances <ip address>:<port>

where <ip address>  is the IP address of the machine on which the ServietExecA-
pache instance for that virtual server is running (127.0.0.1 for the local machine), and
<port> is the port number on which ServletExecApache will communicate. Restart
the Apache Server after modifying the httpd.conf file.

See the additional instructions for running ServletExecApache on a remote machine un-
der the heading Remote Operation, above.
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Uninstalling ServletExec

1. Undo the manual configuration steps described above. In particular, remove the en-
tries added to the Apache Server httpd.conf and srm.conf configuration files.

2. Deetethe/usr/1ocal / servl et exec directory.
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Verifying Your ServietExec Installation

1

his appendix contains important information that will allow you to verify your in-
stallation of ServlietExec for Mac OS web servers. It will aso be useful if you de-
cide to uninstall ServletExec to make sure you've completely removed all in-

stalled components.

System Requirements

ServletExec 2.2 requires a PowerPC-based Macintosh or Mac OS-compatible com-
puter. ServletExec 2 des not run on 68K-based machines.

ServletExec 2.2 requires Mac OS 8.1 or higher.

ServletExec 2.2 requires Mac OS Runtime for Java (MRJ) version 2.0 or 2.1, which is
included on the Mac OS 8.1 installation CD or can be downloaded from:

pttp://ww. appl e. conlf nacos/ | ava/ t ext/ downl oad. ht m|

ServletExec 2.2loes not work with MRJ 1.5 or 1.0.2.

ServleteExec 2.2 has been tested with the following web servers: WebSTAR 2.0, 2.1,
and 3.0, Quid Pro Quo 1.0.2, 2.0, and 2.1, WebTen 1.1.1 and 2.0, and AppleSharelP
5.0.2 and 6.1. Here are the results of these tests:

ServletExec 2.2 works properly with WebSTAR 2.0, 2.1, and 3.0.
ServletExec 2.2oes not work with Quid Pro Quo 1.0.2.

ServletExec 2.2 works properly with Quid Pro Quo 2.0 and 2.1, however, both
ServletExec and Quid Pro Quo use that ni suffix for server-side includes
(SSI) files. Either Quid Pro Quo’s suffix mapping or ServletExec’s alias mapping
for the SSIServlet needs to be changed to remove this conflict.

ServletExec 2.2 works properly with AppleSharelP 5.0.2 and 6.1, but it may be
necessary to increase the plug-in memory allocation to 1024K. The MRJ just-in-
time-compiler (JITC) is disabled when running ServletExec with AppleSharelP.

ServleteExec 2.2 works properly with WebTen 1.1.1 and 2.0. The MRJ just-in-
time-compiler (JITC) is disabled when running ServletExec with WebTen.
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Uninstall Other Servlet Engines

VERY IMPORTANT! You must uninstall any other servlet engine you may have previ-
oudy installed for use with your web server before installing and using ServletExec. In
general, simply remove the other servlet engine from your web server’s Plug-Ins folder.

(WebSTAR 3.0 users: WebSTAR 3.0 bundles a freeware servlet engine that must be re-
moved from the Plug-Ins folder before using ServletExec. The name of this plug-in is
“WebSTAR Java Servlet Runner”. You'll also need to removeralh*. zi p files from
theSyst em Fol der: Ext ensi ons: MRJ Li brari es: MRI asses folder.).

What Was Installed?

When you installed ServletExec, the following items were added to your system:

* a folder namedser vl et Exec 2.2 containing documentation and example files
demonstrating some of ServletExec’s advanced features

» a folder namedser vl ets containing sample servlets was added to your web
server’s folder; this is the default location for servlet class files

* the Servl et Exec plug-in was added to thel ug-1ns folder within the web
server’s folder

» theservl et Exec. shl b shared library was added to tha ensi ons folder within
your System Folder

In addition to the above items, when ServletExec initializes the first time it creates a
folder namedser vl et Exec Data containing the ServletExec configuration files. DO
NOT MODIFY THE CONTENTS OF THIS FOLDER. In emergency situations you may
delete this entire folder and ServletExec will recreate it using its default configuration;
however, if you do this all changes you've made to the default configuration will be lost
and you will be required to re-enter your ServletExec serial number.

Uninstalling ServletExec
Perform the following steps to uninstall ServletExec for Mac OS web servers:

Delete the fileser vl et Exec. shl b from theSyst em Fol der: Ext ensi ons folder.

Delete theser vl et Exec plug-in andSer vl et Exec Dat a folder from within the web
server'sPl ug-i ns folder.

3. Delete theServl et Exec 2.2 folder andServl ets folder from within the web
server's folder.
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Appendix E. Developing Servlets
& Miscellany

Tips for Developing Servlets Using ServietExec

he best way to develop servlets that you plan to deploy on ServletExec isto use the

ServletExec Debugger 2.2. The ServletExec Debugger is a basic web server that

has the complete ServlietExec servlet engine built in. The ServletExec Debugger
allows you to develop and debug your servlets in an environment that very closely simu-
lates the ServletExec deployment environment.

The ServletExec Debugger can be used with amost any Java Integrated Devel opment
Environment (IDE) and comes with detailed instructions for use in the following IDEs:

* Symantec Visual Café 2.5 and 3.0
* Borland JBuilder 2 and 3

* Metrowerks CodeWarrior Pro 5

* IBM VisualAge for Java 2.0

* Sybase PowerJ 3.0

Support for additional IDEs is being added continuously; check our web site to see if
support for your favorite IDE has been added. The ServletExec debugger can be down-
loaded from our web site:

http://ww. newat | ant a. conf downl oads/ | ndex. ht nl]

Best of all, the ServletExec Debugger is absollRENEE for all users!

ServietExec Tech Support FAQ

In addition to answering common questions about ServletExec installation and configu-
ration problems, the on-line ServletExec technical support FAQ is constantly updated
with debugging tips, bug reports, workarounds, and issues with interactions with third-
party products:

http://ww. newat | anta. coni support-tadg. ht mj
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Java Servlet APl Documentation

In order to develop servlets, you'll need the Java Servlet APl documentation from the
Java Servlet Development Kit (JSDK) 2.1. A copy of the Java Servlet APl documentation
is included in theser vi et Exec Docunent at i on directory.

You can download the entire JSDK 2.1 from:

http://java. sun. conl products/servl et/]

Also useful is the Java Web Server 1.1 documentation:

ttp://]serv.|avasoft.com products/java-server/
docunent ati on/ webserver1. 1/i ndex. ht m

You may also be interested in a tutorial on developing servlets published online by Web
Review magazine:

pttp://webreview. com 9// 10/ 10/ T eature/ I ndex. nt nj

Other valuable on-line resources include:

Servlet Central- an independent magazine dedicated to servlets and server-side
Java programmingpi t p: /7 www. ser vl et central . conl]

Servlets.com- a site primarily dedicated to promoting Jason Hunter's book, "Java
Servlet Programming” (O'Reilly & Associates, 1998), which is an excellent resource and
highly recommended for all servlet programm@fsp: 77 www.ser vl et s. conl]

Servlet Threads

Normally, a servlet'sloGet (), doPost (), andser vi ce() methods may be invoked con-
currently on multiple threads. Therefore, these methods must be thread-safe. Here are
some general guidelines to follow:

« Parameters to these methods and local variables declared within these methods
are thread-safe; no special effort is required on your part.

» Class variables (those not defined within a method) are not thread-safe. Access to
class variables must be protected by using Jaya'shr oni zed keyword.

DO NOT declare youtioGet (), doPost (), or servi ce() methods to bayn-
chroni zed. Doing so will allow only a single thread to execute through your
servlet, which will seriously degrade performance. Instead, siechr oni zed
code blocks or othetynchr oni zed methods to control access to your class vari-
ables.

If you don’t want to worry about threading issues, you can declare your servlet classes to
implement thesSi ngl eThr eadModel interface. Doing so guarantees that no two threads
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will execute concurrently in the serviet (see the Java Servlet APl documentation). Be-
cause of potential performance degradation, use of the Si ngl eThr eadMbdel interface is
not recommended.

For more detailed information regarding Java threads and use of the synchr oni zed key-
word, the following two references are highly recommended:

Concurrent Programming in Java
by Doug Lea
ISBN 0-201-69581-2

Java Threads
by Scott Oaks & Henry Wong
ISBN 1-56592-216-6

Debugging Servlets

The ServletExec Debugger should be your first choice for debugging servlets (see the
discussion at the beginning of this appendix). However, sometimes it's necessary to de-
bug your servlets running in a “live” deployment environment.

One of the tried-and-true debugging techniques is to include debug caflst ton out
andsystem err in your servlet code. For most web servers, the output $samem out
andsSystem err is written to theser vl et Exec. | og file. Also, all exceptions and errors
caught by ServletExec are written to this log file.

Output toSyst em out andSyst em err is not buffered, but is written immediately to the
Servl et Exec. | og file. Therefore, you should remove extraneous callsyta em out

and system err from your code before going into production, otherwise your servlet
won't perform as well as it could. Use the servleg() method for routine output in
your servlets. Output to theog() method is buffered by ServletExec and written to the
Servl et . | og file by a background thread, thereby minimizing impact on performance of
your servlet.

For web servers on Windows NT, an application named DBMON (dbmon.exe) is pro-
vided that creates a console window to whsyiBt em out andSystem err are redi-
rected, and to which exceptions and errors caught by ServiletExec are logged. Simply
launch DBMON anytime ServletExec is running. (DBMON does not work on Windows
95/98). You can find DBMON within the ServletExec installation directory.

Profiling Servlets

There are several commercial Java profiling tools that can be used to profile servlets run-
ning within ServletExec. The tools are: JProbe, Optimizelt and NuMega DevPartner.
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Instructions for using these tools with ServletExec can be found in our on-line technical
support FAQ:

pttp://ww. newat I ant a. coml support-faqg. ht n|

Native Methods

If your servlet needs to invoke native methods, the Java class that loads the native library
(viaSyst em | oadLi brary()) cannot reside in the Ser vl et s directory due to a JDK bug.
To work around this bug, place the class that loads the native library in any directory
other than the Ser vl et s directory, then add the directory that contains this class to the
ServletExec classpath (see Chapter 2 for instructions on modifying the ServletExec

classpath).

Static (Class) Variables

If you have a Java class that contains static variables that must be accessed by multiple
servlets, or multiple instances of the same servlet, do not place thisclassin the Servi et s
directory. Place the class that contains the static variables in any directory other than the
Servl et s directory, then add the directory that contains this class to the ServletExec
classpath (see Chapter 2 for instructions on modifying the ServletExec classpath).

Shared Classes

Classes that are shared by multiple servlets, or multiple instances of the same servlet,
cannot be placed in the Ser vl et s directory. Instead, such shared classes must be placed
in a directory that appears in the ServletExec classpath (see Chapter 2 for a discussion of
the ServletExec classpath).

HttpSession Value Classes

When using the Session Tracking feature, servlet developers are free to store and retrieve
objects of any class as values in the HttpSession object using the put val ue() and get -
val ue() methods. However, the class files for such classes must not be placed in the
Servl et s directory. Instead, they must be placed in a different directory, which must
then be added to the ServletExec classpath (see Chapter 5 for a discussion of the Session
Tracking feature; see Chapter 2 for discussions of the Ser vl et s directory and the Serv-
letExec classpath).

Servlet Names

The Java Web Server 1.1 supports two servlet methods that are not part of the Java Serv-
let API (that is, they are not defined by the HttpServiet class or any of its superclasses).
These methods alow you to set and get the name of a servlet, where the “name” is either
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the configured name or the class name if the servlet is not configured (see Chapter 2 on
configuring servlets); these methods are also supported by ServletExec 2.2.

These methods have the following signatures:

public String getServletNanme();

public void setServletName( String name );

When a servlet is instantiated, ServletExec introspects the serviet and invokes the set -

Ser vl et Name() method with the name of the servlet. The implementation of this method
should store the servlet name in a private instance variable so that the servlet name can be
obtained by invoking the get Ser vI et Nane() method.

The set Servl et Nane() method is invoked before the servletis t () method is called,
so the name is available to the servlet during initialization.

(Compiled Code) in Stack Traces

If you're using a Java VM that includes a JITC (such as JDK 1.1.6 and higher, or MRJ
2.0 on Mac OS), then you'll often see the texdnpi | ed code) instead of line numbers

in stack traces such as those printegeirv| et Exec. | og when exceptions are generated.
During development you may want to disable the JITC in order to see line numbers.

To disable the JITC for JDK 1.1.6 or higher, use the VM Settings page of the ServletExec
Admin Ul (see Chapter 2). To disable the JITC for MRJ 2.0, remove thevhile PPC
JI TC" from the folder ‘Syst em Fol der: Ext ensi ons: MRJ Li braries”.

User Accounts for Microsoft IS

Because ServletExec runs as part of the Microsoft IIS process, your servlets will run un-
der different user accounts at different times. This will primarily affect their ability to
read and write to the file system because access to the NT File System (NTFS) is based
on the user account of the process. Here are the rules:

1. During normal request processing in your serviegsvice(), doGet (), Or
doPost () method, your servlet will be running under the user account of the au-
thenticated user, if the user had to enter a username and password to access your
servlet. Otherwise your servlet will be running under itberR_<server nane>
account (the account under which I1IS runs anonymous user requests).

2. If your servlet is configured to be loaded by ServletExec during initialization,
your i nit () method will be executed under tBegsTEM account. Otherwise, if
your servlet is loaded when it receives it's first request, the rules for item #1,
above, apply.
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3. Normally, your servlet'siest roy() method will run under the SYSTEM account
when it is invoked due to a shutdown of ServletExec. However, if your servlet is
reloaded due to a class file modification, the rules for item #1, above, apply.

UNIX File Descriptors

If you're running ServletExec on a UNIX systems that receives a very high traffic vol-
ume, you may begin to receive “too many files open” errors. This means the file de-
scriptor limit of your system is being exceeded.

You can examine the current setting of the file descriptor limit using ithiet com-
mand. Use the followingsh shell command to increase the file descriptor limit to 256
(for example):

limt descriptors 256

Use the followingsh or ksh shell command to increase the file descriptor limit to 256
(for example):

ulimt —n256

Other shellswill have similar commands to allow you to increase the file descriptor limit.
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